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Adventure Box, den ledande sociala molnplattformen for
konsumentskapade dataspel, gor det enkelt och roligt
att skapa, dela och spela 3D spel online.

INNEHALL

ATETTKOMTNEE e 3
VD Nar OFAET ..o 4
PIATEFOIMEN ..o 6
Finanser 0Ch INTAKTET . .....iviiiieecse e 7
MUITIMEKET ... 8
AKEEN OCN QAT ... 10
FINANSIIIt rESUITAT ... 12
Styrelse 0Ch [8ANING ..o 14

Transaktion 09222115557467637463

Ledande befattningshavare ... 16
FONValtningSherattelsSe ... 17
RISKET o 19
Rakenskaper 0Ch NOTET ......oooiiiiiiiiieeee e 20
NyckeltalsdefinitioNer .......c..coooiieeie e 37
Forslag till disposition och underskrifter ..., 38
REVISIONSDErattelSe .. ... 39
ArsStAMMA, KONTAKE o..v oo 41

Signerat RR, OF, JW, SE, CK, RH, MK



ARET | KORTHET

UTVECKLING OCH KOSTNADSFOKUS

Under 2021 har Adventure Box levererat ett flertal produktforbattringar.
En forandring av teknikplattformen har inletts och utvecklingen av den
nya spelformen Multimaker intensifieras. Organisationsforandringar och
sankta kostnader mojliggor en mer finansiellt uthallig strategi for att na
bolagets vision om att bli den globalt ledande sociala delningsplattfor-

men for konsumentskapade dataspel.

- Produktforbattringar medforde roligare spel, fler atervan-
dande anvandare och langre spelsessionstider.

- P& arsstamman i maj valdes Rikard Herlitz, med bakgrund
fran Minecraft och Google, in som styrelseledamot.

- | oktober 6vertog Rickard Riblom VD-rollen efter Christopher
Kingdon.

- Bolaget genomférde under hésten och vintern forandringar
av organisationen vilket tillsammans med ett 6kat kostnads-
fokus kommer att resultera i betydande kostnadsbespa-
ringar under 2022 och 2023. Bolaget blir tack vare detta
finansiellt uthalligt i en turbulent omvarld.

FINANSIELL UTVECKLING | SAMMANDRAG

+ En 6versyn av bolagets teknikplattform inleddes under

hosten i syfte att kunna erbjuda anvandarna en snabbare
utveckling av ny funktionalitet i multimakern samt en mycket
battre spelupplevelse.

- Utvecklingen av den nya spelformen Multimaker intensifiera-

des under hosten for att resultera i en forsta grundlaggande
alfa-version i januari 2022. Redan denna forsta version ger
positiva matdata.

TSEK om inte annat anges

1jan-31 dec 2021 1jan-31 dec 2020

Nettoomsattning

Ovriga rérelseintakter
Rérelsens kostnader
Rorelseresultat

Resultat efter finansiella poster

Resultat efter skatt

Kassaflode fran den I6pande verksamheten inkl investeringar i utvecklingsutgifter

Likvida medel pa balansdagen

Eget kapital pa balansdagen
Skulder

Resultat per aktie, fore utspadning, kr

Antal anstallda vid periodens slut

Transaktion 09222115557467637463

1 133

788 407
-49770 -24 973
-45134 -20 528
-45 198 -20 499
-45 198 -20 520
-27 184 -21 291
29 565 57 490
31967 77 093
8815 9113
-3,00 -1,84

1 14

Signerat RR, OF, JW, SE, £ENHURK BOXTECHNOTOGT—ARSREDOVISINING 2021



VD HAR ORDET
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FINANSIELL UOTHALLIGHET OCH STARKA
RESULTAT FRAN MULTIMAKERN

Efter ett stort fokus i slutet av forra aret pa att na ett starkt
finansiellt Iage med lang uthallighet och ett engagerat team ser
vi Over var tekniska plattform. Den nya spelformen Multimaker
har visat sig ge betydligt langre spelsessionstider och far fler
aterkommande spelare. Med det har vi ett starkt lage.

Nar Adventure Box grundades 2014 var visionen klar. Vi var
Overtygade om att manga som spelar dataspel ocksa vill kunna
skapa egna dataspel. Dessutom vill de kunna dela sina spelvarldar
med andra spelare, vilket ger forutsattningar for den virala
spridning man inom spelindustrin suktar efter. Nu har vi tagit
detta ett steg langre i och med en forsta version av den nya
spelformen Multimaker. Det ar en plattform som ytterligare
fokuserar pa att det ska vara latt och roligt for vara anvandare
att skapa tillsammans och att bjuda in varandra och som ar
annu mer anpassad for mobiler.

KOSTNADSFOKUS GER FINANSIELL UTHALLIGHET

| oktober 2021 eftertradde jag Christopher Kingdon som VD.
Vart forsta fokus sattes pa att kraftigt minska vara kostnader for
att 6ka var finansiella uthallighet. Samtidigt vassade vi oss internt
och en teknisk forandring av var spelplattform inleddes for att
leverera en forbattrad spelupplevelse for vara anvandare. Vi
visste inte da vad som skulle ske i Ukraina och pé& de finansiella
marknaderna men nu kan vi sdga att det varit en bra inriktning.
Nu ar vi i en sits dar vi kan bygga var plattform for att na tillvaxt
samtidigt som vi kan se om det finns andra maojligheter.

EN NY ORGANISATION

Internt arbetar vi nu sdsom en startup for att ha hog fart i teamet.
Med start i oktober 2021har vi dndrat var organisation. Hans
Richter har atervant som CFO och vi har minskat antalet anstéllda
framst bland de som inte utvecklar sjalva spelplattformen for att
kunna ha ett tydligt fokus pa det som ger bra resultat. Nu har vi
ett dedikerat team som levererar kod battre an tidigare.

Fran senhosten 2021 lade vi i princip hela vart utvecklingsfokus
pa att gora den forsta, grundlaggande versionen av var nya
plattform Multimaker klar for lansering. Multimakern gar ut pa
att flera spelare i en och samma spelsession gemensamt kan
bygga varldar. Efter interna och externa tester publicerades Mul-
timaker officiellt p& bolagets spelhemsida i januari 2022.

DUBBELT SA LANGA SPELSESSIONSTIDER

MED MULTIMAKER

Multimaker ar annu i sin enklaste sa kallade alfa-version. Trots
detta visar matdata att en anvandare i Multimaker spenderar
ungefar dubbelt sd mycket tid pa var plattform jamfort med tidi-
gare versioner. Nar en alfa-produkt presterar sd mycket battre

ADVENTOREBOX TECHNOTOG Y—ARSRED OV slisackbiom 09222115557467637463

an ett redan fungerande koncept badar det gott for intjdnings-
formaga och sannolikheten till viral spridning. Det gor att vi i det
narmaste vet vad vi ska utveckla for att uppna vart mal och kan
valja att gora det sd effektivt som mojligt. Vi har ett slimmat och
drivet team, en bra spelform i Multimaker och gor en teknisk
uppgradering av var plattform for att erbjuda en optimal spel-
upplevelse inom var genre.

Med hart fokus p& Multimaker far vi nu vi fram data som pavisar
styrkan i produkten. Bland annat langre sessionstider och storre
andel dterkommande anvandare. Konceptet att skapa spel
tillsammans kan vi datamassigt nu pavisa, vilket ar det vi nu helt
siktar mot.

FRAMTIDSUTSIKTER

Som ett mindre utvecklingsforetag ar det ibland ett problem att
vara pa borsen. Vi vill inte alltid dela med oss av nyheter och
produktdata till externa parter. Vart mal ar dock att agera sa
transparent det gar mot alla vara aktiedgare for att ge en réattvi-
sande vardering pa marknaden.

I en turbulent omvarld géller det att halla ut. Vi ar nu valfinansie-
rade, har ett bra fokus och ett pdvisat starkt koncept i var al-
fa-produkt Multimaker. Den globala oron som nu speglas pa de
finansiella marknaderna skapar ocksa nya mojligheter for oss
som redan strukturerat om och samtidigt ar valfinansierade. Vi
har definitivt saker att se fram emot.

Rickard Riblom
VD
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PLATTFORMEN

VART ERBJUDANDE TILL ANVANDARNA

Adventure Box spelplattform gor det enkelt for anvandare att utan
programmeringskunskaper skapa egna spel och dela dem med andra.

EN PLATTFORM SOM KONTINUERLIGT BLIR BATTRE

| vart arbete styrs vi mycket av olika matdata vi far via vara
anvandares beteenden, till exempel hur lange de stannar kvar
pa plattformen (sd kallad “sessionstid”), andelen atervandande
anvandare och vilken typ av spel som ar populéra. Aven flera
mindre detaljer mats - hur ofta vissa funktioner anvands och
hur detta i sin tur paverkar dessa anvandares benagenhet till att
fortsatta vara anvandare. Den nyligen introducerade Multima-
ker-spelformen verkar som ett lackmus-test pa vad som attra-
herar spelare och ger vardefull information om hur en plattform
kan skapas for att locka stora mangder anvandare. Den har
varit ett stort utvecklingssteg framat och inte flera sma evolu-
tionara steg. Flera matdata visar nu att det var ratt satsning och
darmed lagger vi narmast all utveckling pa den.

Vi har under hésten inlett en grundlig analys av den underliggande
tekniken i plattformen. Vissa delar kan vi bygga vidare pa, medan
andra byts ut mot externa I6sningar som bygger pa 6ppen
kallkod. Vi har insett att vi genom att byta ut dessa delar far en
plattform som ar betydligt snabbare och kan ge anvandarna en
kraftigt forbattrad spelupplevelse. En annan viktig aspekt med
forbattringsarbetet ar att gora det lattare att infora nya intakts-
modeller, framfor allt pa mobiler.

Vi har samtidigt lyckats pavisa hur starkt sa kallat anvandarskapat
innehall fungerar som affarsmodell. Da vi under hosten och
vintern enbart arbetat med Multimaker har anvandare skapat
spel och spelinnehall pa den gamla plattformen. Dessa spel har
uppenbarligen varit uppskattade av vara anvandare. Trots att vi
inte sjalva utvecklat nagonting eller skapat nagra forbattringar
pa plattformen har matdata pavisat signifikanta forbattringar.

ADVENTOREBOX TECHNOTOG Y—ARSRED OV slipeckbiom 0922211555746 7637463

Nar vi nu vidareutvecklar Multimaker kommer vi fortsatta driva
pa detta starka "user-generated’-koncept. Vara anvandare ska
kunna skapa, dela och spela spelen de sjalva gor. De ska vilja
skryta med sina skapelser infér sina kompisar, men ocksa kunna
bete sig fanigt vilket ar ett satt att fa till viralitet. Det maste inte
vara avancerat, men garna uppseendevackande.

PATENTERAD TEKNOLOGI

Bolaget har beviljats patent i USA och patentansokningar
hanteras for narvarande av patentverken inom EU och Japan.
Ett patent inom vart segment i spelindustrin kan vara mycket
vardefullt d& det kan hindra storre foretag att driva sin verksamhet
pa det satt de vill om de inte licensierar eller koper patentet.
Foretaget har erfarenhet fran patentforhandlingar och ser att
det finns ett potentiellt stort varde i detta.

United Stabes Patent
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FINANSIELL UTHALLIGHET

| oktober inleddes en genomlysning av bolaget i syfte att minska
vara kostnader och skapa finansiell uthallighet. Efter vintern har
de finansiella marknaderna blivit verkligt turbulenta i och med
Rysslands krig i Ukraina. Genom vidtagna besparingar hade vi
redan dessforinnan skapat forutsattningar for att sénka vara
kostnader markant frdn sommaren 2022.

Vara kostnadsbesparingar har gjort var organisation mer slim-
mad. Fokus har varit att minska pa det som inte tydligt driver
var plattform framat. Trots kostnadsminskningar utvecklar vi
mer och battre kod vilket tillsammans med understddjande
marknadsinsatser skapar forutsattningar for att na malet, att
plattformen blir viral.

EN STARK KASSA SKAPAR MOJLIGHETER

Vi har nu en stark kassa som vi vill anvanda klokt. | och med
kriget i Ukraina och den instabila finanssituationen kan det
uppkomma situationer dar vi kan tjana pa att anvanda denna
kassa. Vi gor det da utifran en styrkeposition och kan darmed
agera med aktiedgarnas bdsta for dgonen. Det vi nu har - en
stark alfa-produkt vi kan utveckla, en stark kassa, ett bra
utvecklarteam och en bra organisation forankrad pa Nasdaq -
finns det andra aktorer pad marknaden som har behov av.

Transaktion 09222115557467637463

FINANSER OCH INTAKTER

MOJLIGA INTAKTER

| takt med att vi forbattrat och forbattrar var plattform okas ocksa
mojligheterna till nya intaktsmodeller, speciellt for mobiler. Det
ar viktigt eftersom manga av vara anvandare anvander just
mobiler for att spela vara spel. Intakter kan forutom reklam och
abonnemang komma fran kop inne i spelen.

| dataspelvarlden blir en ny affarsmodell kallad "Play-to-Earn”
alltmer popular. Den gar i korthet ut pa att omfamna den 6ppna
ekonomin och erbjuda spelarna finansiella férdelar om de bidrar
med varde i den aktuella spelvarlden. En spelskapare kan till
exempel beldna spelare som stannar lange i spelet med sérskilda
digitala tillgdngar som kan kravas for att na nasta spelniva, till
exempel ett speciellt svard. En spelare kan ocksa valja att salja
dessa digitala tillgangar till andra spelare pa marknadsplatser
inuti spelet. "Play-to-Earn” forutspas leda till helt nya spelkoncept
och en helt annan spelarlojalitet jamfort med traditionella data-
spel. Med Adventure Box teknologi ligger vi helt ratt i tiden for
just "Play-to-Earn”.
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MULTIMAKER

MULTIMAKER

- GEMENSAM SKAPARGLADJE

Som anvandare pa var spelplattform erbjuds man sedan en tid
tillbaka majligheten att skapa spelvarldar tillsammans med andra
anvandare i en och samma spelsession. Denna nya spelform
kallas Multimaker och finns sedan januari 2022 i en forsta version
pa Adventure Box.

Med Multimaker valjer anvandaren forst vilken typ av varld man
vill bygga i, till exempel stadsmiljo. Darefter hoppar man in i
spelet, valjer en tomt och borjar bygga. Till sin hjalp har man en
omfattande palett av byggstenar i olika material, samt vaxter,
lava, vatten och mycket mera. For att fa en battre vy over sitt
bygge och andras byggen runt omkring, kan man anvanda en
raketmotor pa ryggen som ger ett fagelperspektiv samtidigt som
det gor byggandet mer tredimensionellt. | Multimaker finns ocksa
en chattfunktion dar anvandarna som bygger i samma session
kan kommunicera sinsemellan.

Trots att Multimaker i sin nuvarande form ar grundlaggande, med
ett begransat antal funktioner, pavisar den redan att den ar battre
an sin foregangare. Méatdata visar exempelvis att en anvandare
som anvander Multimakern i snitt spenderar mer an dubbelt s&
lang tid i spelet an en anvandare som anvander den gamla platt-
formen. En bidragande orsak ar sakerligen att det ar kul att skapa
nagot gemensamt tillsammans med andra anvandare.

POTENTIAL FOR BATTRE INTJANINGSFORMAGA

Baserat pa den langre spelsessionstiden har Multimaker visat sig
ha potential for betydligt battre intjaningsformaga per anvandare
jamfort med den gamla plattformen. Videoreklam visas i Multimaker
nar en anvandare skaffar sig ytterligare en tomt att bygga pa. Det
visar sig att anvandare som byggt pa en tomt redan ar tillrackligt
engagerade for att "utharda” en reklamfilm innan de far bygga
mer tillsammans med de andra som ar med i samma spel. Detta
medfor att sannolikheten for stigande videoreklamintdkter 6kar
under 2022.

Transaktion 09222115557467637463

FORBATTRINGAR | FOKUS

Vi satter nu forbattringar av Multimaker i fokus. Det forsta vi ska
gora ar att optimera den grundlaggande tekniska plattformen.
Detta mojliggdr nya och battre funktioner, snyggare grafik,
snabbare utveckling och en battre spelupplevelse. Bland annat
kommer man att kunna skapa och sedan spela olika spel i de
miljoer man byggt tillsammans.

Vi ser att Multimaker har forutsattningarna att bli nagot riktigt
bra, ndgot som kan ta oss snabbare till var vision om att bli en
globalt ledande plattform for skapande och delning av amator-
skapade dataspel. Genom att plattformen far anvandare att vilja
vara kvar langre tid skapar den ocksa forutsattningar for att platt-
formen ska bliviral. Det ar ett tillstand som inte gar att tidsbe-
stamma, men som vi kontinuerligt arbetar for genom att fokusera
pa att utveckla de delar av produkten dar vi ser att det har effekt.

Sessionstid (min:sec)
Jan-mars 2022

Alla anvdndare  Multimaker-  Atervandande Multimaker,
anvandare anvandare atervandande
anvandare

Kalla: Google Analytics 1 jan -31 mars 2022.
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CIRKA 2 100 AKTIEAGARE

Adventure Box aktie handlas pa Nasdaq First North Growth Market
sedan den 2 december 2019. Den 31 december 2021 hade bolaget

ca 2 100 aktieagare.

AKTIEKAPITAL
Aktiekapitalet ar 1 506 968,60 SEK, fordelat pd 15 069 686 aktier
med ett kvotvarde om 0,10 SEK.

Varje aktie berattigar till en rost vid bolagsstamma. Vid bo-
lagsstdamma far varje rostberattigad rosta for det fulla antalet
innehavda eller foretradda aktier utan begrasningar i rostratten.
Samtliga aktier ger lika ratt till andel i bolagets tillgangar och
resultat. Vid en eventuell likvidation av bolaget har aktieagare
ratt till andel av dverskott i forhallande till det antal aktier som
aktiedgaren innehar.

Samtliga aktier ar fritt dverlatbara. Det foreligger savitt styrelsen
kanner till inga aktiedgaravtal eller motsvarande avtal mellan
existerande eller blivande aktiedgare i bolaget i syfte att skapa
gemensamt inflytande over bolaget.

Aktiedgare har normalt foretradesratt till teckning av nya aktier,
teckningsoptioner och konvertibla skuldebrev i enlighet med
aktiebolagslagen, sdvida inte bolagsstdmman eller styrelsen med
stod av bolagsstdammans bemyndigande beslutar om awvikelse
fran aktiedgarnas foretradesratt.

Beskrivning av aktiekapitalets utveckling sedan bolaget bildades
2014 finns pa webbplatsen corp.adventurebox.com.

ADVENTOREBOX TECHNOTOG Y—ARSRED OV slisackbiom 09222115557467637463

BEMYNDIGANDE OM NYEMISSION

Vid extra bolagsstamma den 20 maj 2021 beslutades att bemyn-
diga styrelsen att vid ett eller flera tillfallen fore ndastkommande
arsstamma besluta om nyemission av aktier, teckningsoptioner
och konvertibler mot kontant betalning eller betalning genom
kvittning eller apportegendom. Styrelsen far vid beslut om emis-
sion awika fran aktiedgarnas foretradesréatt. Skalet till awikelsen
fran aktiedgarnas foretradesratt ar att styrelsen ska kunna resa
rorelsekapital och knyta nya intressenter till verksamheten.

INCITAMENTSPROGRAM

Styrelsen har, efter bemyndigande av drsstamman, beslutat om
tre optionsprogram riktade till anstallda, konsulter och styrelse-
ledamaoter.

Program 3:2019

286 500 teckningsoptioner som ger innehavaren ratt att senast
den 9 maj 2022 teckna en ny aktie i Adventure Box Technology
AB (publ) till en teckningskurs om 9,40 kr per aktie.

Program 4:2020 1&2

155 000 teckningsoptioner som ger innehavaren ratt att senast
den 30 september 2023 teckna en ny aktie i Adventure Box
Technology AB (publ). Den genomsnittliga volymvagda kursen var
under perioden 7,58 varfor teckningskursen blir (7,58 x 1,30) 9,86
kr per aktie. Vid full teckning inbringar teckningsoptionerna 1 528
300 SEK genom att 155 000 nya aktier emitteras, vilket motsvarar
utspadning om cirka 1,03 procent.
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AKTIEN OCH AGARE

CERTIFIED ADVISER
Aktieinvest FK AB
Berzelii Park 9, 111 47
Stockholm

ISIN-kod
SE0012955276

Kortnamn ADVBOX

ca@aktieinvest.se

+46 8 506 517 00

Program 5:2021 1&2

120 000 teckningsoptioner som ger innehavaren ratt att gora en
nyteckning av aktier med stod av teckningsoptionerna kan ske
under perioden fran och med den 1 juli 2024 (dock tidigast dagen
efter avgivandet av bolagets delarsrapport for perioden Q1 2024)
till och med den dag som infaller 30 kalenderdagar darefter.

Den genomsnittliga volymvagda kursen var under perioden 6,96
varfor teckningskursen blir (9,69 x 1,30) 9,04 kr per aktie. Per
dagen for forslaget finns 15 069 686 aktier i bolaget. Om samtliga
teckningsoptioner som kan emitteras och ¢verldtas utnyttjas for
teckning av aktier, kommer antalet aktier och roster i bolaget att
6ka med hogst 120 000 (med forbehdll for eventuell omrakning
av antalet aktier enligt teckningsoptionsvillkoren) vilket motsvarar
en utspadning av aktiekapitalet och résterna i bolaget om cirka
0,79 procent.

LIKVIDITETSGARANT

Bolaget har ett avtal med Pareto Securities AB ("Pareto”) enligt
vilket Pareto agerar likviditetsgarant i bolagets aktie avseende
handeln pa Nasdagq First North Growth Market.

UTDELNINGSPOLICY
Nagon utdelning avses inte att lamnas de nérmaste aren.

Transaktion 09222115557467637463

DE STORSTA AKTIEAGARNA 31 DECEMBER 2021

Agare Antal aktier Agarandel, %
Christopher Kingdon 906 491 6,0%
Cléo Hayes McCoy 838 395 5,6%
Theodor Jeansson 799 203 5,3%
Mats H Nilsson genom SEB AB, 510 000 3,4%
Luxembourg Branch W8IMY

Lorang Andreassen 465 000 3,1%
Peter Hamberg och Hamberg 341015 2,3%
férvaltning AB

Peter Lonnqvist, Cambista AB 285 957 1,9%
och Vision & Lénsamhet i

Stockholm AB

Hans Ternbrant 253332 1.7%
Joachim Odqyvist 206 458 1,4%
Jonas Nordstréom 175 000 1,2%
Ovriga 10288 835 68,3%
Totalt 15 069 686 100,0%
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FINANSIELLT RESULTAT
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KOSTNADSFOKUS OCH
UTVECKLING AV MULTIMAKER

Under rakenskapsaret har bolaget intensifierat utvecklingen av
Multimaker samtidigt som en kostnadsdversyn inletts.

OMSATTNING OCH KOSTNADER

Nettoomsattningen uppgick till T TSEK (133 TSEK). Rorelsekostna-
derna steg till 49 770 TSEK (24 973), huvudsakligen till féljd av
att okat antal programmerare liksom ¢kade marknadsforings-
kostnader samt utrangering av utvecklad programvara i gammal
plattform skett till ny plattform till en kostnad av 19 320 tkr.
Utover detta har under &ret omstruktureringskostnader p g a
neddragning av verksamheten uppgatt till 2 593 tkr.

RESULTAT

Resultat efter finansnetto uppgick till -45 198 TSEK (-20 499).
Forsamringen beror pa 6kade rorelsekostnader, utrangeringar
och omstruktureringskostnader.

Arets nettoresultat uppgick till -45 198 TSEK (-20 520). Resultat
per aktie var -3,00 SEK (-1,84).

KASSAFLODE
Kassaflodet fran den lIopande verksamheten uppgick till -17 710
TSEK (-13 496), huvudsakligen till foljd av 6kade rorelsekostnader.

Investeringar i utvecklingsprojekt uppgick till 8 899 TSEK (7 763).
Okningen beror pa tkade satsningar pa utvecklingen av bolagets
produkt. Under perioden tkade antalet programmerare fran
fem till sju samtidigt som anlitandet av konsulter 6kade.

FINANSIELL UTVECKLING | SAMMANDRAG

Kassaflodet fran finansieringsverksamheten uppgick till -741 TSEK
(68 075). Amorteringar har skett pa lanen fran Almi Foretags-
partner Uppsala AB (Almi) och Uppsala Innovation Centre AB
(UIC) med 813 TSEK (479).

EGET KAPITAL
Eget kapital uppgick den 31 december 2021 till 31 967 TSEK
(77 093).

SKULDER

Langfristiga skulder uppgick 31 december 2021 till 1 692 TSEK

(3 176) och kortfristiga till 7 123 TSEK (5 937). De langfristiga
skulderna bestdr dels av krediter fran ALMI pd 1 667 TSEK (3 100)
och ett lan fran UIC pa 25 TSEK (76). De kortfristiga rantebarande
skulderna avser kortfristiga del av kreditskulder till Almi pa 1 000
TSEK (279) och UIC p& 50 TSEK (100).

LIKVIDA MEDEL
Den 31 december 2021 uppgick likvida medel till 29 565 TSEK
(57 490).

SKATTEMASSIGA UNDERSKOTT

Bolagets nuvarande verksamhet forvantas initialt innebara
negativa och skattemassiga underskott. De skattemassiga
underskotten uppgick den 31 december 2021 till 78 045 TSEK
(32916).

TSEK om inte annat anges

1 jan-31 dec 2021 1 jan-31 dec 2020

Nettoomsattning

Ovriga rérelseintékter
Rorelsens kostnader
Rérelseresultat

Resultat efter finansiella poster

Resultat efter skatt

Kassaflode fran den I6pande verksamheten inkl investeringar i utvecklingsutgifter

Likvida medel pa balansdagen

Eget kapital pa balansdagen
Skulder

Resultat per aktie, fore utspadning, kr

Antal anstallda vid periodens slut
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1 133

788 407
-49770 -24 973
-45134 -20 528
-45 198 -20 499
-45 198 -20 520
-27 184 -21 291
29 565 57 490
31967 77 093
8815 9113
-3,00 -1,84

1 14
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STYRELSE

STYRELSE

ORJAN FRID
Styrelseordforande sedan 2020.

Fodd: 1954
Utbildning: Civilingenjor och civilekonom.

Ovriga uppdrag: VD fér Apotekstjanst
Sverige AB och styrelseledamot for Siktet
Invest AB.

Tidigare uppdrag senaste fem aren:
Uppdrag som interim VD sedan 30 ar
tillbaka. Tidigare erfarenheter som bland
annat VD for Eniro (2016-2019), Patria
Helicopters AB (2013-2015), Camfil
Power System AB (2011-2012), Eneas
Enrgy AS och Tradedoubler (2008-2010).

Ovrig relevant erfarenhet: Orjan tar med
sig sin erfarenhet av att leda med strategi
och fokus pa lonsamhet till bolaget.

Aktieinnehav: O

Optionsinnehav: 25 000

ADVENTOREBOX TECHNOTOG Y—ARSRED OV slisackbiom 09222115557467637463

JASON WILLIAMS
Styrelseledamot sedan 2020.

Fédd: 1975.

Utbildning: MBA fran University of
Warwick, Strategy and Leadership fran
INSEAD.

Ovriga uppdrag: Vice-VD och
styrelseledamot i Kidoz.net, varldens
storsta mobila natverk for barn med
100 miljoner aktiva anvandare varje
manad.

Tidigare uppdrag senaste fem aren:

VD for Shoul Games Ltd, VD for Bingo.com.

Ovrig relevant erfarenhet: Gedigen
VD erfarenhet av digitala strategier och
global uppskalning for noterat bolag.

Aktieinnehav: O

Optionsinnehav: 20 000

Signerat RR, OF, JW, SE, CK, RH, MK

STAFFAN EKLOW
Styrelseledamot sedan 2018.

Fodd: 1957.

Utbildning: Juristexamen och ekonom-
examen, Stockholms Universitet.

Ovriga uppdrag: Styrelseledamot |
Goodbye Kansas Group AB, Lennart
Nilsson Photography AB, MedlingsCen-
trum Sverige AB, EkIGw Business Law AB
och Nliven Technology AB.

Tidigare uppdrag senaste fem aren:
Styrelseordférande i Onside TV-Production
AB, Onside Arena Productions, BellPal AB
och Exformation Care AB. Styrelseledamot
i Solvalla Utvecklings AB, HDR Sweden AB,
K41 Holding AB och Aktiebolaget Solvalla
Travbana.

Ovrig relevant erfarenhet: 30 ars
erfarenhet som affarsjurist inom advokat-
byra och bolag. Har varit chefsjurist pa Tv4
och Managing Partner pd Advokatfirman
Lindahl.

Aktieinnehav: 7 500
Optionsinnehav: 25 000




RIKARD HERLITZ
Styrelseledamot sedan 2021.

Fédd: 1976.

Utbildning: Matematik, Stockholms
universitet

Ovriga uppdrag: Engineering Director,
Google.

Tidigare uppdrag senaste fem aren:
CTO Mojang AB (Minecraft), Grundare
och CTO Goo Technologies, Grundare
och CTO Ardor Labs AB, Senior Developer
Excosoft AB, Senior Developer jMonkey-
Engine, Software Engineer NCsoft, Lead
Developer Jadestone Group AB, Developer
Idol FX AB, Developer Hidden Dinosaur
AB, Developer Television & Wireless AB,
Developer Excosoft AB.

Ovrig relevant erfarenhet: Erfarenhet
frdn dataspelsbranschen via till exempel
positionen som Mojang AB. Director of

Engineering for videokonferenstjansten
Google Meet

Aktieinnehav: O

Optionsinnehav: 20 000

STYRELSENS OBEROENDE

CLAES KALBORG
Styrelseledamot sedan 2019.

Fédd: 1962.

Utbildning: Diverse utbildningar pa
Stockholms Universitet och IHM Business
School, Stockholm.

Ovriga uppdrag: VD och styrelseledamot
i Barn Storm Media AB och Bodiam AB.
Styrelseledamot i Sentinella Aktiebolag,
Non Violence Licensing AB, Flexion Mobile
PLC London, och Kidoz Inc.

Tidigare uppdrag senaste fem aren:
VD och styrelseledamot i Grow Licensing
AB.

Ovrig relevant erfarenhet: Chef for
Global Licensing i Rovio Entertainment
Ltd. (Angry Birds) och King.com Ltd
(Candy Crush).

Aktieinnehav: 103 780 inklusive 51 815
aktier via det helagda bolaget Barn Storm
Media AB.

Optionsinnehav: 0

STYRELSE

Oberoende i forhallande till

Styrelseledamot bolaget och bolagets ledning Oberoende i férhallande till storre aktiedgare
Orjan Frid Ja Ja
Jason Williams Ja Ja
Staffan Eklow Ja Ja
Rikard Herlitz Ja Ja
Claes Kalborg Ja Ja

Transaktion 09222115557467637463
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LEDANDE BEFATTNINGSHAVARE

RICKARD RIBLOM
VD sedan 2021
CMO mellan 2018-2021.

Fodd: 1972.

Utbildning: Kurser vid Kungliga tekniska
hogskolan, Stockholm och
Handelshogskolan, Stockholm.

Ovrig erfarenhet: Lett online marknads-
foring for 4 foretag. Tidigare manage-
mentkonsult.

Aktieinnehav: O

Optionsinnehav: 25 000
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HANS RICHTER
CFO sedan februari 2022

Fédd: 1949.

Utbildning: MBA Uppsala Universitet,
CMC

Ovrig erfarenhet: Arbetar som styrelse-
proffs i turism-, utbildnings- och vardfo-
retag. Managementkonsult och tidigare
utbildare inom bland annat M&A och
strategisk ekonomistyrning. Har dven
tidigare arbetat som CFO, vice VD och VD
i olika branscher.

Aktieinnehav: 27 284

Optionsinnehav: 0
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MICHAL BENDTSEN
Creative Director sedan 2020.

Fodd: 1973.

Utbildning: MBA, Kdpenhamn North
Business School

Ovrig erfarenhet: 25 &rs erfarenhet fran
spelindustrin, dar han bland annat skapat
digitala strategier for LEGO, varit delaktig i
grundandet det populdra filmskaparspelet
Movie Star Planet och grundat spelplatt-
formen KOGAMA.

Aktieinnehav: O

Optionsinnehav: 20 000




FORVALTNINGSBERATTELSE

FORVALTNINGSBERATTELSE

Styrelse och verkstallande direktor i Adventure Box Technology
AB (publ) org. nr 556963-6599 lamnar harmed arsredovisning for

rakenskapsaret 2020-01-01 - 2021-12-31.

VERKSAMHET

Adventure Box Technology AB (publ) bildades under 2014.
Bolaget driver den operativa verksamheten med kontor och
utvecklingsverksamhet i Stockholm och har under 2021
sysselsatt i genomsnitt sexton personer.

Adventure Box utvecklar och kommersialiserar en webbplats
dar dataspelare latt kan skapa och dela 3D-spel online. Plattfor-
men ar anvandarvanlig och det ar enkelt att streama spel tack
vare bolagets unika patenterade teknik.

Aktien handlas p& Nasdaq First North Growth Market och
antalet aktiedgare uppgick i februari 2022 till cirka 2 100.

Aktieinvest FK ar Adventure Box Technology’s Certified Adviser.

BOLAGSUPPGIFTER

Adventure Box Technology AB (publ) (org nr 556963-6599) ar ett
svenskregistrerat aktiebolag med sate i Stockholm. Bolagets aktier
ar registrerade pa Nasdaq First North Growth Market. Adressen
till huvudkontoret ar Sveavagen 166, 113 46 Stockholm.

Styrelsen har sitt sate i Stockholm. Bolaget innehar 100% av
aktierna i Adventure Box Incentive AB (org nr 559244-0241).

Bolagets verksamhet sker huvudsakligen i Sverige, anvandarna
finns framst i Turkiet, Indien och USA.

FLERARSOVERSIKT

RESULTAT OCH FINANSIELL STALLNING

Omsattning, resultat och kassafléde

Koncernens nettoomsattning uppgick till 1 TSEK ( 133 TSEK).
Omsattningen har minskat pd grund av fokus och satsning pa
ny plattform, multimaker. Nettoresultatet uppgick till - 45 198
TSEK (-20 520) eller -3,00 SEK (-1,84 SEK) per aktie for perioden.
Kassaflode fran den I6pande verksamheten inklusive investe-
ringar i utveckling uppgick for perioden till - 27 184 TSEK (-21
291 TSEK) eller - 1,80 SEK (1,91 SEK) per aktie.

INVESTERINGAR

Investeringar i utveckling
Under aret har koncernen investerat 8 899 TSEK (7 763 TSEK) i
utveckling av bolagets spelplattform.

LIKVIDITET OCH FINANSIELL STALLNING

Koncernens likvida medel uppgick vid arets utgang till 29 565
TSEK (57 490 TSEK). Det egna kapitalet i bolaget var vid drets ut-
gang 31 967 TSEK (77 093 TSEK) och soliditeten var 78% (89%).

LIKVIDA MEDEL

Den 31 december 2021 uppgick koncernens likvida medel till
29 565 TSEK (57 490 TSEK). Med de planer for investeringar i
utveckling och rorelsekapital som finns for 2022 och 2023 kom-
mer likviditeteten utan forvantade intakter att racka till Q3 2023.

TSEK om inte annat anges 2021 2020 2018/19 2017/18 2016/17 2015/16 2014/15
Nettoomsattning 1 133 30 139 105 41 614
Rorelseresultat -45134 -20528 -9908 -714 -782 -970 -9
Nettoresultat -45198 -20 520 -10138 -753 -782 -973 -83
Balansomslutning 40782 86 206 36 447 19512 17 759 10 828 6 496
Soliditet, % 78% 89% 88 84 80 71 69

Transaktion 09222115557467637463
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MILJO OCH ANSVAR

Adventure Box verksamhet medfor inga sarskilda miljorisker och
kraver inte ndgra sarskilda miljorelaterade tillstand eller beslut
fran myndigheter. Adventure Box bedomer att bolaget bedriver
sin verksamhet enligt tillampliga hadlso- och sakerhetsregler samt
erbjuder sina anstallda en saker och sund arbetsmilj.

VASENTLIGA HANDELSER UNDER RAKENSKAPSARET

+ Koncernens nettoomsattning under perioden var 1 tkr (133 tkr).

+ Nettoresultatet uppgick till -45 198 tkr, (-20 520 tkr) eller -3,00
SEK (-1,84 SEK) per aktie fore utspadning. Resultateffekt av
utrangering av balanserade utvecklingsutgifter var -19 320 tkr
vilket i resultatrakningen redovisas i raden Ovriga rérelsekost-
nader.

+ Nettokassaflode fore finansiella poster var -27 184 tkr (-21 291
tkr)

- Bolaget har inlett samarbete med Gestrument for att gora det
mojligt for Adventure Box-spelskapare att enkelt skapa och
anvanda interaktiv musik i de dataspel och audiovisuella
upplevelser de skapar.

+ Sedan 1 april har bolaget nya lokaler i Wenner-Gren Center,
Sveavagen 166.

- Adventure Box AB bytte certified adviser till Aktieinvest. Aktie-
invest FK AB tilltradde som Certified Adviser den 17 augusti

2021. Fram till dess var Redeye AB Certified Adviser at bolaget.

- Styrelseledamot Christine Rankin lamnar pa egen begaran sitt
uppdrag som ledamot i Adventure Box styrelse den 20 oktober.

- Pa drsstamman beslutades att styrelsen ska besta av sju

styrelseledamater. Rikard Herlitz valdes in som styrelseledamot.

- P& arsstdmman beslutades dven om Inrattande av ett teck-
ningsoptionsbaserat incitamentsprogram for nyckelpersoner
i enlighet med styrelsens forslag, innebarande emittering av
hogst 100 000 teckningsoptioner av serie 2021/2024:1samt
Inrattande av ett teckningsoptionsbaserat incitamentspro-
gram for styrelseledamot i enlighet med aktiedgarnas forslag,
innebarande emittering av hogst 20 000 teckningsoptioner av
serie 2021/2024:2.

+ Rickard Riblom tilltréde som ny VD i Adventure Box den 11
oktober 2021. Christopher Kingdon har lamnat bolaget och sin
styrelseplats.

- Under &rets sista kvartal utrangerades delar av utvecklad
programvara till en kostnad om 19 320 tkr vilken ersatts av
nyutvecklad programvara.

VASENTLIGA HANDELSER EFTER

RAKENSKAPSARETS SLUT

+ Fortsatt fokus pa kostnadsbesparingar i syfte att forbattra
bolagets uthallighet.

+ Multimaker i alfa version gick live den 27 januari 2022.

Adventure Box foljer noga spridningen av COVID-19 dver varlden.
Vi har sakerstallt att verksamheten fortsatter att fungera friktions-
fritt. Bland annat arbetar alla medarbetare oftast hemifran. Medar-
betarna finns i fyra lander varfor virtuella méten och distansarbete
redan ar etablerade arbetsmetoder.
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FORSLAG TILL RESULTATDISPOSITION (SEK)
Till drsstammans forfogande finns foljande fria medel och arets
resultat i bolaget.

SEK
Overkursfond 108 699 783
Balanserade resultat -42 858 408
Arets resultat -45 167 340
Summa fritt eget kapital 20 674 035
Styrelsen foreslar att arets resultat balanseras i ny rakning.
Efter dispositionen uppgar det fria egna kapitalet till:
Overkursfond 108 699 783
Balanserade resultat -88 025 748
Summa fritt eget kapital 20 674 035

Betraffande bolagets resultat och stallning i Ovrigt hanvisas till
efterféljande resultat-, balansrakningar och kassaflddesanalyser
med tillhérande tilldggsupplysningar och noter.

FORVANTADE FRAMTIDSUTSIKTER

Adventure Box verkar i en tillvaxtmarknad med en unik, patenterad
teknologi. Bolaget erbjuder en webbplats dar dataspelare enkelt
kan skapa och dela 3D-spel online. Bolaget har begynnande bevis
pa intjaningsformaga och ser ett tkande antal bestkare pa sin
webbplats. Sammantaget gor styrelsen bedémningen idag att
Adventure Box forvantas ha goda framtidsutsikter.
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RISKER

Adventure Box verksamhet och lénsamhet paverkas av en rad
yttre och inre faktorer, vilka kan pdverka bolaget i storre eller
mindre omfattning. Adventure Box gor en kontinuerlig bedémning
av vilka risker bolaget ar utsatt for liksom sannolikheten for att
de intraffar och vilken paverkan de skulle kunna ha pa verksam-
heten. Bolaget hanterar riskerna dels genom forebyggande
atgarder, dels genom handlingsplaner for riskhantering. De
risker bolaget ar utsatt for kan delas in i tva kategorier: bransch-
och verksamhetsrelaterade risker och finansiella risker.

BRANSCH- OCH VERKSAMHETSRELATERADE RISKER

Kommersialisering

Bolaget bildades 2014 och har inte bevisat sin affarsmodell eller
sin intjaningsformaga. Bolaget ar beroende av att framgangsrikt
utveckla och kommersialisera en plattform for skapande och
delning av datorspel. Kommersialiseringen ar dven beroende av
att bolagets intaktsmodeller ar anpassade for plattformen sa

att intakter genereras. Skulle en kommersialisering misslyckas
riskerar bolagets intakter att inte kunna oka till en niva dar
bolaget ar [6nsamt.

Beddmd sannolikhet att risken intraffar: medelhog.

Bedomd negativ paverkan pa resultatet till foljd av uteblivna
intakter om risken intraffar: hog.

Konkurrensutsatt marknad

Bolaget ar i en tidig fas och konkurrerar med konkurrenter
som bade har andra liknande produkter eller substituerande
produkter. Konkurrensen ar delvis hard och utmaningen for
bolaget stor. Om bolaget inte lyckas utvecklas sa att det kan
na marknadsandelar riskerar resultatet att paverkas negativt
till foljd av lagre intakter.

Bedomd sannolikhet att risken intraffar: medelhog.

Bedomd negativ paverkan pa bolagets verksamhet, finansiella
stallning och resultat om risken intraffar: medelhog.

Behandling av personuppgifter och regulatoriska

risker

Bolaget samlar in och behandlar i viss man personuppgifter,
exempelvis i forhallande till anvandare och anstallda. Om
bolaget brister i sin personuppgiftsbehandling enligt exempelvis
COPPA, om bolaget utsatts for intrang eller pa annat satt av
misstag bryter mot tillamplig dataskyddslagstiftning, riskerar
bolaget bland annat skadestandskrav. Om bolaget misskoter
denna personuppgiftshantering kan det fa en negativ paverkan
pa bolagets resultat till exempel genom foreldggande fran
myndigheter eller genom tkade kostnader.

Bedomd sannolikhet att risken intraffar: 1ag.

Bedomd negativ paverkan pa bolagets resultat om risken
intraffar: medelhog.

Transaktion 09222115557467637463

RISKER

Beroende av nyckelpersoner

Om vissa nyckelpersoner eller kvalificerad personal skulle lamna
bolaget och bolaget inte lyckas rekrytera kvalificerad personal
kan det paverka verksamheten negativt.

Bedomd sannolikhet att risken intraffar: lag.

Bedomd negativ paverkan pa bolagets verksamhet om risken
intraffar: medel.

Risker relaterande till open source

Vid felaktigt utnyttjande av programvara som omfattas av sa
kallade open source-licenser foreligger en risk for begransningar
mojligheten att kommersialisera l6sningar, risk for att bolagets
ensamratt till programvara upphor, liksom en risk for att bolaget
blir skyldig att tillhandahalla kallkod till tredje parter. I handelse
av att immaterialrattsliga forpliktelser paverkar Adventure Box
kommer detta att paverka bolagets verksamhet och resultat
negativt.

Beddmd sannolikhet att risken intraffar: 13g.

Beddmd negativ paverkan pa bolagets verksamhet och resultat
om risken intraffar: medelhog.

Beroende av valfungerande IT-system

For att bolaget ska kunna bedriva sin verksamhet ar det beroende
av effektiv och oavbruten drift i olika IT-system. Bolaget |6per
risk att utsattas for dataintrang, virusspridning och andra

typer av brottslighet kopplade till IT-verksamhet. Om det skulle
uppkomma omfattande haveri eller andra driftstérningar i
IT-systemen kan det paverka bolagets méjligheter att bedriva
verksamheten vilket da kan ha en negativ inverkan pa bolagets
verksamhet och resultat.

Bedomd sannolikhet att risken intraffar: 1ag.

Bedomd negativ paverkan pa bolagets verksamhet och resultat
om risken intraffar: medelhog.

FINANSIELLA RISKER

Framtida finansieringsbehov

Bolagets styrelse och ledning utvarderar I6pande det framtida
kapitalbehovet och vilka finansieringsalternativ som finns.
Bolagets bedémning ar att nuvarande finansiering ar tillracklig
for att bedriva verksamheten i planerad omfattning de narmsta
tolv manaderna. Bolaget kan i framtiden behdva soka ytterligare
finansieringsalternativ, vilket medfor en risk att sddan finansiering
sker pa for bolaget ofdrdelaktiga villkor eller inte

alls kommer till stand.

Beddmd sannolikhet att risken intraffar: medelhog.

Bedomd negativ paverkan pa bolagets resultat och finansiella
stallning om risken intraffar: medelhog
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AKENSKAPER OCH NOTER

KONCERNREDOVISNING

RESULTATRAKNING

1jan -31 dec 1 jan -31 dec
TSEK Not 2021 2020
Adventure Box Technology koncernen 1
Rérelsens intdkter
Nettoomsattning 2 1 133
Aktiverat arbete for egen rakning 3847 3905
Ovriga rorelseintakter 3 788 407
Summa rorelsens intdkter 4636 4445
Rérelsens kostnader
Kostnader for kopta tjanster -2 402 -652
Ovriga externa kostnader 4,5 -6 738 -8 758
Personalkostnader 6,7,8 -13 686 -10 472
Avskrivningar 12,13 -7 606 -5091
Ovriga rérelsekostnader 9,12 -19 338 0
Summa rorelsens kostnader -49 770 -24 973
Rorelseresultat .45 134 -20 528
Resultat fran finansiella investeringar 10
Finansiella intakter 102 125
Finansiella kostnader -166 -96
Finansnetto -64 29
Resultat efter finansiella poster .45 198 -20 499
Skatt pa arets resultat 11 0 -21
Periodens resultat .45 198 -20 520
Hanforligt till bolagets aktieagare -45198 -20 520
Genomsnittligt antal aktier, tusental, fore utspadning 15070 11127
Genomesnittligt antal aktier, tusental, efter utspadning 16 818 12894
Antal aktier pa balansdagen, tusental, fére utspadning 15070 15070
Antal aktier pa balansdagen, tusental, efter utspadning 16818 16818
Resultat per aktie fore utspadning, kr -3,00 -1,84
Resultat per aktie efter utspadning, kr -3,00 -1,84
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RAKENSKAPER OCH NOTER

BALANSRAKNING

31dec 31dec
TSEK Not 2021 2020
Adventure Box Technology koncernen 1
Tillgangar
Anldaggningstillgangar
Immateriella anlaggningstillgdngar
Balanserade utgifter for utvecklingsarbeten 12 9741 27 643
Materiella anlaggningstillgdngar
Inventarier, verktyg och installationer 13 482 31
Summa anlaggningstillgangar 10 223 27 674
Omsdittningstillgangar
Ovriga fordringar 15 655 783
Foérutbetalda kostnader 16 339 259
Kassa och bank 17 29565 57 490
Summa omsattningstillgangar 30559 58 532
TOTALA TILLGANGAR 40 782 86 206
Eget kapital och skulder
Eget kapital
Bundet eget kapital
Aktiekapital 1507 1507
Ovrigt tillskjutet kapital 75 658 96 106
Annat kapital inklusive arets resultat -45 198 -20 520
Summa eget kapital 31967 77 093
Skulder
Langfristiga skulder 18
Skulder till kreditinstitut 1692 3176
Summa langfristiga skulder 1692 3176
Kortfristiga skulder
Kortfristig del av skulder till kreditinstitut 1050 379
Levarantésskulder 1072 2216
Ovriga skulder 19 1450 1478
Upplupna kostnader och férutbetalda intakter 20 3551 1864
Summa kortfristiga skulder 7123 5937
TOTALT EGET KAPITAL och SKULDER 40782 86 206
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AKENSKAPER OCH NOTER

KASSAFLODESANALYS

1jan -31 dec 1 jan -31 dec
TSEK 2021 2020
Adventure Box Technology koncernen
Den l6pande verksamheten
Rorelseresultat -45134 -20 528
Erhallna finansiella intakter 102 125
Erlagda finansiella kostnader -166 -96
Justering for poster som inte ingdr i kassaflodet
Utrangering av aktiverade utvecklingsutgifter 19 320 0
Avskrivningar 7 606 5091
Betald skatt -34 -21
Kassaflode fran den I6pande verksamheten -18 306 15 429
fore forandringar i rorelsekapitalet
Forandringar i rorelsekapitalet
Okning (-)/minskning (+) i rérelsefordringar 48 -271
Okning (+)/minskning (-) i rérelseskulder 548 2204
Kassafléde fran den I6pande verksamheten -17710 -13 496
Investeringsverksamheten
Investeringar i immateriella anlaggningstillgangar -8 899 -7763
Investeringar i materiella anlaggningstillgangar -575 -32
Kassafléde fran investeringsverksamheten -9 474 -7795
Nettokassaflode fore finansiella poster -27 184 -21 291
Finansieringsverksamheten
Amorteringar pa lan -813 -479
Nyupptagna lan 0 3000
Tillskjutet kapital 72 65 554
Kassafléde fran finansieringsverksamheten -741 68 075
PERIODENS KASSAFLODE -27 925 46 784
Likvida medel vid periodens bérjan 57 490 10 706
Likvida medel vid periodens slut 29 565 57 490
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RAPPORT OVER FORANDRINGAR | EGET KAPITAL

RAKENSKAPER OC}

Fond foér utveck- Ovrigt till- Balanserade Arets Totalt eget
TSEK Aktiekapital lingsutgifter skjutet kapital resultat resultat kapital
Adventure Box Technology koncernen
1 jan 2020-31 dec 2020
Ingéende balans 2020-01-01 914 14 985 43 874 -17576  -10138 32059
Resultat
Disposition av arets resultat -10138 10138
Forandring fond for utveckling 4716 -4716
Arets resultat -20 520 -20 520
S:a resultat 4716 0 -14854  -10382 -20 520
Transaktioner med aktieagare
Nyemissioner 593 69 045 69 638
Nyemissonsutgifter -4 084 -4 084
S:a transaktioner med aktiedgarna 593 0 64 961 0 0 65 554
Utgaende balans 2020-12-31 1507 19 701 108 835 -32430 -20520 77 093
Adventure Box Technology koncernen
1jan 2021-31 dec 2021
Ingéende balans 2021-01-01 1507 19701 108 835 -32430  -20520 77 093
Resultat
Disposition av arets resultat -20 520 20520
Forandring fond for utveckling -9 960 9960
Arets resultat -45 198 -45 198
S:a resultat 0 -9 960 0 -10560  -24678 -45 198
Transaktioner med aktiedgare
Erhallna optionspremier 72 72
S:a transaktioner med aktieagarna 0 0 72 0 0 72
Utgaende balans 2021-12-31 1507 9741 108 907 -42990  -45198 31967

Transaktion 09222115557467637463
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MODERBOLAGSREDOVISNING

RESULTATRAKNING

ADVENTOREBU

1jan -31 dec 1 jan -31 dec
TSEK Not 2021 2020
Adventure Box Technology AB 1
Rérelsens intdkter
Nettoomsattning 2 1 133
Aktiverat arbete for egen rakning 3847 3905
Ovriga rérelseintakter 3 788 407
Summa rorelsens intakter 4636 4 445
Rérelsens kostnader
Kostnader for kopta tjanster -2 402 -652
Ovriga externa kostnader 4,5 -6 707 -8 755
Personalkostnader 6,7,8 -13 686 -10 472
Avskrivningar 12,13 -7 606 -5091
Ovriga rérelsekostnader 9,12 -19 338 0
Summa rorelsens kostnader -49 739 -24 970
Roérelseresultat -45 103 -20 525
Resultat fran finansiella investeringar 10
Ranteintakter och liknande resultatposter 102 25
Rantekostnader och liknande resultatposter -166 -96
Finansnetto -64 -71
Resultat efter finansiella poster -45 167 -20 596
Skatt pa arets resultat 11 0 0
Periodens resultat -45 167 -20 596
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BALANSRAKNING

RAKENSKAPER OCt

31dec 31dec
TSEK Not 2021 2020
Adventure Box Technology AB 1
Tillgangar
Anldaggningstillgangar
Immateriella anlaggningstillgdngar
Balanserade utgifter for utvecklingsarbeten 12 9741 27 643
Materiella anlaggningstillgdngar
Inventarier, verktyg och installationer 13 482 31
Finansiella anlaggningstillgangar
Andelar i dotterforetag 14 25 25
Summa anlaggningstillgangar 10 248 27 699
Omsdittningstillgangar
Fordringar pa koncernforetag 15 37 0
Ovriga fordringar 16 655 770
Foérutbetalda kostnader 339 259
Kassa och bank 17 29 446 57 384
Summa omsattningstillgangar 30477 58 413
TOTALA TILLGANGAR 40 725 86 112
Eget kapital och skulder
Eget kapital
Bundet eget kapital
Aktiekapital 1507 1507
Fond for utvecklingsutgifter 9741 19701
Summa bundet eget kapital 11248 21208
Overkursfond 108 700 108 700
Balanserade resultat -42 859 -32295
Arets resultat -45 167 -20 596
Summa fritt eget kapital 20674 55 809
Summa eget kapital 31922 77 017
Skulder
Langfristiga skulder 18
Skulder till kreditinstitut 1692 3176
Summa langfristiga skulder 1692 3176
Kortfristiga skulder
Kortfristig del av skulder till kreditinstitut 1050 379
Levarantésskulder 1072 2216
Skuld till koncernbolag 0 6
Ovriga skulder 19 1441 1457
Upplupna kostnader och forutbetalda intakter 20 3548 1861
Summa kortfristiga skulder 7111 5919
TOTALT EGET KAPITAL och SKULDER 40725 86112

Transaktion 09222115557467637463
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KASSAFLODESANALYS

1jan -31 dec 1jan -31 dec
TSEK 2021 2020
Adventure Box Technology AB
Den l6pande verksamheten
Rorelseresultat -45103 -20 525
Erhallna finansiella intakter 102 25
Erlagda finansiella kostnader -166 -96
Justering for poster som inte ingdr i kassaflodet
Utrangering av aktiverade utvecklingsutgifter 19 320 0
Avskrivningar 7 606 5091
Betald skatt -34 0
Kassafléde fran den I6pande verksamheten .18 275 -15 505
fore forandringar i rorelsekapitalet
Féréndringar i rorelsekapitalet
Okning (-)/minskning (+) i rérelsefordringar -2 -258
Okning (+)/minskning (-) i rérelseskulder 554 2186
Kassafléde fran den I6pande verksamheten -17723 -13 577
Investeringsverksamheten
Investeringar i immateriella anlaggningstillgangar -8 899 -7763
Investeringar i materiella anlaggningstillgangar -575 -32
Investeringar i finansiella anlaggningstillgangar 0 -25
Kassafléde fran investeringsverksamheten -9474 -7 820
Nettokassaflode fore finansiella poster -27 197 -21 397
Finansieringsverksamheten
Amorteringar pa lan -813 -479
Nyupptagna lan 0 3000
Tillskjutet kapital 72 65 554
Kassafléde fran finansieringsverksamheten -741 68 075
PERIODENS KASSAFLODE -27 938 46 678
Likvida medel vid periodens bérjan 57 384 10 706
Likvida medel vid periodens slut 29 446 57 384
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RAPPORT OVER FORANDRINGAR | EGET KAPITAL

RAKENSKAPER OC}

Fond for utveck- B Balanserade Arets Totalt eget
TSEK Aktiekapital lingsutgifter Overkursfond resultat resultat kapital
Adventure Box Technology AB,
1 jan 2020-31 dec 2020
Ingdende balans 2020-01-01 111 14 985 43 874 -17 576 -10138 32059
Resultat
Disposition av arets resultat -10138 10138
Forandring fond for utveckling 4716 -4716
Arets resultat -20 596 -20 596
S:a resultat 4716 0 -14 854 -10 458 -20 596
Transaktioner med aktieagare
Erhallna optionspremier 135 135
Nyemissioner 593 68 910 68 910
Nyemissonsutgifter -4084 -4 084
S:a transaktioner med aktieagarna 593 0 64 826 0 0 65 554
Utgaende balans 2020-12-31 1507 19701 108700 -32295 -20 596 77 017
Adventure Box Technology AB,
1 jan 2021-31 dec 2021
Ingéende balans 2021-01-01 1507 19701 108 700 -32295 -20 596 77 017
Resultat
Disposition av arets resultat -20 596 20596
Férandring fond foér utveckling -9 960 9960
Arets resultat -45 167 -45 167
S:a resultat 0 -9 960 0 -10 636 -24 571 -45 167
Transaktioner med aktieagare
Erhallna optionspremier 72 72
S:a transaktioner med aktiedagarna 0 0 0 72 0 72
Utgaende balans 2021-12-31 1507 9741 108 700 -42 859 -45 167 31922

Transaktion 09222115557467637463
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RAKENSKAPER OCH NOTER

NOTER

NOT 1 VASENTLIGA REDOVISNINGSPRINCIPER
Overensstdmmelse med normgivning och lag

Denna arsredovisning har upprattats i enlighet med arsredo-

visningslagen samt uttalanden och allménna rad enligt BFNAR
2012:1 (K3) och avser bade koncernredovisningar och moder-
bolagets arsredovisning om annat inte sarskilt anges.

Denna arsredovisning har upprattats enligt samma redovis-
nings- och varderingsprinciper som i rsredovisningen 2020.

Koncernredovisning

Dotterforetag konsolideras enligt forvarvsmetoden. Anskaffnings-
kostnaden for ett forvarv eller bildande av dotterforetag utgors av
verkligt varde pa tillgdngar som ldmnats som ersattning, emittera-
de eget kapitalinstrument och uppkomna eller Gvertagna skulder
per overlatelse- eller stiftandedagen.

Koncerninterna transaktioner och balansposter samt orealiserade
vinster pa transaktioner mellan koncernféretag elimineras i sin
helhet.

Ovriga principer
Fr o m december 2019 har avskrivningar pa aktiverade utveck-
lingsutgifter borjat tilldmpas med 20% pa anskaffningsvardet.

Periodisering av reklamintakter avseende Google Ads sker inte,
da dessa ar osakra att uppskatta, utan redovisas som intakt
forst nar inbetalning skett till Adventure Box likvidkonto.

Arsredovisningen har godkants for utfardande av styrelsen och
verkstdllande direktoren den 2022-04-22. Bolagets resultat- och
balansrakning blir foremal for faststallelse pa arsstamman den
2022-05-19.

Varderingsgrunder tillimpade vid upprdttandet av de finansiella
rapporterna

Tillgdngar och skulder ar redovisade till historiska anskaffnings-
varden.

Nettoomsattning

Samtliga intakter som redovisas som nettoomsattning redovi-
sas till det verkliga vardet av vad som erhallits eller kommer att
erhallas med avdrag for lamnade rabatter och mervardesskatt.

Offentliga bidrag

| de fall ingen framtida prestation for att erhalla bidraget kravs,
intaktsredovisas offentliga bidrag da villkoren for att erhalla
bidraget ar uppfyllda. Offentliga bidrag varderas till det verkliga
vardet av det som erhallits eller kommer att erhallas.

ADVENTOREBOX TECHNOTOG Y—ARSRED OV slipatkbiom 09222115557467637463

Fordringar och skulder i utldndsk valuta

Fordringar och skulder i utlandsk valuta har omraknats till
balansdagens kurs. Skillnaden mellan anskaffningsvarde och
balansdagens varde har redovisats i resultatrakningen.

Ersattningar till anstéllda

Kortfristiga ersdttningar

Kortfristiga ersattningar till anstallda, exempelvis I6ner, semes-
terersattningar och bonus, ar ersattningar till anstallda som
forfaller inom 12 manader fran balansdagen det &r som den an-
stallde tjanat in ersattningen. Kortfristiga ersattningar varderas
till det odiskonterade beloppet som Foretaget forvantas betala
till foljd av den outnyttjade rattigheten.

Ersdttningar efter avslutad anstdllning

Moderforetaget tillhandahaller ersattningar efter avslutad
anstallning i form av pensioner genom olika avgiftsbestamda
planer.

Moderforetaget varderar ersattningar vid uppsagning till den
basta uppskattningen av den ersattning som skulle kravas for
att reglera forpliktelsen per balansdagen.

Balanserade utgifter for utvecklingsarbeten
Aktiveringsprinciperna for aktivering av utvecklingsutgifter ar
foljande: Direkta kostnader, inklusive personalkostnader for
personal som arbetar med utveckling, aktiveras samt indirekta
kostnader, forutom marknadsforingskostnader och kostnader
for listning pa Nasdaq First North Growth Market, aktiveras

i proportion till antal anstallda som arbetar med utveckling i
relation till totalt antal anstallda i bolaget.

Anlaggningstillgangar

Anléggningstillgdngar ar redovisade till anskaffningsvarde med
avdrag for planenliga avskrivningar och eventuella nedskrivningar.
Avskrivningar sker 6ver den uppskattade nyttjandeperioden
fran och med anskaffningstidpunkten.

Avskrivningstider
Foljande avskrivningstider anvands for de olika tillgangsslagen:

- Aktiverade utvecklingsutgifter, 5 ar

- Maskiner och inventarier, 5 ar

Nedskrivningar immateriella anlaggningstillgangar
Vid varje balansdag kontrolleras de redovisade vardena for
immateriella anlaggningstillgdngar for att bedoma om det finns
indikation pa nedskrivningsbehov. Om en sadan indikation finns,
beraknas tillgangens &tervinningsvarde. Atervinningsvardet
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beraknas till det hogre av tillgdngens verkliga varde efter avdrag
for forsaljningskostnader och tillgadngens nyttjandevarde. Nytt-
jandevardet beraknas genom att de framtida in- och utbetalning-
arna som tillgdngen ger upphov till uppskattas och diskonteras.
Om atervinningsvardet for en tillgadng ar lagre an det redovisade
vardet skrivs tillgdngen ned till atervinningsvardet. Denna ned-
skrivning redovisas direkt i resultatrakningen.

Fordringar

En beddmning av osakra fordringar gors nar det inte langre ar
sannolikt att det fulla vardet kommer att kunna inflyta. Osakra
fordringar skrivs bort i sin helhet vid konstaterad forlust.

Finansiella instrument

Finansiella instrument som redovisas i balansrakningen inkluderar
pa tillgéngssidan likvida medel, kundfordringar och finansiella place-
ringar. Pa skuldsidan dterfinns leverantérsskulder och laneskulder.

Kundfordringar

Kundfordringar tas upp i rapporten over finansiell stallning nar
fakturan skickas. Kundfordringar redovisas till anskaffningsvarde
minskat med eventuell reservering for vardeminskning. En reser-
vering for vardeminskning av kundfordringar gors nar det finns
objektiva bevis for att bolaget inte kommer att kunna erhdlla alla
belopp som ar forfallna enligt fordringsagarnas ursprungliga
villkor. Det reserverade beloppet redovisas i resultatrakningen.

Likvida medel
Likvida medel bestar av banktillgodohavanden.

Leverantorsskulder

Leverantorsskulders forvantade 16ptid ar kort, varfor skulden
redovisas till nominellt belopp utan diskontering enligt metoden
for upplupet anskaffningsvarde.

Eget kapital

Transaktionsutgifter som direkt kan hanforas till emission av
nya aktier redovisas, netto efter skatt, i eget kapital som ett
avdrag fran emissionslikviden.

Transaktioner med narstaende

Ersattningar och formaner i form av kortfristig karaktar till ledande
befattningshavare utover vad som regleras i anstallningsavtal och
till Gvriga narstaende beskrivs i not 8.

Skatt

Uppskjutna skattefordringar avseende underskottsavdrag redovisas
endast i den man det ar sannolikt att dessa kommer att utnyttjas
och medféra lagre skatteutbetalningar i framtiden.

Transaktion 09222115557467637463
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Viktiga uppskattningar och bedémningar
Uppskattningar och bedémningar av affarslaget utvarderas
|6pande. Dessa baseras pa historiska erfarenheter och andra
faktorer samt forvantningar pa framtida handelser som anses
rimliga utifrdn rdédande marknadsmassiga och andra forhallan-
den. De uppskattningar som foreligger baserade pa framtida
forvantningar och uppskattningar som foreligger for redovis-
ningsandamal kommer per definition sallan att motsvara det
verkliga utfallet. De uppskattningar och antaganden som inne-
bar en betydande risk for vasentliga justeringar i redovisade
varden under nastkommande rakenskapsar diskuteras nedan.

Prévning av nedskrivningsbehov immateriella tillgdngar

Bolaget undersoker regelbundet om nedskrivningsbehov
foreligger for immateriella anlaggningstillgdngar. Immateriella
tillgdngar prévas for nedskrivning nar handelser eller forand-
ringar indikerar att det redovisade vardet inte ar atervinnings-
bart. Vid berakning av nyttjandevardet diskonteras framtida
forvantade kassafldden till rantesats som beaktar marknadens
bedémning av riskfri rdnta och risk (WACC). Bolaget baserar
dessa berakningar pa uppnadda resultat, uppskattade progno-
ser och affarsplaner. De uppskattningar och antaganden som
ledningen gor vid prévningen om nedskrivningsbehov foreligger
kan fa stor paverkan pa bolagets redovisade resultat. Nedskriv-
ning sker om det beraknade nyttjandevardet understiger det
redovisade vardet och belastar arets resultat. Se vidare not

11 for gjorda vasentliga antaganden. Det kan inte uteslutas att
immateriella anlaggningstillgangar kan behdva skrivas ner vilket
vasentligen kan paverka Adventure Box Technology’s finan-
siella situation och resultat. Per 31 dec 2021 uppgick vardet av
dessa tillgdngar till 9,7 MSEK.
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NOT 2 NETTOOMSATTNING

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021 2020 2021 2020

Nettoomsattning fordelas pa foljande

Reklamintakter 1 133 1 133
1 133 1 133

Omsattningen har minskat pa grund av fokus och satsningen pa en ny plattform, multimaker.

NOT 3 OVRIGA INTAKTER

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021 2020 2021 2020
Erhallna offentliga stod, nystartsjobb 530 269 530 269
Ovriga rérelseintékter 258 138 258 138

788 407 788 407

NOT 4 ERSATTNING TILL REVISOR

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021 2020 2021 2020

Grant Thornton Sweden AB

Revisionsuppdrag avseende 2021 427 149 427 149

Revisionsuppdrag, justering for 2020 20 0 20 0

Ovriga tjanster 0 69 0 69
447 218 447 218

NOT 5 OPERATIONELL LEASING

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021 2020

2021 2020

Kostnadsforda leasingavgifter inkl hyror 802 342

Ingadngna vasentliga leasingavtal

Adventure Box Technology AB (publ) hyr en kontorslokal samt leasar
en bil enligt operationell leasing. Hyresavtalet galler fr o m april
2021 itre ar med automatisk forldangning om det inte sags upp nio
manader i fortid. Hyreskostnaden for 2021 uppgick till 737 tkr (277
tkr). Beraknad hyreskostnad for 2022-2024 ar 2 328 tkr.

Leasingavtalet for bolagets bil ar uppsagt, kostnaden for 2021
uppgick till 65 TSEK.
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NOT 6 PERSONAL

RAKENSKAPER OCH NOTER

Adventure Box koncernen Adventure Box Technology AB

TSEK 2021 2020 2021 2020
Léner och andra ersattningar
Styrelse och VD 1768 1763 1768 1763
Ovriga anstéllda 8 564 5119 8564 5119
10 332 6 882 10332 6 882
Sociala kostnader
Styrelse och VD 572 402 572 402
Ovriga anstéllda 1966 1713 1966 1713
2538 2115 2538 2115
Pensionskostnader
Styrelse och VD 65 54 65 54
Ovriga anstéllda 473 888 473 888
538 942 538 942
Medelantalet anstallda
Mén 14 5 14 5
Kvinnor 2 1 2 1
16 6 16 6
Koénsfordelning i foretagets ledning
Man 2 3 2 3
Kvinnor 1 0 1
3 3
Koénsfordelning i foretagets styrelse
Méan 6 5 6 5
Kvinnor 1 1 1 1
7 6 7 6

NOT 7 OPTIONSPROGRAM

Incentiveprogram
| Adventure box Technology AB (publ) finns det tre optionspro-
gram for styrelseledaméter och nyckelmedarbetare.

Program 3:2019: 286 500 teckningsoptioner ger innehavaren
ratt att senast den 9 maj 2022 teckna en ny aktie i Adventure Box
Technology AB (publ) till en teckningskurs om 9,40 kr per aktie.

Program 4:2020: 155 000 teckningsoptioner ger innehavaren
ratt att senast den 30 september 2023 teckna en ny aktie i
Adventure Box Technology AB (publ) till en teckningskurs om 9,86
kr per aktie.

Program 5:2021 1&2

120 000 teckningsoptioner som ger innehavaren rdtt att géra

en nyteckning av aktier med stod av teckningsoptionerna kan

ske under perioden fran och med den 1 juli 2024 (dock tidigast
dagen efter avgivandet av bolagets delarsrapport for perioden

Q1 2024) till och med den dag som infaller 30 kalenderdagar dar-
efter. Den genomsnittliga volymvagda kursen var under perioden
6,96 varfor teckningskursen blir (9,69 x 1,30) 9,04 kr per aktie. Per

Transaktion 09222115557467637463

dagen for forslaget finns 15 069 686 aktier i bolaget. Om samtliga
teckningsoptioner som kan emitteras och éverlatas utnyttjas for
teckning av aktier, kommer antalet aktier och roster i bolaget att
6ka med hogst 120 000 (med forbehall for eventuell omrakning
av antalet aktier enligt teckningsoptionsvillkoren) vilket motsvarar
en utspadning av aktiekapitalet och rosterna i bolaget om cirka
0,79 procent.

Teckningsoptioner till aktiedgare

Extra bolagsstamma den 9 juli 2019 beslutade att emittera
hogst 2 613 750 teckningsoptioner. Tva teckningsoptioner
berattigar under perioden 1 november 2019 till och med 30
september 2021 till teckning av en ny aktie i Bolaget. Under
perioden 1 april 2020 till och med 30 september 2021 beratti-
gar tva teckningsoptioner till teckning av en aktie till en kurs om
16 SEK per aktie. Vid full teckning inbringar teckningsoptionerna
20910 000 SEK genom att 1 306 875 nya aktier emitteras, vilket
motsvarar utspadning om cirka 8,67 procent. D& kursen pa
bolagets aktie med nagot fatal undantag dagar under perioden
fram till I16sentidpunkten legat under 10 SEK har inga options-
innehavare utnyttjat sin mojlighet till inlosen till aktier.
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NOT 8 TRANSAKTIONER MED NARSTAENDE

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021 2020 2021 2020
Robert O Leary Consulting, grundare 2310 1333 2310 1333
och en av tva storsta deldgarna

2310 1333 2310 1333

NOT 9 OVRIGA RORELSEKOSTNADER

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021 2020 2021 2020
Utrangering av balanserade utvecklingsutgifter 19320 0 19320 0
Valutakursférluster 18 18

19338 0 19 338 0

Under aret har delar av utvecklad programvara ersatts av nyutvecklad
programvara till en kostnad om 19 320 netto bokfort varde.

NOT 10 FINANSIELLA INTAKTER OCH KOSTNADER

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021 2020 2021 2020
Valutakursvinster/-férluster 0 10 0 10
Erhallna optionspremier 0 100 0 0
Ranteintakter kreditinstitut 102 25 102 25
Rantekostnader kreditinstitut -165 -105 -165 -105
Ovriga finansiella kostnader -1 = -1 -1

-64 29 -64 -71

ADVENTOREBOX TECHNOTOG Y—ARSRED OV slipatkbiom 09222115557467637463

Signerat RR, OF, JW, SE, CK, RH, MK




RAKENSKAPER OCH NOTER

NOT 11 SKATT

Adventure Box koncernen Adventure Box Technology AB
TSEK 2021 2020 2021 2020
Skatt redovisad i resultatrakningen
Aktuell skatt 0% 0% 0% 0%
Galllande skattesats i Sverige 20,6% 21,4% 20,6% 21,4%
Skillnad mellan skatt redovisad i resultatrakningen
och skatt baserad pa géllande skattesats.
Resultat fore skatt -45198 -20 520 -45167 -20 596
Skatt enligt gallande skattesats 9311 4391 9 666 4408
Ej avdragsgilla kostnader 69 31 69 31
Skatteeffekter av underskott dar skattefordran ej beaktas -9 380 -4.422 -9735 -4 439
Skattekostnad i dotterbolag 0 -21 0 0
Redovisad effektiv skatt 0 0 0 0
Ingaende underskottsavdrag -32916 -12 427 -32992 -12 427
Arets underskottsavdrag -45129 -20 489 -45 098 -20 565
Utgaende underskottsavdrag -78 045 -32916 -78 090 -32992
NOT 12 BALANSERADE UTGIFTER FOR UTVECKLING
Adventure Box koncernen Adventure Box Technology AB
TSEK 2021-12-31 2020-12-31 2021-12-31 2020-12-31
- Ingdende anskaffningsvarde 33142 25379 33142 25379
- Arets aktivering av utvecklingsutgifter 8899 7763 8899 7763
- Utrangering av aktiverade utvecklingsutgifter -21316 0 -21316 0
- Utgdende anskaffningsvarden 20725 33142 20725 33142
- Ingadende ackumulerade avskrivningar -5 499 -423 -5 499 -423
- Arets avskrivningar -7 482 -5076 -7 482 -5076
-Ackumulerade avskrivningar pa utrangerade aktiverade 1997 0 1997 0
utvecklingutgifter
- Utgdende ackumulerade avskrivningar -10 984 -5 499 -10 984 -5 499
Netto bokfort varde 9741 27 643 9741 27 643
Av arets aktivering pa 8 899 TSEK avser 3 847 TSEK personalkost- Under aret har delar av utvecklad programvara ersatts nyutvecklad
nader och 3 931 TSEK underkonsluter samt 1 121 TSEK 6vriga programvara till en kostnad av 19 320 TSEK netto bokfort varde.

omkostnader.

Avskrivningar pa pagaende utvecklingsprojekt borjar tillampas fr o m
dec 2019 med 20% pa ackumulerade anskaffningsvarden.

Transaktion 09222115557467637463 Signerat RR, OF, J\/\/, SE,MNMK BOX TECHNOIOGY - ARSREDOVISINING 2021 33




AKENSKAPER OCH NOTER

NOT 13 INVENTARIER, VERKTYG OCH INSTALLATIONER

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021-12-31 2020-12-31 2021-12-31 2020-12-31
- Ingdende anskaffningsvarde 57 25 57 25
- Arets anskaffningsvarde 575 32 575 32
- Utgdende anskaffningsvarden 632 57 632 57
- Ingdende ackumulerade avskrivningar -26 -11 -26 -11
- Arets avskrivningar -124 -15 -124 -15
- Utgaende ackumulerade avskrivningar -150 -26 -150 -26
Netto bokfort varde 482 31 482 31

Avskrivningar pa mobler och andra inventarier sker med 20% vilket avspeglar forvantad livslangd.

NOT 14 ANDELAR | KONCERNFORETAG

Adventure Box Technology AB

TSEK 2021-12-31 2020-12-31
Ingaende anskaffningsvarde 25 13
Arets anskaffning - 25
Arets nedskrivning -13
Utgaende anskaffningsvarde 25 25
antal kapital-  Redovisat Redovisat  Redovisat eget

org nr aktier andel varde, tkr resultat, tkr kapital, tkr

Adventure Box Incentive AB 559244-0241 25000 100% 25 -31 70

NOT 15 OVRIGA FORDRINGAR

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021-12-31 2020-12-31 2021-12-31 2020-12-31
Avrakning for skatter och avgifter 21 11 21 11
Momsfordran 234 360 234 360
Ovriga kortfristiga fordringar 400 412 400 399

655 783 655 770

NOT 16 FORUTBETALDA KOSTNADER

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021-12-31 2020-12-31 2021-12-31 2020-12-31
Forutbetalda hyror 223 71 233 71
Forutbetalda forsakringspremier 1 3 1 3
Ovriga forutbetalda kostnader 115 185 115 186

339 259 339 260
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NOT 17 KASSA OCH BANK

RAKENSKAPER OCH

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021-12-31 2020-12-31 2021-12-31 2020-12-31
Bankmedel pa konton i Nordea 2438 2 465 2319 2359
Bankmedel pa konton i SBAB 27127 55025 27127 55025

29 565 57 490 29 446 57 384

NOT 18 LANGFRISTIGA SKULDER

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021-12-31 2020-12-31 2021-12-31 2020-12-31
Skuld till UIC 25 76 25 76
Skuld till Almi 1667 3100 1667 3100

1692 3176 1692 3176

Skulden till UIC amorteras med 126 tkr per &r och skulden till ALMI amorteras med 507 tkr per ar.

NOT 19 KORTFRISTIGA SKULDER

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021-12-31 2020-12-31 2021-12-31 2020-12-31

Kortfristig del av Idngfristiga skulder till kreditinstitut

Skuld till UIC 50 100 50 100

Skuld till Almi 1000 279 1000 279
1050 379 1050 379

Leverantorsskulder 1072 2216 1072 2216

Leverantorsskulder betalas i regel pa forfallodag ca 30 dagar efter erhallande av faktura.

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021-12-31 2020-12-31 2021-12-31 2020-12-31
Ovriga kortfristiga skulder
Skatteskuld 108 943 99 922
Kreditkortsskuld 20 0 20 0
Personalskatt 339 263 339 263
Avrakning sociala avgifter 196 232 196 232
Anstand SKV 787 0 787 0
Ovriga kortfristiga skulder 0 40 0 40
1450 1478 1441 1457
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KENSKAPER OCH NOTER

NOT 20 UPPLUPNA KOSTNADER OCH FORUTBETALDA INTAKTER

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021-12-31 2020-12-31 2021-12-31 2020-12-31
Upplupen semesterlon 1245 955 1245 955
Upplupna sociala avgifter 576 300 576 300
Upplupen I6neskatt 130 229 130 229
Upplupna lI6ner 696 0 696 0
Upplupna omstruktureringskostnader 301 0 901 0
Ovriga upplupna kostnader 3 380 0 377

3551 1864 3548 1861

NOT 21 STALLDA SAKERHETER OCH EVENTUALFORPLIKTELSER

Adventure Box koncernen

Adventure Box Technology AB

TSEK 2021-12-31 2020-12-31 2021-12-31 2020-12-31
Stallda sakerheter

Almi Féretagspartner, sakerhet for 1an 3825 5000 3825 5000
NOT 22 RESULTATDISPOSITION

Forslag till resultatdisposition (kr)

Till arsstammans forfogande finns foljande fria medel och arets resultat i bolaget.

Overkursfond 108 699 783
Balanserade resultat -42 858 408
Arets resultat -45 167 340
Summa fritt eget kapital 20 674 035
Styrelsen foreslar att arets resultat balanseras i ny rakning. Efter dispositionen uppgar

det fria egna kapitalet till:

Overkursfond 108 699 783
Balanserade resultat -88 025 748
Summa fritt eget kapital 20 674 035

Betraffande bolagets resultat och stallning i Ovrigt hanvisas till efterféljande resultat-,
balansrakningar och kassaflddesanalyser med tillhérande tillaggsupplysningar och noter.

NOT 23 VASENTLIGA HANDELSER EFTER RAKENSKAPSARETS SLUT
Fortsatt fokus pa kostnadsbesparingar i syfte att forbattra bolagets uthallighet.

Multimaker i alfa-version gick live den 27 januari 2022.

Rysslands invasion av Ukraina har en stor global paverkan, men enligt styrelsens bedémning
utan nagon storre paverkan pa bolagets eller vara affarskontakters verksamhet i stort.

Om situationen kvarststar under langre tid och/eller utvidgas kan verksamhetem paverkas i
hogre omfattning. Styrelsen foljer darfor utvecklingen noggrant.

| dagslaget finns inga leverantdrer/kunder/évrigt vars verksamhet bedrivs i Ukraina eller Ryssland.
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NYCKELTALSDEFINITIONER

RESULTAT PER AKTIE
Nettoresultat dividerat med genomsnittligt antal aktier.

GENOMSNITTLIGT ANTAL AKTIER

Det genomsnittliga antalet aktier i Adventure Box Technology
AB (publ) har beraknats utifran en viktning av det historiska
antalet utestaende aktier i Adventure Box efter varje genomford
nyemission ganger antal dagar som respektive antal aktier varit
utestaende.

SOLIDITET
Eget kapital i forhallande till balansomslutningen (totala tillgangar).

AVKASTNING PA EGET KAPITAL
Resultat fore skatt i relation till eget kapital.

EGET KAPITAL PER AKTIE
Eget kapital dividerat med antal aktier pa balansdagen.

KASSAFLODE FRAN DEN LOPANDE

VERKSAMHETEN PER AKTIE

Kassaflode fran den I6pande verksamheten dividerat med
genomsnittligt antal aktier.

KASSAFLODE PER AKTIE
Periodens kassaflode dividerat med genomsnittligt antal aktier.

Transaktion 09222115557467637463
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STYRELSENS FORSAKRAN

STYRELSENS FORSAKRAN
OCH UNDERSKRIFTER

Styrelsen och verkstallande direktoren forsakrar att arsredovisningen och koncernredovisningen
har upprattats i enlighet med god redovisningssed i Sverige och har upprattats i enlighet med de
svenska redovisningsstandarder enligt Arsredovisningslagen och allménna réd enligt BENAR 2012:1
(K3). Arsredovisningen och koncernredovisningen ger en rattvisande bild av bolagets och koncernens
resultat och stallning. Férvaltningsberdttelsen for bolaget och koncernen ger en rattvisande éversikt
over utvecklingen av bolagets och koncernens verksamhet, stallning och resultat samt beskriver
vasentliga risker och osakerhetsfaktorer som bolaget och koncernen star infor.

Arsredovisningen och koncernredovisningen har, som framgar ovan, godkants fér utfardande av
styrelsen och verkstéllande direktoren den 21 april 2022. Bolagets och koncernens arsredovisning
blir foremal for faststallelse pa arsstamma den 19 maj 2022.

Stockholm 2022-04-21

Orjan Frid Rickard Riblom
Styrelseordférande Verkstdllande Direktor
Jason Williams Staffan Eklow
Styrelseledamot Styrelseledamot
Claes Kalborg Rikard Herlitz
Styrelseledamot Styrelseledamot

Var revisionsberattelse har lamnats 2022-04-21
Grant Thornton Sweden AB

Mattias Kjellman
Auktoriserad revisor
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REVISIONSBERATTELSE

REVISIONSBERATTELSE

Till bolagsstamman i Adventure Box Technology AB (publ)

Org.nr. 556963-6599

RAPPORT OM ARSREDOVISNINGEN OCH
KONCERNREDOVISNINGEN

Uttalanden

Vi har utfort en revision av arsredovisningen och koncernre-
dovisningen for Adventure Box Technology AB (publ) for ar
2021. Bolagets arsredovisning och koncernredovisning ingar pa
sidorna 17-38 i detta dokument.

Enligt var uppfattning har arsredovisningen och koncernre-
dovisningen upprattats i enlighet med drsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av
moderbolagets och koncernens finansiella stallning per den 31
december 2021 och av dessas finansiella resultat for aret enligt
arsredovisningslagen. Forvaltningsberattelsen ar forenlig med
arsredovisningens och koncernredovisningens ovriga delar.

Vi tillstyrker darfor att bolagsstamman faststaller resultatrakningen
och balansrakningen for moderbolaget och for koncernen.

Grund for uttalanden

Vi har utfort revisionen enligt International Standards on Auditing
(ISA) och god revisionssed i Sverige. Vart ansvar enligt dessa
standarder beskrivs narmare i avsnittet "Revisorns ansvar”. Vi ar
oberoende i forhallande till moderbolaget och koncernen enligt
god revisorssed i Sverige och har i 6vrigt fullgjort vart yrkesetiska
ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrdckliga och
andamalsenliga som grund for vara uttalanden.

Annan information an arsredovisningen och koncern-
redovisningen

Detta dokument innehaller dven annan information &n arsredo-
visningen, och koncernredovisningen och aterfinns pa sidorna
1-16. Det ar styrelsen och verkstallande direktéren som har
ansvaret for denna andra information.

Vart uttalande avseende arsredovisningen och koncernredovis-
ningen omfattar inte denna information och vi gor inget uttalan-
de med bestyrkande avseende denna andra information.

| samband med var revision av arsredovisningen och koncern-
redovisningen ar det vart ansvar att lasa den information som
identifieras ovan och évervaga om informationen i vasentlig
utstrackning ar oférenlig med arsredovisningen och koncern-
redovisningen. Vid denna genomgang beaktar vi dven den
kunskap vi i 6vrigt inhamtat under revisionen samt beddémer om
informationen i dvrigt verkar innehalla vasentliga felaktigheter.

Om vi, baserat pa det arbete som har utforts avseende denna
information, drar slutsatsen att den andra informationen
innehaller en vasentlig felaktighet, ar vi skyldiga att rapportera
detta. Vi har inget att rapportera i det avseendet.

Styrelsens och verkstallande direktérens ansvar
Det ar styrelsen och verkstallande direktdren som har ansvaret for
att arsredovisningen och koncernredovisningen uppréttas och att

Transaktion 09222115557467637463

de ger en rattvisande bild enligt arsredovisningslagen. Styrelsen
och verkstallande direktoren ansvarar aven for den interna kontroll
som de bedémer ar nddvandig for att uppratta en arsredovisning
och koncernredovisning som inte innehdller nagra vasentliga felak-
tigheter, vare sig dessa beror pa oegentligheter eller misstag.

Vid upprattandet av arsredovisningen och koncernredovisning-
en ansvarar styrelsen och verkstallande direktoren for bedom-
ningen av bolagets och koncernens formaga att fortsatta verk-
samheten. De upplyser, nar s ar tillampligt, om férhallanden
som kan paverka formagan att fortsatta verksamheten och att
anvanda antagandet om fortsatt drift. Antagandet om fortsatt
drift tillampas dock inte om styrelsen och verkstallande direkto-
ren avser att likvidera bolaget, upphéra med verksamheten eller
inte har nagot realistiskt alternativ till att gbra nagot av detta.

Revisorns ansvar

Vara mal ar att uppna en rimlig grad av sakerhet om huruvida
arsredovisningen och koncernredovisningen som helhet inte
innehaller nagra vasentliga felaktigheter, vare sig dessa beror pa
oegentligheter eller misstag, och att lamna en revisionsberat-
telse som innehaller vara uttalanden. Rimlig sakerhet ar en hog
grad av sakerhet, men ar ingen garanti for att en revision som
utfors enligt ISA och god revisionssed i Sverige alltid kommer att
upptacka en vasentlig felaktighet om en sadan finns. Felaktig-
heter kan uppsta pa grund av oegentligheter eller misstag och
anses vara vasentliga om de enskilt eller tillsammans rimligen
kan forvantas paverka de ekonomiska beslut som anvéndare
fattar med grund i drsredovisningen och koncernredovisningen.

Som del av en revision enligt ISA anvander vi professionellt om-
doéme och har en professionellt skeptisk installning under hela
revisionen. Dessutom:

- identifierar och beddmer vi riskerna for vasentliga felaktig-
heter i drsredovisningen och koncernredovisningen, vare sig
dessa beror pa oegentligheter eller misstag, utformar och ut-
for granskningsatgarder bland annat utifran dessa risker och
inhdmtar revisionsbevis som ar tillrackliga och andamalsenliga
for att utgora en grund for vara uttalanden. Risken for att inte
upptdcka en vasentlig felaktighet till féljd av oegentligheter ar
hogre an for en vasentlig felaktighet som beror pa misstag,
eftersom oegentligheter kan innefatta agerande i maskopi,
forfalskning, avsiktliga utelamnanden, felaktig information eller
asidosattande av intern kontroll.

- skaffar vi oss en forstdelse av den del av bolagets interna
kontroll som har betydelse for var revision for att utforma
granskningsatgarder som &r ldampliga med hansyn till om-
standigheterna, men inte for att uttala oss om effektiviteten i
den interna kontrollen.

- utvarderar vi lampligheten i de redovisningsprinciper som
anvands och rimligheten i styrelsens och verkstallande
direktdrens uppskattningar i redovisningen och tillhérande

upplysningar.
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REVISIONSBERATTELSE

+ drar vi en slutsats om lampligheten i att styrelsen och verkstallan-
de direktoren anvander antagandet om fortsatt drift vid upprat-
tandet av arsredovisningen och koncernredovisningen. Vi drar
ocksd en slutsats, med grund i de inhdmtade revisionsbevisen, om
huruvida det finns nagon vasentlig osakerhetsfaktor som avser
sadana handelser eller forhallanden som kan leda till betydande
tvivel om bolagets och koncernens férmaga att fortsétta verksam-
heten. Om vi drar slutsatsen att det finns en vasentlig osakerhets-
faktor, maste Vi i revisionsberattelsen fasta uppmarksamheten pa
upplysningarna i arsredovisningen och koncernredovisningen om
den vasentliga osakerhetsfaktorn eller, om sddana upplysningar
ar otillrdckliga, modifiera uttalandet om arsredovisningen och
koncernredovisningen. Vara slutsatser baseras pa de revisionsbe-
vis som inhamtas fram till datumet for revisionsberattelsen. Dock
kan framtida handelser eller forhallanden gora att ett bolag och en
koncern inte langre kan fortsatta verksamheten.

+ utvdrderar vi den dvergripande presentationen, strukturen
och innehallet i arsredovisningen och koncernredovisningen,
daribland upplysningarna, och om arsredovisningen och kon-
cernredovisningen aterger de underliggande transaktionerna
och handelserna pa ett satt som ger en rattvisande bild.

+ inhamtar vi tillrdckliga och andamalsenliga revisionsbevis avseende
den finansiella informationen i enheterna eller affarsaktiviteterna
inom koncernen for att gora ett uttalande avseende koncernredo-
visningen. Vi ansvarar for styrning, dvervakning och utférande av
koncernrevisionen. Vi ar ensamt ansvariga for vara uttalanden.

Vi maste informera styrelsen om bland annat revisionens
planerade omfattning och inriktning samt tidpunkten for den.
Vi maste ocksa informera om betydelsefulla iakttagelser under
revisionen, daribland de eventuella betydande brister i den
interna kontrollen som vi identifierat.

RAPPORT OM ANDRA KRAV ENLIGT LAGAR OCH ANDRA
FORFATTNINGAR

Uttalanden

Utdver var revision av drsredovisningen och koncernredovis-
ningen har vi aven utfort en revision av styrelsens och verkstal-
lande direktorens forvaltning for Adventure Box Technology AB
(publ) for &r 2021 samt av forslaget till dispositioner betraffande
bolagets vinst eller forlust.

Vi tillstyrker att bolagsstamman disponerar vinsten enligt forsla-
get i forvaltningsberattelsen och beviljar styrelsens ledamoter
och verkstallande direktoren ansvarsfrihet for rakenskapsaret.

Grund fér uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Vart
ansvar enligt denna beskrivs narmare i avsnittet "Revisorns
ansvar”. Vi ar oberoende i férhallande till moderbolaget och
koncernen enligt god revisorssed i Sverige och har i 6vrigt full-
gjort vart yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhdmtat ar tillrackliga och
andamalsenliga som grund for vara uttalanden.

Styrelsens och verkstallande direktérens ansvar

Det ar styrelsen som har ansvaret for forslaget till dispositioner
betraffande bolagets vinst eller forlust. Vid forslag till utdelning
innefattar detta bland annat en bedémning av om utdelningen
ar forsvarlig med hansyn till de krav som bolagets och koncer-

ADVENTOREBOX TECHNOTOG Y—ARSRED OV slipatkbiom 09222115557467637463

nens verksamhetsart, omfattning och risker stéller pa storleken
av bolagets och koncernens egna kapital, konsolideringsbehov,
likviditet och stallning i dvrigt.

Styrelsen ansvarar for bolagets organisation och forvaltningen
av bolagets angeldgenheter. Detta innefattar bland annat att
fortlopande beddéma bolagets och koncernens ekonomiska
situation och att tillse att bolagets organisation ar utformad sa
att bokforingen, medelsforvaltningen och bolagets ekonomiska
angelagenheter i ovrigt kontrolleras pa ett betryggande satt.
Verkstdllande direktoren ska skota den I6pande forvaltningen
enligt styrelsens riktlinjer och anvisningar och bland annat vidta
de tgarder som ar nodvandiga for att bolagets bokforing ska
fullgdras i dverensstammelse med lag och for att medelsforvalt-
ningen ska skotas pa ett betryggande satt.

Revisorns ansvar

Vart mal betraffande revisionen av forvaltningen, och darmed vart
uttalande om ansvarsfrihet, ar att inhamta revisionsbevis for att
med en rimlig grad av sakerhet kunna beddma om nagon styrelse-
ledamot eller verkstallande direktoren i nagot vasentligt avseende:

- Oretagit nagon atgard eller gjort sig skyldig till nagon férsummelse
som kan féranleda ersattningsskyldighet mot bolaget, eller

* pa nagot annat satt handlat i strid med aktiebolagslagen,
arsredovisningslagen eller bolagsordningen.

Vart mal betraffande revisionen av forslaget till dispositioner av
bolagets vinst eller forlust, och darmed vart uttalande om detta,
ar att med rimlig grad av sakerhet bedéma om forslaget ar
forenligt med aktiebolagslagen.

Rimlig sakerhet ar en hog grad av sakerhet, men ingen garanti
for att en revision som utfors enligt god revisionssed i Sverige
alltid kommer att upptacka atgarder eller forsummelser som
kan foranleda ersattningsskyldighet mot bolaget, eller att ett
forslag till dispositioner av bolagets vinst eller forlust inte ar
forenligt med aktiebolagslagen.

Som en del av en revision enligt god revisionssed i Sverige anvan-
der vi professionellt omddme och har en professionellt skeptisk
installning under hela revisionen. Granskningen av férvaltningen
och forslaget till dispositioner av bolagets vinst eller férlust grundar
sig framst pa revisionen av rakenskaperna. Vilka tillkommande
granskningsatgarder som utfors baseras pa var professionella be-
domning med utgangspunkt i risk och vasentlighet. Det innebar att
vi fokuserar granskningen pa sadana atgarder, omraden och for-
hallanden som &r vasentliga for verksamheten och dar avsteg och
Overtradelser skulle ha sarskild betydelse for bolagets situation. Vi
gar igenom och proévar fattade beslut, beslutsunderlag, vidtagna at-
garder och andra forhallanden som ar relevanta for vart uttalande
om ansvarsfrihet. Som underlag for vart uttalande om styrelsens
forslag till dispositioner betraffande bolagets vinst eller forlust har
vi granskat om forslaget ar forenligt med aktiebolagslagen.

Stockholm 2022

Grant Thornton Sweden AB

Mattias Kjellman

Auktoriserad revisor

Signerat RR, OF, JW, SE, CK, RH, MK



ARSSTAMMA

Arsstdmma dger rum torsdag 19 maj 2022 kl. 16:00 enligt postrostningsforfarande i bolagets
lokaler, Wenner-Gren Center, plan 19, Sveavagen 166, 113 46 Stockholm.

Mer information om deltagande och anmalan kommer att finnas i kallelsen till drsstamman
och pa webbplatsen corp.adventurebox.com.

KONTAKT

For ytterligare information kontakta garna:

Rickard Riblom
VD

Telefon +46 (0)70 444 2479

rickard@adventurebox.com
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~-TEGCHNGO LOGY-

Adventure Box gor det enkelt, och roligt att skapa, dela och spela 3D-spel online.
Bolagets varldsledande streamingteknologi ar patentskyddad. Adventure Box
grundades i Stockholm 2014 och har personal i Kerala i Indien, Malta, Paris, Sevilla,
Képenhamn och Stockholm. Adventure Box handlas pa Nasdagq First North Growth
Market under kortnamnet ADVBOX och ISIN-kod SE0012955276.

Adventure Box Technology AB (publ) corp.adventurebox.com
Sveavagen 166, 113 46 Stockholm
Sverige
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Evidence quality of Scrive e-signed documents

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)

[image: N2.png],_,—<] {7 1970-01-0100:0000 UTC

Ey 1970-01-01 00:00:01 UTC
NEWSPAPER N
'_rq — | 1970-01-01 00:00:02 UTC

M 1970-01-01 00:00:03 UTC









Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Information technology — Security techniques — Hash-functions — Part 3: Dedicated hash-functions

ISO/IEC 10118-3:2004, International Organization for Standardization, 2004

[POSIX]

Standard for Information Technology — Portable Operating System Interface (POSIX)

IEEE 1003.1-2008, The Institute of Electrical & Electronics Engineers, 2008

[CRC]

Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion

ITU-T V.42, International Telecommunication Union, 2002


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2022-04-21 14:16:48.810989 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      82.209.129.86

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36

      

    

    		

      

        The initiator Jonas Nordström (JN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-07-20 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2022-04-21 14:16:48.810989 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (rickard@adventurebox.com) to Rickard Riblom (RR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-04-21 14:16:48.810989 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (orjan.frid@telia.com) to Örjan Frid (ÖF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-04-21 14:16:48.810989 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jason@kidoz.net) to Jason Williams (JW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-04-21 14:16:48.810989 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (staffan@eklaw.se) to Staffan Eklöw (SE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-04-21 14:16:48.810989 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (claes@konario.com) to Claes Kalborg (CK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-04-21 14:16:48.810989 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (rikardherlitz@gmail.com) to Rikard Herlitz (RH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-04-21 14:16:48.810989 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mattias.kjellman@se.gt.com) to Mattias Kjellman (MK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-04-21 14:16:56.422396 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rickard Riblom (RR) was delivered.

      


    

  



  

  

    		2022-04-21 14:16:56.447515 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Örjan Frid (ÖF) was delivered.

      


    

  



  

  

    		2022-04-21 14:16:56.475449 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jason Williams (JW) was delivered.

      


    

  



  

  

    		2022-04-21 14:16:56.501652 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Staffan Eklöw (SE) was delivered.

      


    

  



  

  

    		2022-04-21 14:16:56.526442 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Claes Kalborg (CK) was delivered.

      


    

  



  

  

    		2022-04-21 14:16:56.550805 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rikard Herlitz (RH) was delivered.

      


    

  



  

  

    		2022-04-21 14:16:56.57988 UTC ±6 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mattias Kjellman (MK) was delivered.

      


    

  



  

  

    		2022-04-21 14:19:13.299488 UTC ±7 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      213.67.234.154

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.0 Safari/605.1.15

      

    

    		

      

        The party Claes Kalborg (CK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-04-21 14:19:42.116033 UTC ±7 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      213.67.234.154

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.0 Safari/605.1.15

      

    

    		

      

        The signatory Claes Kalborg (CK) signed the document.

      


    

  



  

  

    		2022-04-21 14:20:12.265846 UTC ±7 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to orjan.frid@telia.com was opened.

      


    

  



  

  

    		2022-04-21 14:20:21.45791 UTC ±7 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      217.213.134.188

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Örjan Frid (ÖF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-04-21 14:21:08.629527 UTC ±7 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to staffan@eklaw.se was opened.

      


    

  



  

  

    		2022-04-21 14:26:10.412001 UTC ±9 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to staffan@eklaw.se was opened.

      


    

  



  

  

    		2022-04-21 14:27:09.095181 UTC ±9 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      81.227.242.175

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.83 Safari/537.36

      

    

    		

      

        The party Staffan Eklöw (SE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-04-21 14:27:23.620263 UTC ±9 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      81.227.242.175

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.83 Safari/537.36

      

    

    		

      

        The signatory Staffan Eklöw (SE) signed the document.

      


    

  



  

  

    		2022-04-21 14:31:45.126473 UTC ±11 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mattias.kjellman@se.gt.com was opened.

      


    

  



  

  

    		2022-04-21 14:38:11.676984 UTC ±13 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jason@kidoz.net was opened.

      


    

  



  

  

    		2022-04-21 14:38:15.208265 UTC ±13 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      86.139.192.53

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.83 Safari/537.36

      

    

    		

      

        The party Jason Williams (JW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-04-21 14:38:38.10617 UTC ±13 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      86.139.192.53

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.83 Safari/537.36

      

    

    		

      

        The signatory Jason Williams (JW) signed the document.

      


    

  



  

  

    		2022-04-21 14:41:38.030311 UTC ±14 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      104.132.27.80

      

        Mozilla/5.0 (X11; CrOS x86_64 14526.69.0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.82 Safari/537.36

      

    

    		

      

        The party Rikard Herlitz (RH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-04-21 14:41:45.19149 UTC ±14 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to rikardherlitz@gmail.com was opened.

      


    

  



  

  

    		2022-04-21 14:41:47.329319 UTC ±14 ms

    		2022-04-21 13:58:15.317752 UTC

    		

      104.132.27.80

      

        Mozilla/5.0 (X11; CrOS x86_64 14526.69.0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.82 Safari/537.36

      

    

    		

      

        The signatory Rikard Herlitz (RH) signed the document.

      


    

  



  

  

    		2022-04-21 15:10:24.865248 UTC ±3 ms

    		2022-04-21 14:58:18.341095 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to orjan.frid@telia.com was opened.

      


    

  



  

  

    		2022-04-21 15:10:24.915849 UTC ±3 ms

    		2022-04-21 14:58:18.341095 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to staffan@eklaw.se was opened.

      


    

  



  

  

    		2022-04-21 15:10:25.74594 UTC ±3 ms

    		2022-04-21 14:58:18.341095 UTC

    		

      217.213.134.188

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Örjan Frid (ÖF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-04-21 15:10:38.144693 UTC ±3 ms

    		2022-04-21 14:58:18.341095 UTC

    		

      217.213.134.188

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The signatory Örjan Frid (ÖF) signed the document.

      


    

  



  

  

    		2022-04-21 15:30:39.11276 UTC ±7 ms

    		2022-04-21 14:58:18.341095 UTC

    		

      82.209.129.86

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36

      

    

    		

      

        The party Rickard Riblom (RR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-04-21 15:30:49.568133 UTC ±7 ms

    		2022-04-21 14:58:18.341095 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to rickard@adventurebox.com was opened.

      


    

  



  

  

    		2022-04-21 15:31:01.128832 UTC ±7 ms

    		2022-04-21 14:58:18.341095 UTC

    		

      82.209.129.86

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36

      

    

    		

      

        The signatory Rickard Riblom (RR) signed the document.

      


    

  



  

  

    		2022-04-21 16:08:43.755933 UTC ±3 ms

    		2022-04-21 15:58:20.378005 UTC

    		

      82.209.129.86

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Mattias Kjellman (MK) at the request of the user Jonas Nordström (JN). The reminder message from the user Jonas Nordström (JN) was: 
 Toppen om du skriver under så fort som möjligt. Styrelse och VD har skrivit på och jag vill få in ÅR för publicering imorgon.

Vänligen,

Jonas.

      


    

  



  

  

    		2022-04-21 16:08:51.185053 UTC ±3 ms

    		2022-04-21 15:58:20.378005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mattias Kjellman (MK) was delivered.

      


    

  



  

  

    		2022-04-21 16:35:11.270662 UTC ±9 ms

    		2022-04-21 15:58:20.378005 UTC

    		

      188.149.237.149

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36 Edg/100.0.1185.44

      

    

    		

      

        The party Mattias Kjellman (MK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-04-21 16:35:25.742341 UTC ±9 ms

    		2022-04-21 15:58:20.378005 UTC

    		

      188.149.237.149

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36 Edg/100.0.1185.44

      

    

    		

      

        The signatory Mattias Kjellman (MK) signed the document.

      


    

  



  

  

    		2022-04-21 16:35:25.742341 UTC ±9 ms

    		2022-04-21 15:58:20.378005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  







Evidence of Time

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Time measurement process

2.1 The hypervisor

2.2 Time synchronisation

3. Configuration of hardware and services

3.1 Boot Time

3.2 NTP Configuration

3.3 Monitoring

3.4 Time scale

4. Calculation of the probability of the clock error

4.1 Clock error samples

4.2 Clock error algorithm

4.3 Clock error samples and evidence of normal distribution

4.4 Input parameters

4.5 Probability of the clock error

5. Clock Error Samples

1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.38 ms

		standard deviation: 0.95 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈98.600%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-03-11 00:23:34.56594 UTC and 2022-04-21 15:58:20.378005 UTC:







  		Time collected

  		Clock offset







  

    		2022-03-11 00:23:34.56594

    		0.2 ms

  





  

    		2022-03-11 01:23:36.307399

    		-4.6 ms

  





  

    		2022-03-11 02:23:38.06731

    		-1.4 ms

  





  

    		2022-03-11 03:23:40.62503

    		-0.3 ms

  





  

    		2022-03-11 04:23:42.164584

    		1.6 ms

  





  

    		2022-03-11 05:23:44.327896

    		-3.2 ms

  





  

    		2022-03-11 06:23:46.052329

    		-3.0 ms

  





  

    		2022-03-11 07:23:48.35579

    		-1.0 ms

  





  

    		2022-03-11 08:23:50.363851

    		0.0 ms

  





  

    		2022-03-11 09:23:51.943539

    		2.7 ms

  





  

    		2022-03-11 10:23:53.796914

    		1.9 ms

  





  

    		2022-03-11 11:23:55.65108

    		-0.1 ms

  





  

    		2022-03-11 12:23:57.772919

    		0.8 ms

  





  

    		2022-03-11 13:23:59.709923

    		-0.6 ms

  





  

    		2022-03-11 14:24:01.677118

    		-1.0 ms

  





  

    		2022-03-11 15:24:03.342802

    		-2.0 ms

  





  

    		2022-03-11 16:24:04.795501

    		-0.6 ms

  





  

    		2022-03-11 17:24:06.385484

    		0.6 ms

  





  

    		2022-03-11 18:24:08.802987

    		-0.3 ms

  





  

    		2022-03-11 19:24:10.386101

    		-1.3 ms

  





  

    		2022-03-11 20:24:12.016216

    		0.5 ms

  





  

    		2022-03-11 21:24:13.638486

    		-0.3 ms

  





  

    		2022-03-11 22:24:16.07594

    		-1.2 ms

  





  

    		2022-03-11 23:24:17.932623

    		-0.6 ms

  





  

    		2022-03-12 00:24:19.717256

    		-0.8 ms

  





  

    		2022-03-12 01:24:21.325559

    		-0.3 ms

  





  

    		2022-03-12 02:24:22.979937

    		0.2 ms

  





  

    		2022-03-12 03:24:24.842935

    		-1.0 ms

  





  

    		2022-03-12 04:24:27.086235

    		0.6 ms

  





  

    		2022-03-12 05:24:28.647872

    		-0.5 ms

  





  

    		2022-03-12 06:24:30.356518

    		-0.8 ms

  





  

    		2022-03-12 07:24:32.90127

    		-1.4 ms

  





  

    		2022-03-12 08:24:34.670326

    		-0.5 ms

  





  

    		2022-03-12 09:24:37.222203

    		-0.3 ms

  





  

    		2022-03-12 10:24:38.792631

    		-1.7 ms

  





  

    		2022-03-12 11:24:40.248139

    		-0.7 ms

  





  

    		2022-03-12 12:24:42.212907

    		-0.3 ms

  





  

    		2022-03-12 13:24:43.853491

    		-0.7 ms

  





  

    		2022-03-12 14:24:46.06051

    		-1.4 ms

  





  

    		2022-03-12 15:24:47.998091

    		-0.5 ms

  





  

    		2022-03-12 16:24:50.102785

    		0.6 ms

  





  

    		2022-03-12 17:24:51.670254

    		-0.7 ms

  





  

    		2022-03-12 18:24:53.509294

    		0.2 ms

  





  

    		2022-03-12 19:24:55.359811

    		0.1 ms

  





  

    		2022-03-12 20:24:57.242044

    		0.0 ms

  





  

    		2022-03-12 21:24:59.090988

    		0.5 ms

  





  

    		2022-03-12 22:25:00.687999

    		0.1 ms

  





  

    		2022-03-12 23:25:02.235633

    		-0.3 ms

  





  

    		2022-03-13 00:25:03.673575

    		-1.1 ms

  





  

    		2022-03-13 01:25:05.320122

    		0.2 ms

  





  

    		2022-03-13 02:25:07.180331

    		0.0 ms

  





  

    		2022-03-13 03:25:09.199621

    		-0.9 ms

  





  

    		2022-03-13 04:25:11.24335

    		0.8 ms

  





  

    		2022-03-13 05:25:12.934816

    		-0.4 ms

  





  

    		2022-03-13 06:25:14.501224

    		1.1 ms

  





  

    		2022-03-13 07:25:16.399911

    		0.1 ms

  





  

    		2022-03-13 08:25:17.985879

    		-0.5 ms

  





  

    		2022-03-13 09:25:20.071913

    		0.6 ms

  





  

    		2022-03-13 10:25:22.33809

    		0.3 ms

  





  

    		2022-03-13 11:25:24.242043

    		-0.7 ms

  





  

    		2022-03-13 12:25:26.281494

    		-0.6 ms

  





  

    		2022-03-13 13:25:27.971353

    		-1.3 ms

  





  

    		2022-03-13 14:25:29.775289

    		-1.1 ms

  





  

    		2022-03-13 15:25:31.581429

    		-1.3 ms

  





  

    		2022-03-13 16:25:33.372051

    		-2.0 ms

  





  

    		2022-03-13 17:25:35.128827

    		-0.9 ms

  





  

    		2022-03-13 18:25:37.165421

    		-0.6 ms

  





  

    		2022-03-13 19:25:39.683654

    		0.1 ms

  





  

    		2022-03-13 20:25:41.671339

    		-0.5 ms

  





  

    		2022-03-13 21:25:43.36409

    		-0.6 ms

  





  

    		2022-03-13 22:25:45.138953

    		0.9 ms

  





  

    		2022-03-13 23:25:47.084664

    		0.9 ms

  





  

    		2022-03-14 00:25:48.958338

    		0.2 ms

  





  

    		2022-03-14 01:25:50.994951

    		-0.1 ms

  





  

    		2022-03-14 02:25:52.873972

    		-0.4 ms

  





  

    		2022-03-14 03:25:55.20535

    		-0.3 ms

  





  

    		2022-03-14 04:25:57.47564

    		-0.8 ms

  





  

    		2022-03-14 05:25:59.512234

    		-0.2 ms

  





  

    		2022-03-14 06:26:02.557249

    		0.5 ms

  





  

    		2022-03-14 07:26:04.37862

    		-0.1 ms

  





  

    		2022-03-14 08:26:06.923556

    		-0.8 ms

  





  

    		2022-03-14 09:26:08.753559

    		0.9 ms

  





  

    		2022-03-14 10:26:10.701366

    		-0.6 ms

  





  

    		2022-03-14 11:26:12.454959

    		-1.3 ms

  





  

    		2022-03-14 12:26:14.71184

    		-0.2 ms

  





  

    		2022-03-14 13:26:16.278555

    		1.4 ms

  





  

    		2022-03-14 14:26:17.949716

    		-0.6 ms

  





  

    		2022-03-14 15:26:19.455289

    		-0.2 ms

  





  

    		2022-03-14 16:26:21.331217

    		-1.4 ms

  





  

    		2022-03-14 17:26:23.890639

    		-2.3 ms

  





  

    		2022-03-14 18:26:25.841647

    		-1.4 ms

  





  

    		2022-03-14 19:26:27.790197

    		-1.9 ms

  





  

    		2022-03-14 20:26:30.228608

    		-0.5 ms

  





  

    		2022-03-14 21:26:32.305808

    		-2.8 ms

  





  

    		2022-03-14 22:26:34.408328

    		-1.0 ms

  





  

    		2022-03-14 23:26:36.110673

    		0.0 ms

  





  

    		2022-03-15 00:26:37.566101

    		-0.6 ms

  





  

    		2022-03-15 01:26:39.215022

    		0.0 ms

  





  

    		2022-03-15 02:26:41.211732

    		-0.4 ms

  





  

    		2022-03-15 03:26:42.957151

    		0.1 ms

  





  

    		2022-03-15 04:26:44.95567

    		-0.2 ms

  





  

    		2022-03-15 05:26:46.906809

    		0.2 ms

  





  

    		2022-03-15 06:26:48.372958

    		0.1 ms

  





  

    		2022-03-15 07:26:49.911197

    		-1.3 ms

  





  

    		2022-03-15 08:26:51.664369

    		-1.4 ms

  





  

    		2022-03-15 09:26:53.399368

    		-0.2 ms

  





  

    		2022-03-15 10:26:55.101352

    		-0.8 ms

  





  

    		2022-03-15 11:26:57.145648

    		-0.7 ms

  





  

    		2022-03-15 12:26:59.057059

    		-1.1 ms

  





  

    		2022-03-15 13:27:01.02322

    		-1.2 ms

  





  

    		2022-03-15 14:27:02.962733

    		-1.1 ms

  





  

    		2022-03-15 15:27:05.617769

    		-0.5 ms

  





  

    		2022-03-15 16:27:08.325565

    		-0.1 ms

  





  

    		2022-03-15 17:27:10.208854

    		-1.1 ms

  





  

    		2022-03-15 18:27:11.877866

    		0.4 ms

  





  

    		2022-03-15 19:27:13.543351

    		-0.1 ms

  





  

    		2022-03-15 20:27:15.084751

    		1.2 ms

  





  

    		2022-03-15 21:27:16.859795

    		1.1 ms

  





  

    		2022-03-15 22:27:18.472614

    		0.4 ms

  





  

    		2022-03-15 23:27:20.505187

    		-1.4 ms

  





  

    		2022-03-16 00:27:22.237503

    		-0.7 ms

  





  

    		2022-03-16 01:27:23.710559

    		0.1 ms

  





  

    		2022-03-16 02:27:25.894256

    		1.4 ms

  





  

    		2022-03-16 03:27:28.127212

    		1.7 ms

  





  

    		2022-03-16 04:27:31.170088

    		0.6 ms

  





  

    		2022-03-16 05:27:33.396859

    		-0.1 ms

  





  

    		2022-03-16 06:27:36.010595

    		-1.0 ms

  





  

    		2022-03-16 07:27:37.939497

    		-0.3 ms

  





  

    		2022-03-16 08:27:39.768063

    		-1.5 ms

  





  

    		2022-03-16 09:27:41.829857

    		-0.8 ms

  





  

    		2022-03-16 10:27:44.465247

    		-5.2 ms

  





  

    		2022-03-16 11:27:46.930483

    		-1.9 ms

  





  

    		2022-03-16 12:27:48.951143

    		-0.1 ms

  





  

    		2022-03-16 13:27:51.083198

    		-2.5 ms

  





  

    		2022-03-16 14:27:52.998107

    		-0.3 ms

  





  

    		2022-03-16 15:27:55.79036

    		0.3 ms

  





  

    		2022-03-16 16:27:57.800137

    		-1.7 ms

  





  

    		2022-03-16 17:27:59.579217

    		-1.3 ms

  





  

    		2022-03-16 18:28:02.329115

    		-3.0 ms

  





  

    		2022-03-16 19:28:04.003175

    		0.1 ms

  





  

    		2022-03-16 20:28:05.837369

    		1.0 ms

  





  

    		2022-03-16 21:28:08.504505

    		1.2 ms

  





  

    		2022-03-16 22:28:10.168175

    		0.6 ms

  





  

    		2022-03-16 23:28:11.90756

    		1.1 ms

  





  

    		2022-03-17 00:28:13.919212

    		-0.5 ms

  





  

    		2022-03-17 01:28:15.586904

    		-1.1 ms

  





  

    		2022-03-17 02:28:17.229574

    		-0.3 ms

  





  

    		2022-03-17 03:28:20.094087

    		0.1 ms

  





  

    		2022-03-17 04:28:23.90247

    		0.4 ms

  





  

    		2022-03-17 05:28:25.820434

    		0.3 ms

  





  

    		2022-03-17 06:28:27.451385

    		0.2 ms

  





  

    		2022-03-17 07:28:29.701502

    		-1.8 ms

  





  

    		2022-03-17 08:28:31.292587

    		-0.6 ms

  





  

    		2022-03-17 09:28:33.888917

    		-0.2 ms

  





  

    		2022-03-17 10:28:35.659539

    		-0.3 ms

  





  

    		2022-03-17 11:28:38.343725

    		-0.7 ms

  





  

    		2022-03-17 12:28:40.17991

    		-0.1 ms

  





  

    		2022-03-17 13:28:42.075286

    		-0.8 ms

  





  

    		2022-03-17 14:28:44.021222

    		-1.5 ms

  





  

    		2022-03-17 15:28:45.91557

    		-0.9 ms

  





  

    		2022-03-17 16:28:48.420788

    		-0.7 ms

  





  

    		2022-03-17 17:28:50.44263

    		0.0 ms

  





  

    		2022-03-17 18:28:52.145083

    		0.2 ms

  





  

    		2022-03-17 19:28:53.872044

    		0.6 ms

  





  

    		2022-03-17 20:28:55.396439

    		-2.3 ms

  





  

    		2022-03-17 21:28:56.934493

    		-2.3 ms

  





  

    		2022-03-17 22:28:58.962089

    		-4.5 ms

  





  

    		2022-03-17 23:29:00.660078

    		0.8 ms

  





  

    		2022-03-18 00:29:02.458953

    		1.0 ms

  





  

    		2022-03-18 01:29:04.390072

    		0.4 ms

  





  

    		2022-03-18 02:29:06.302648

    		-0.4 ms

  





  

    		2022-03-18 03:29:09.051189

    		0.5 ms

  





  

    		2022-03-18 04:29:12.165359

    		-0.2 ms

  





  

    		2022-03-18 05:29:13.832333

    		-0.8 ms

  





  

    		2022-03-18 06:29:16.713

    		-1.3 ms

  





  

    		2022-03-18 07:29:18.782599

    		-1.0 ms

  





  

    		2022-03-18 08:29:20.751738

    		0.8 ms

  





  

    		2022-03-18 09:29:23.030461

    		-0.3 ms

  





  

    		2022-03-18 10:29:25.010747

    		0.3 ms

  





  

    		2022-03-18 11:29:26.56446

    		-0.8 ms

  





  

    		2022-03-18 12:29:28.274174

    		-0.8 ms

  





  

    		2022-03-18 13:29:30.56446

    		-1.0 ms

  





  

    		2022-03-18 14:29:32.652604

    		0.4 ms

  





  

    		2022-03-18 15:29:34.4044

    		-0.2 ms

  





  

    		2022-03-18 16:29:36.203977

    		0.8 ms

  





  

    		2022-03-18 17:29:38.169535

    		0.8 ms

  





  

    		2022-03-18 18:29:40.082592

    		-0.8 ms

  





  

    		2022-03-18 19:29:42.404344

    		-1.0 ms

  





  

    		2022-03-18 20:29:44.435831

    		-1.6 ms

  





  

    		2022-03-18 21:29:46.312437

    		-1.5 ms

  





  

    		2022-03-18 22:29:47.734355

    		-1.5 ms

  





  

    		2022-03-18 23:29:49.518623

    		-0.1 ms

  





  

    		2022-03-19 00:29:51.526433

    		-1.0 ms

  





  

    		2022-03-19 01:29:53.189096

    		-0.4 ms

  





  

    		2022-03-19 02:29:55.101576

    		0.7 ms

  





  

    		2022-03-19 03:29:57.152388

    		0.5 ms

  





  

    		2022-03-19 04:30:00.604853

    		-0.6 ms

  





  

    		2022-03-19 05:30:02.289185

    		-0.3 ms

  





  

    		2022-03-19 06:30:05.130755

    		-0.9 ms

  





  

    		2022-03-19 07:30:07.210904

    		0.3 ms

  





  

    		2022-03-19 08:30:10.430459

    		-0.2 ms

  





  

    		2022-03-19 09:30:12.359613

    		-0.3 ms

  





  

    		2022-03-19 10:30:13.900433

    		0.2 ms

  





  

    		2022-03-19 11:30:15.82902

    		-0.1 ms

  





  

    		2022-03-19 12:30:17.55467

    		0.0 ms

  





  

    		2022-03-19 13:30:20.391069

    		0.1 ms

  





  

    		2022-03-19 14:30:22.086103

    		0.4 ms

  





  

    		2022-03-19 15:30:24.9263

    		0.2 ms

  





  

    		2022-03-19 16:30:27.58767

    		-0.6 ms

  





  

    		2022-03-19 17:30:29.682837

    		-0.4 ms

  





  

    		2022-03-19 18:30:31.576186

    		-0.5 ms

  





  

    		2022-03-19 19:30:33.587235

    		0.1 ms

  





  

    		2022-03-19 20:30:35.4829

    		-0.4 ms

  





  

    		2022-03-19 21:30:37.116906

    		-0.2 ms

  





  

    		2022-03-19 22:30:38.693735

    		-0.8 ms

  





  

    		2022-03-19 23:30:40.336087

    		-0.8 ms

  





  

    		2022-03-20 00:30:41.998095

    		-1.4 ms

  





  

    		2022-03-20 01:30:44.248012

    		-1.4 ms

  





  

    		2022-03-20 02:30:45.8979

    		-1.8 ms

  





  

    		2022-03-20 03:30:47.807036

    		-0.9 ms

  





  

    		2022-03-20 04:30:49.551798

    		0.2 ms

  





  

    		2022-03-20 05:30:52.063141

    		-0.3 ms

  





  

    		2022-03-20 06:30:53.751568

    		-1.5 ms

  





  

    		2022-03-20 07:30:55.500786

    		-0.8 ms

  





  

    		2022-03-20 08:30:57.626545

    		-1.2 ms

  





  

    		2022-03-20 09:31:00.001549

    		-0.9 ms

  





  

    		2022-03-20 10:31:02.951158

    		0.1 ms

  





  

    		2022-03-20 11:31:04.665758

    		-2.0 ms

  





  

    		2022-03-20 12:31:06.737464

    		-0.4 ms

  





  

    		2022-03-20 13:31:08.87114

    		0.5 ms

  





  

    		2022-03-20 14:31:10.519675

    		0.3 ms

  





  

    		2022-03-20 15:31:11.934808

    		0.5 ms

  





  

    		2022-03-20 16:31:14.087066

    		0.2 ms

  





  

    		2022-03-20 17:31:16.113963

    		-0.2 ms

  





  

    		2022-03-20 18:31:18.411841

    		-0.4 ms

  





  

    		2022-03-20 19:31:20.203768

    		-1.1 ms

  





  

    		2022-03-20 20:31:22.417311

    		-0.7 ms

  





  

    		2022-03-20 21:31:23.874541

    		-1.5 ms

  





  

    		2022-03-20 22:31:25.952889

    		-0.3 ms

  





  

    		2022-03-20 23:31:28.306714

    		0.6 ms

  





  

    		2022-03-21 00:31:30.141411

    		-0.8 ms

  





  

    		2022-03-21 01:31:31.950374

    		-0.7 ms

  





  

    		2022-03-21 02:31:34.37946

    		-0.1 ms

  





  

    		2022-03-21 03:31:37.586082

    		0.9 ms

  





  

    		2022-03-21 04:31:40.647094

    		1.3 ms

  





  

    		2022-03-21 05:31:42.865299

    		-1.0 ms

  





  

    		2022-03-21 06:31:44.96817

    		-0.6 ms

  





  

    		2022-03-21 07:31:46.3982

    		-0.5 ms

  





  

    		2022-03-21 08:31:48.172812

    		-1.0 ms

  





  

    		2022-03-21 09:31:50.277292

    		-0.4 ms

  





  

    		2022-03-21 10:31:52.518255

    		-0.7 ms

  





  

    		2022-03-21 11:31:55.202362

    		-1.4 ms

  





  

    		2022-03-21 12:31:57.094057

    		0.2 ms

  





  

    		2022-03-21 13:31:59.512172

    		0.2 ms

  





  

    		2022-03-21 14:32:02.022491

    		0.4 ms

  





  

    		2022-03-21 15:32:05.44568

    		1.2 ms

  





  

    		2022-03-21 16:32:07.446776

    		0.6 ms

  





  

    		2022-03-21 17:32:08.978646

    		-0.4 ms

  





  

    		2022-03-21 18:32:11.037232

    		-1.3 ms

  





  

    		2022-03-21 19:32:12.886753

    		-1.4 ms

  





  

    		2022-03-21 20:32:14.619358

    		-1.3 ms

  





  

    		2022-03-21 21:32:16.164588

    		-0.6 ms

  





  

    		2022-03-21 22:32:18.889753

    		-0.9 ms

  





  

    		2022-03-21 23:32:21.006334

    		-2.1 ms

  





  

    		2022-03-22 00:32:23.248767

    		-1.2 ms

  





  

    		2022-03-22 01:32:24.978165

    		-2.8 ms

  





  

    		2022-03-22 02:32:26.673942

    		-3.7 ms

  





  

    		2022-03-22 03:32:28.671039

    		-2.4 ms

  





  

    		2022-03-22 04:32:32.770599

    		-0.9 ms

  





  

    		2022-03-22 05:32:34.84661

    		0.2 ms

  





  

    		2022-03-22 06:32:36.748108

    		0.7 ms

  





  

    		2022-03-22 07:32:39.323918

    		1.5 ms

  





  

    		2022-03-22 08:32:42.134887

    		1.2 ms

  





  

    		2022-03-22 09:32:44.062816

    		0.5 ms

  





  

    		2022-03-22 10:32:45.896109

    		-0.1 ms

  





  

    		2022-03-22 11:32:47.717742

    		0.8 ms

  





  

    		2022-03-22 12:32:49.933826

    		0.5 ms

  





  

    		2022-03-22 13:32:52.416371

    		0.5 ms

  





  

    		2022-03-22 14:32:54.940606

    		0.4 ms

  





  

    		2022-03-22 15:32:56.906151

    		-1.0 ms

  





  

    		2022-03-22 16:33:00.160273

    		-0.2 ms

  





  

    		2022-03-22 17:33:02.229061

    		0.2 ms

  





  

    		2022-03-22 18:33:04.064364

    		0.3 ms

  





  

    		2022-03-22 19:33:05.608244

    		-0.8 ms

  





  

    		2022-03-22 20:33:07.674234

    		-2.1 ms

  





  

    		2022-03-22 21:33:10.083191

    		-1.4 ms

  





  

    		2022-03-22 22:33:11.691627

    		-1.9 ms

  





  

    		2022-03-22 23:33:13.576301

    		-1.7 ms

  





  

    		2022-03-23 00:33:15.293887

    		-2.0 ms

  





  

    		2022-03-23 01:33:17.194264

    		-2.4 ms

  





  

    		2022-03-23 02:33:19.305041

    		-1.0 ms

  





  

    		2022-03-23 03:33:22.438841

    		-0.2 ms

  





  

    		2022-03-23 04:33:25.525963

    		-1.2 ms

  





  

    		2022-03-23 05:33:27.547784

    		-0.6 ms

  





  

    		2022-03-23 06:33:29.658434

    		0.1 ms

  





  

    		2022-03-23 07:33:31.774601

    		-0.6 ms

  





  

    		2022-03-23 08:33:33.440581

    		-0.3 ms

  





  

    		2022-03-23 09:33:35.502676

    		0.0 ms

  





  

    		2022-03-23 10:33:38.1579

    		0.6 ms

  





  

    		2022-03-23 11:33:40.341083

    		-0.4 ms

  





  

    		2022-03-23 12:33:42.251622

    		2.1 ms

  





  

    		2022-03-23 13:33:44.608401

    		-0.7 ms

  





  

    		2022-03-23 14:33:46.357517

    		-3.3 ms

  





  

    		2022-03-23 15:33:48.349731

    		-1.4 ms

  





  

    		2022-03-23 16:33:50.409632

    		-2.0 ms

  





  

    		2022-03-23 17:33:52.340757

    		-1.0 ms

  





  

    		2022-03-23 18:33:54.557112

    		-0.6 ms

  





  

    		2022-03-23 19:33:56.296546

    		0.0 ms

  





  

    		2022-03-23 20:33:58.06121

    		0.3 ms

  





  

    		2022-03-23 21:34:00.116584

    		-0.9 ms

  





  

    		2022-03-23 22:34:02.439623

    		-0.3 ms

  





  

    		2022-03-23 23:34:04.815009

    		-0.1 ms

  





  

    		2022-03-24 00:34:06.7451

    		-1.5 ms

  





  

    		2022-03-24 01:34:08.877426

    		-0.8 ms

  





  

    		2022-03-24 02:34:10.531973

    		-2.0 ms

  





  

    		2022-03-24 03:34:13.068333

    		1.6 ms

  





  

    		2022-03-24 04:34:16.447046

    		-0.3 ms

  





  

    		2022-03-24 05:34:18.28059

    		0.5 ms

  





  

    		2022-03-24 06:34:20.988286

    		0.0 ms

  





  

    		2022-03-24 07:34:23.504099

    		-1.5 ms

  





  

    		2022-03-24 08:34:25.530115

    		-1.3 ms

  





  

    		2022-03-24 09:34:27.142787

    		-0.3 ms

  





  

    		2022-03-24 10:34:28.745374

    		0.8 ms

  





  

    		2022-03-24 11:34:30.450499

    		0.2 ms

  





  

    		2022-03-24 12:34:32.092633

    		-1.6 ms

  





  

    		2022-03-24 13:34:33.839332

    		0.4 ms

  





  

    		2022-03-24 14:34:35.610808

    		-0.8 ms

  





  

    		2022-03-24 15:34:37.948776

    		1.0 ms

  





  

    		2022-03-24 16:34:39.56658

    		1.2 ms

  





  

    		2022-03-24 17:34:41.27059

    		1.1 ms

  





  

    		2022-03-24 18:34:43.839678

    		1.0 ms

  





  

    		2022-03-24 19:34:46.152313

    		-0.3 ms

  





  

    		2022-03-24 20:34:48.455337

    		0.1 ms

  





  

    		2022-03-24 21:34:50.365965

    		-0.2 ms

  





  

    		2022-03-24 22:34:52.496142

    		-1.4 ms

  





  

    		2022-03-24 23:34:54.871219

    		-2.4 ms

  





  

    		2022-03-25 00:34:56.66436

    		-1.6 ms

  





  

    		2022-03-25 01:34:58.164685

    		-0.1 ms

  





  

    		2022-03-25 02:35:00.57583

    		-0.3 ms

  





  

    		2022-03-25 03:35:02.580858

    		0.7 ms

  





  

    		2022-03-25 04:35:05.345793

    		0.4 ms

  





  

    		2022-03-25 05:35:07.031759

    		0.6 ms

  





  

    		2022-03-25 06:35:09.002286

    		-7.1 ms

  





  

    		2022-03-25 07:35:11.034931

    		-0.5 ms

  





  

    		2022-03-25 08:35:12.806862

    		-0.6 ms

  





  

    		2022-03-25 09:35:15.18821

    		1.0 ms

  





  

    		2022-03-25 10:35:17.483548

    		2.2 ms

  





  

    		2022-03-25 11:35:19.260665

    		0.7 ms

  





  

    		2022-03-25 12:35:20.756608

    		-0.1 ms

  





  

    		2022-03-25 13:35:23.274398

    		-2.0 ms

  





  

    		2022-03-25 14:35:25.548621

    		-0.4 ms

  





  

    		2022-03-25 15:35:28.191665

    		0.0 ms

  





  

    		2022-03-25 16:35:30.047502

    		0.4 ms

  





  

    		2022-03-25 17:35:32.231078

    		-0.3 ms

  





  

    		2022-03-25 18:35:34.136065

    		0.4 ms

  





  

    		2022-03-25 19:35:35.754895

    		-0.9 ms

  





  

    		2022-03-25 20:35:37.854771

    		-1.3 ms

  





  

    		2022-03-25 21:35:39.527744

    		-1.6 ms

  





  

    		2022-03-25 22:35:42.115735

    		-3.1 ms

  





  

    		2022-03-25 23:35:43.953118

    		-1.1 ms

  





  

    		2022-03-26 00:35:45.774986

    		-1.3 ms

  





  

    		2022-03-26 01:35:47.356099

    		-1.0 ms

  





  

    		2022-03-26 02:35:49.123562

    		0.7 ms

  





  

    		2022-03-26 03:35:52.226291

    		1.2 ms

  





  

    		2022-03-26 04:35:54.88098

    		0.6 ms

  





  

    		2022-03-26 05:35:56.583521

    		0.1 ms

  





  

    		2022-03-26 06:35:58.743159

    		0.2 ms

  





  

    		2022-03-26 07:36:00.738036

    		4.3 ms

  





  

    		2022-03-26 08:36:02.847745

    		3.9 ms

  





  

    		2022-03-26 09:36:05.116987

    		-2.6 ms

  





  

    		2022-03-26 10:36:06.947294

    		-1.5 ms

  





  

    		2022-03-26 11:36:08.705078

    		-1.2 ms

  





  

    		2022-03-26 12:36:10.670317

    		0.7 ms

  





  

    		2022-03-26 13:36:13.571687

    		0.4 ms

  





  

    		2022-03-26 14:36:15.471824

    		1.3 ms

  





  

    		2022-03-26 15:36:17.460537

    		-0.3 ms

  





  

    		2022-03-26 16:36:19.000488

    		-0.8 ms

  





  

    		2022-03-26 17:36:20.803024

    		-1.3 ms

  





  

    		2022-03-26 18:36:22.798523

    		-1.6 ms

  





  

    		2022-03-26 19:36:24.981935

    		-1.2 ms

  





  

    		2022-03-26 20:36:27.234206

    		1.0 ms

  





  

    		2022-03-26 21:36:29.477251

    		0.1 ms

  





  

    		2022-03-26 22:36:32.598553

    		-1.3 ms

  





  

    		2022-03-26 23:36:35.048278

    		-2.4 ms

  





  

    		2022-03-27 00:36:37.266638

    		-1.2 ms

  





  

    		2022-03-27 01:36:38.98641

    		-1.6 ms

  





  

    		2022-03-27 02:36:40.84623

    		-1.2 ms

  





  

    		2022-03-27 03:36:44.574818

    		-0.1 ms

  





  

    		2022-03-27 04:36:48.310265

    		-1.9 ms

  





  

    		2022-03-27 05:36:50.500943

    		-1.4 ms

  





  

    		2022-03-27 06:36:52.837885

    		0.8 ms

  





  

    		2022-03-27 07:36:54.903803

    		1.1 ms

  





  

    		2022-03-27 08:36:56.677384

    		0.5 ms

  





  

    		2022-03-27 09:36:58.265146

    		0.9 ms

  





  

    		2022-03-27 10:37:00.205268

    		0.1 ms

  





  

    		2022-03-27 11:37:01.891268

    		-0.2 ms

  





  

    		2022-03-27 12:37:03.643354

    		-0.3 ms

  





  

    		2022-03-27 13:37:06.113303

    		0.2 ms

  





  

    		2022-03-27 14:37:08.665872

    		0.0 ms

  





  

    		2022-03-27 15:37:11.258752

    		0.1 ms

  





  

    		2022-03-27 16:37:13.647523

    		-0.5 ms

  





  

    		2022-03-27 17:37:15.763672

    		0.3 ms

  





  

    		2022-03-27 18:37:17.646283

    		-0.3 ms

  





  

    		2022-03-27 19:37:19.250065

    		0.2 ms

  





  

    		2022-03-27 20:37:21.231998

    		-0.6 ms

  





  

    		2022-03-27 21:37:22.826408

    		-0.5 ms

  





  

    		2022-03-27 22:37:24.730013

    		-0.9 ms

  





  

    		2022-03-27 23:37:26.694943

    		-0.8 ms

  





  

    		2022-03-28 00:37:28.718007

    		-0.7 ms

  





  

    		2022-03-28 01:37:30.807551

    		-1.6 ms

  





  

    		2022-03-28 02:37:32.733644

    		-1.4 ms

  





  

    		2022-03-28 03:37:35.093501

    		1.3 ms

  





  

    		2022-03-28 04:37:36.914763

    		0.0 ms

  





  

    		2022-03-28 05:37:39.15033

    		-0.2 ms

  





  

    		2022-03-28 06:37:41.332647

    		1.0 ms

  





  

    		2022-03-28 07:37:43.878937

    		-0.8 ms

  





  

    		2022-03-28 08:37:46.33391

    		0.8 ms

  





  

    		2022-03-28 09:37:49.038063

    		-0.9 ms

  





  

    		2022-03-28 10:37:50.767465

    		0.8 ms

  





  

    		2022-03-28 11:37:53.686191

    		0.8 ms

  





  

    		2022-03-28 12:37:56.005066

    		4.6 ms

  





  

    		2022-03-28 13:37:58.64379

    		0.6 ms

  





  

    		2022-03-28 14:38:00.463119

    		4.9 ms

  





  

    		2022-03-28 15:38:02.726812

    		-2.6 ms

  





  

    		2022-03-28 16:38:04.976005

    		2.5 ms

  





  

    		2022-03-28 17:38:06.658452

    		-2.4 ms

  





  

    		2022-03-28 18:38:09.264357

    		0.9 ms

  





  

    		2022-03-28 19:38:11.464465

    		-3.9 ms

  





  

    		2022-03-28 20:38:13.183247

    		-4.9 ms

  





  

    		2022-03-28 21:38:14.918742

    		-4.2 ms

  





  

    		2022-03-28 22:38:16.559708

    		-4.1 ms

  





  

    		2022-03-28 23:38:18.29636

    		-4.0 ms

  





  

    		2022-03-29 00:38:19.953278

    		-0.9 ms

  





  

    		2022-03-29 01:38:21.620554

    		-1.8 ms

  





  

    		2022-03-29 02:38:23.555722

    		2.1 ms

  





  

    		2022-03-29 03:38:27.389462

    		-0.2 ms

  





  

    		2022-03-29 04:38:29.750422

    		1.4 ms

  





  

    		2022-03-29 05:38:32.512184

    		0.5 ms

  





  

    		2022-03-29 06:38:34.290721

    		0.3 ms

  





  

    		2022-03-29 07:38:37.038287

    		0.0 ms

  





  

    		2022-03-29 08:38:38.889036

    		0.1 ms

  





  

    		2022-03-29 09:38:40.753649

    		-0.8 ms

  





  

    		2022-03-29 10:38:42.578386

    		-1.9 ms

  





  

    		2022-03-29 11:38:44.60939

    		-0.9 ms

  





  

    		2022-03-29 12:38:47.057045

    		-1.9 ms

  





  

    		2022-03-29 13:38:49.809741

    		-0.6 ms

  





  

    		2022-03-29 14:38:51.963258

    		0.0 ms

  





  

    		2022-03-29 15:38:53.837277

    		1.4 ms

  





  

    		2022-03-29 16:38:55.406612

    		0.2 ms

  





  

    		2022-03-29 17:38:57.810529

    		0.2 ms

  





  

    		2022-03-29 18:38:59.754375

    		-1.1 ms

  





  

    		2022-03-29 19:39:01.394809

    		-0.4 ms

  





  

    		2022-03-29 20:39:03.84067

    		-0.2 ms

  





  

    		2022-03-29 21:39:06.641477

    		-0.4 ms

  





  

    		2022-03-29 22:39:08.736252

    		-1.6 ms

  





  

    		2022-03-29 23:39:10.674466

    		-1.2 ms

  





  

    		2022-03-30 00:39:13.009539

    		-1.7 ms

  





  

    		2022-03-30 01:39:15.753806

    		-0.6 ms

  





  

    		2022-03-30 02:39:17.797395

    		1.2 ms

  





  

    		2022-03-30 03:39:20.827168

    		0.6 ms

  





  

    		2022-03-30 04:39:24.182674

    		1.0 ms

  





  

    		2022-03-30 05:39:26.133749

    		1.2 ms

  





  

    		2022-03-30 06:39:28.003069

    		0.0 ms

  





  

    		2022-03-30 07:39:29.831402

    		0.7 ms

  





  

    		2022-03-30 08:39:31.705726

    		0.4 ms

  





  

    		2022-03-30 09:39:33.89363

    		-1.2 ms

  





  

    		2022-03-30 10:39:35.614543

    		0.0 ms

  





  

    		2022-03-30 11:39:38.392249

    		-0.8 ms

  





  

    		2022-03-30 12:39:40.421214

    		-2.3 ms

  





  

    		2022-03-30 13:39:42.346469

    		-0.8 ms

  





  

    		2022-03-30 14:39:44.656815

    		-2.1 ms

  





  

    		2022-03-30 15:39:46.888656

    		0.1 ms

  





  

    		2022-03-30 16:39:48.67442

    		-0.2 ms

  





  

    		2022-03-30 17:39:50.957392

    		-0.1 ms

  





  

    		2022-03-30 18:39:53.166875

    		0.9 ms

  





  

    		2022-03-30 19:39:54.875162

    		-0.5 ms

  





  

    		2022-03-30 20:39:56.418647

    		0.0 ms

  





  

    		2022-03-30 21:39:59.733408

    		-1.1 ms

  





  

    		2022-03-30 22:40:02.045794

    		-2.0 ms

  





  

    		2022-03-30 23:40:04.679975

    		-0.3 ms

  





  

    		2022-03-31 00:40:06.258204

    		-0.5 ms

  





  

    		2022-03-31 01:40:07.978249

    		-1.2 ms

  





  

    		2022-03-31 02:40:10.104167

    		0.0 ms

  





  

    		2022-03-31 03:40:12.815035

    		-0.2 ms

  





  

    		2022-03-31 04:40:14.451681

    		-0.6 ms

  





  

    		2022-03-31 05:40:16.02802

    		-1.0 ms

  





  

    		2022-03-31 06:40:18.208073

    		-0.4 ms

  





  

    		2022-03-31 07:40:20.331173

    		-0.6 ms

  





  

    		2022-03-31 08:40:23.316881

    		-0.9 ms

  





  

    		2022-03-31 09:40:25.733107

    		-1.4 ms

  





  

    		2022-03-31 10:40:27.977527

    		-2.1 ms

  





  

    		2022-03-31 11:40:30.144008

    		-1.0 ms

  





  

    		2022-03-31 12:40:32.091743

    		0.0 ms

  





  

    		2022-03-31 13:40:34.233021

    		-0.8 ms

  





  

    		2022-03-31 14:40:36.434107

    		-0.8 ms

  





  

    		2022-03-31 15:40:38.115348

    		1.1 ms

  





  

    		2022-03-31 16:40:40.170496

    		0.3 ms

  





  

    		2022-03-31 17:40:42.025933

    		0.0 ms

  





  

    		2022-03-31 18:40:43.867011

    		0.2 ms

  





  

    		2022-03-31 19:40:45.623816

    		-0.4 ms

  





  

    		2022-03-31 20:40:47.483132

    		-0.3 ms

  





  

    		2022-03-31 21:40:49.103545

    		-1.5 ms

  





  

    		2022-03-31 22:40:51.248592

    		-0.3 ms

  





  

    		2022-03-31 23:40:53.771688

    		-0.9 ms

  





  

    		2022-04-01 00:40:55.320771

    		-1.1 ms

  





  

    		2022-04-01 01:40:57.395566

    		-0.7 ms

  





  

    		2022-04-01 02:41:00.966485

    		-0.4 ms

  





  

    		2022-04-01 03:41:05.100865

    		1.0 ms

  





  

    		2022-04-01 04:41:06.634054

    		-1.6 ms

  





  

    		2022-04-01 05:41:08.682281

    		-0.8 ms

  





  

    		2022-04-01 06:41:10.637382

    		-0.7 ms

  





  

    		2022-04-01 07:41:12.161909

    		-0.4 ms

  





  

    		2022-04-01 08:41:13.74219

    		-1.5 ms

  





  

    		2022-04-01 09:41:16.005154

    		-1.4 ms

  





  

    		2022-04-01 10:41:18.098255

    		-0.1 ms

  





  

    		2022-04-01 11:41:20.9818

    		-0.3 ms

  





  

    		2022-04-01 12:41:23.249427

    		-0.2 ms

  





  

    		2022-04-01 13:41:24.814838

    		-1.1 ms

  





  

    		2022-04-01 14:41:27.076393

    		0.0 ms

  





  

    		2022-04-01 15:41:28.845008

    		0.4 ms

  





  

    		2022-04-01 16:41:30.53529

    		0.9 ms

  





  

    		2022-04-01 17:41:32.145986

    		-0.5 ms

  





  

    		2022-04-01 18:41:34.048426

    		-0.3 ms

  





  

    		2022-04-01 19:41:35.798824

    		-0.3 ms

  





  

    		2022-04-01 20:41:37.469861

    		0.6 ms

  





  

    		2022-04-01 21:41:40.394371

    		-0.2 ms

  





  

    		2022-04-01 22:41:41.993342

    		-0.6 ms

  





  

    		2022-04-01 23:41:44.05602

    		-0.8 ms

  





  

    		2022-04-02 00:41:45.552532

    		-0.5 ms

  





  

    		2022-04-02 01:41:48.263625

    		-0.7 ms

  





  

    		2022-04-02 02:41:51.640411

    		-1.6 ms

  





  

    		2022-04-02 03:41:55.007314

    		0.4 ms

  





  

    		2022-04-02 04:41:57.275549

    		-0.3 ms

  





  

    		2022-04-02 05:41:58.848501

    		-0.9 ms

  





  

    		2022-04-02 06:42:00.560694

    		-1.5 ms

  





  

    		2022-04-02 07:42:02.556

    		-0.6 ms

  





  

    		2022-04-02 08:42:04.503115

    		0.0 ms

  





  

    		2022-04-02 09:42:06.939124

    		-0.1 ms

  





  

    		2022-04-02 10:42:09.371112

    		0.7 ms

  





  

    		2022-04-02 11:42:12.005299

    		1.3 ms

  





  

    		2022-04-02 12:42:13.811831

    		-0.1 ms

  





  

    		2022-04-02 13:42:15.566373

    		0.6 ms

  





  

    		2022-04-02 14:42:17.551481

    		-1.1 ms

  





  

    		2022-04-02 15:42:19.821758

    		-0.4 ms

  





  

    		2022-04-02 16:42:21.349256

    		-0.9 ms

  





  

    		2022-04-02 17:42:23.228768

    		-1.1 ms

  





  

    		2022-04-02 18:42:24.783141

    		0.2 ms

  





  

    		2022-04-02 19:42:26.672965

    		-0.7 ms

  





  

    		2022-04-02 20:42:28.652352

    		-0.2 ms

  





  

    		2022-04-02 21:42:31.288072

    		1.8 ms

  





  

    		2022-04-02 22:42:32.977478

    		-1.0 ms

  





  

    		2022-04-02 23:42:35.688818

    		-0.3 ms

  





  

    		2022-04-03 00:42:37.292551

    		-0.8 ms

  





  

    		2022-04-03 01:42:39.315373

    		-1.1 ms

  





  

    		2022-04-03 02:42:41.655712

    		-2.1 ms

  





  

    		2022-04-03 03:42:45.24652

    		-0.4 ms

  





  

    		2022-04-03 04:42:47.564609

    		-0.8 ms

  





  

    		2022-04-03 05:42:49.648543

    		-0.2 ms

  





  

    		2022-04-03 06:42:51.609202

    		-0.4 ms

  





  

    		2022-04-03 07:42:54.388151

    		-0.2 ms

  





  

    		2022-04-03 08:42:56.487748

    		0.0 ms

  





  

    		2022-04-03 09:42:59.15054

    		-0.2 ms

  





  

    		2022-04-03 10:43:00.822932

    		1.3 ms

  





  

    		2022-04-03 11:43:03.711653

    		0.2 ms

  





  

    		2022-04-03 12:43:05.460912

    		0.3 ms

  





  

    		2022-04-03 13:43:06.98928

    		0.9 ms

  





  

    		2022-04-03 14:43:09.390902

    		-0.3 ms

  





  

    		2022-04-03 15:43:11.334347

    		-0.6 ms

  





  

    		2022-04-03 16:43:13.742126

    		-0.5 ms

  





  

    		2022-04-03 17:43:15.638798

    		-1.4 ms

  





  

    		2022-04-03 18:43:17.668792

    		-1.2 ms

  





  

    		2022-04-03 19:43:19.255887

    		-1.3 ms

  





  

    		2022-04-03 20:43:21.012493

    		0.6 ms

  





  

    		2022-04-03 21:43:23.604079

    		0.2 ms

  





  

    		2022-04-03 22:43:25.298069

    		1.1 ms

  





  

    		2022-04-03 23:43:27.710391

    		0.2 ms

  





  

    		2022-04-04 00:43:29.213607

    		0.1 ms

  





  

    		2022-04-04 01:43:30.654799

    		1.1 ms

  





  

    		2022-04-04 02:43:33.655117

    		0.2 ms

  





  

    		2022-04-04 03:43:36.904402

    		-0.5 ms

  





  

    		2022-04-04 04:43:39.118553

    		-0.1 ms

  





  

    		2022-04-04 05:43:40.868925

    		-1.1 ms

  





  

    		2022-04-04 06:43:42.458606

    		-0.8 ms

  





  

    		2022-04-04 07:43:44.850558

    		-0.9 ms

  





  

    		2022-04-04 08:43:47.570079

    		-0.7 ms

  





  

    		2022-04-04 09:43:49.631853

    		-0.4 ms

  





  

    		2022-04-04 10:43:52.149476

    		-1.7 ms

  





  

    		2022-04-04 11:43:54.311042

    		-0.8 ms

  





  

    		2022-04-04 12:43:57.522571

    		-3.9 ms

  





  

    		2022-04-04 13:44:00.254208

    		0.9 ms

  





  

    		2022-04-04 14:44:02.257313

    		1.3 ms

  





  

    		2022-04-04 15:44:05.060121

    		-0.6 ms

  





  

    		2022-04-04 16:44:07.2513

    		1.1 ms

  





  

    		2022-04-04 17:44:09.087979

    		-0.4 ms

  





  

    		2022-04-04 18:44:10.670989

    		-0.2 ms

  





  

    		2022-04-04 19:44:12.24764

    		-0.2 ms

  





  

    		2022-04-04 20:44:14.358386

    		-0.8 ms

  





  

    		2022-04-04 21:44:16.925494

    		-1.0 ms

  





  

    		2022-04-04 22:44:18.589945

    		-0.9 ms

  





  

    		2022-04-04 23:44:21.083561

    		-1.4 ms

  





  

    		2022-04-05 00:44:22.877853

    		-1.4 ms

  





  

    		2022-04-05 01:44:25.007295

    		-0.8 ms

  





  

    		2022-04-05 02:44:26.662861

    		-0.3 ms

  





  

    		2022-04-05 03:44:28.884803

    		1.1 ms

  





  

    		2022-04-05 04:44:30.513538

    		0.3 ms

  





  

    		2022-04-05 05:44:32.166145

    		-0.9 ms

  





  

    		2022-04-05 06:44:34.570411

    		0.4 ms

  





  

    		2022-04-05 07:44:36.516956

    		-1.9 ms

  





  

    		2022-04-05 08:44:38.65697

    		-0.5 ms

  





  

    		2022-04-05 09:44:40.484912

    		0.8 ms

  





  

    		2022-04-05 10:44:42.667151

    		0.0 ms

  





  

    		2022-04-05 11:44:44.631095

    		-0.3 ms

  





  

    		2022-04-05 12:44:46.483638

    		-3.6 ms

  





  

    		2022-04-05 13:44:48.538066

    		-1.4 ms

  





  

    		2022-04-05 14:44:50.800945

    		-0.2 ms

  





  

    		2022-04-05 15:44:52.672265

    		1.0 ms

  





  

    		2022-04-05 16:44:54.256563

    		-0.8 ms

  





  

    		2022-04-05 17:44:56.301993

    		-0.5 ms

  





  

    		2022-04-05 18:44:58.827077

    		-0.4 ms

  





  

    		2022-04-05 19:45:01.020346

    		0.7 ms

  





  

    		2022-04-05 20:45:02.589886

    		1.6 ms

  





  

    		2022-04-05 21:45:04.441458

    		0.9 ms

  





  

    		2022-04-05 22:45:06.091833

    		1.1 ms

  





  

    		2022-04-05 23:45:09.051454

    		0.8 ms

  





  

    		2022-04-06 00:45:10.907508

    		-1.0 ms

  





  

    		2022-04-06 01:45:13.173653

    		0.8 ms

  





  

    		2022-04-06 02:45:16.070416

    		-0.8 ms

  





  

    		2022-04-06 03:45:19.315158

    		-0.9 ms

  





  

    		2022-04-06 04:45:20.967377

    		-0.6 ms

  





  

    		2022-04-06 05:45:23.253542

    		-0.4 ms

  





  

    		2022-04-06 06:45:25.20938

    		1.0 ms

  





  

    		2022-04-06 07:45:26.950058

    		-0.2 ms

  





  

    		2022-04-06 08:45:29.619487

    		-0.7 ms

  





  

    		2022-04-06 09:45:31.390288

    		-1.4 ms

  





  

    		2022-04-06 10:45:33.615148

    		-0.2 ms

  





  

    		2022-04-06 11:45:35.222393

    		-1.3 ms

  





  

    		2022-04-06 12:45:38.395779

    		-1.3 ms

  





  

    		2022-04-06 13:45:40.31653

    		-1.1 ms

  





  

    		2022-04-06 14:45:42.335893

    		-0.2 ms

  





  

    		2022-04-06 15:45:44.287632

    		-3.4 ms

  





  

    		2022-04-06 16:45:46.353945

    		-0.3 ms

  





  

    		2022-04-06 17:45:49.313882

    		-1.1 ms

  





  

    		2022-04-06 18:45:51.117387

    		-0.9 ms

  





  

    		2022-04-06 19:45:52.807729

    		-0.1 ms

  





  

    		2022-04-06 20:45:54.456376

    		-0.2 ms

  





  

    		2022-04-06 21:45:56.300308

    		-0.2 ms

  





  

    		2022-04-06 22:45:58.48043

    		-0.2 ms

  





  

    		2022-04-06 23:46:00.445655

    		0.4 ms

  





  

    		2022-04-07 00:46:02.371032

    		0.2 ms

  





  

    		2022-04-07 01:46:04.272942

    		-1.1 ms

  





  

    		2022-04-07 02:46:06.798298

    		-0.4 ms

  





  

    		2022-04-07 03:46:08.607371

    		0.5 ms

  





  

    		2022-04-07 04:46:10.592553

    		0.0 ms

  





  

    		2022-04-07 05:46:13.351571

    		0.2 ms

  





  

    		2022-04-07 06:46:15.12906

    		0.4 ms

  





  

    		2022-04-07 07:46:16.80145

    		-0.9 ms

  





  

    		2022-04-07 08:46:19.52413

    		-0.2 ms

  





  

    		2022-04-07 09:46:22.352603

    		-3.4 ms

  





  

    		2022-04-07 10:46:25.693492

    		-0.9 ms

  





  

    		2022-04-07 11:46:27.983932

    		-1.1 ms

  





  

    		2022-04-07 12:46:30.157998

    		-0.1 ms

  





  

    		2022-04-07 13:46:31.777065

    		0.5 ms

  





  

    		2022-04-07 14:46:33.525661

    		-1.8 ms

  





  

    		2022-04-07 15:46:35.354688

    		0.1 ms

  





  

    		2022-04-07 16:46:37.207223

    		-1.2 ms

  





  

    		2022-04-07 17:46:39.0406

    		-0.7 ms

  





  

    		2022-04-07 18:46:40.735293

    		-0.7 ms

  





  

    		2022-04-07 19:46:42.895626

    		0.4 ms

  





  

    		2022-04-07 20:46:44.637283

    		0.3 ms

  





  

    		2022-04-07 21:46:47.056612

    		4.2 ms

  





  

    		2022-04-07 22:46:48.564208

    		4.2 ms

  





  

    		2022-04-07 23:46:50.784346

    		0.3 ms

  





  

    		2022-04-08 00:46:52.458828

    		1.0 ms

  





  

    		2022-04-08 01:46:53.931162

    		-5.1 ms

  





  

    		2022-04-08 02:46:55.532625

    		-4.7 ms

  





  

    		2022-04-08 03:46:57.718856

    		-2.2 ms

  





  

    		2022-04-08 04:46:59.289379

    		0.1 ms

  





  

    		2022-04-08 05:47:01.154437

    		1.5 ms

  





  

    		2022-04-08 06:47:02.69268

    		0.8 ms

  





  

    		2022-04-08 07:47:04.291274

    		0.6 ms

  





  

    		2022-04-08 08:47:06.256398

    		-1.5 ms

  





  

    		2022-04-08 09:47:08.090632

    		-0.2 ms

  





  

    		2022-04-08 10:47:09.871753

    		0.2 ms

  





  

    		2022-04-08 11:47:11.620066

    		0.1 ms

  





  

    		2022-04-08 12:47:13.591602

    		-0.2 ms

  





  

    		2022-04-08 13:47:15.574848

    		-0.8 ms

  





  

    		2022-04-08 14:47:18.306955

    		-0.6 ms

  





  

    		2022-04-08 15:47:20.228918

    		-0.5 ms

  





  

    		2022-04-08 16:47:22.422757

    		-0.9 ms

  





  

    		2022-04-08 17:47:24.649407

    		-0.2 ms

  





  

    		2022-04-08 18:47:26.429403

    		-0.5 ms

  





  

    		2022-04-08 19:47:28.345001

    		-0.4 ms

  





  

    		2022-04-08 20:47:31.397633

    		-2.3 ms

  





  

    		2022-04-08 21:47:33.732982

    		-2.4 ms

  





  

    		2022-04-08 22:47:35.916315

    		-0.5 ms

  





  

    		2022-04-08 23:47:37.985858

    		-1.5 ms

  





  

    		2022-04-09 00:47:39.442766

    		-0.4 ms

  





  

    		2022-04-09 01:47:40.911589

    		0.3 ms

  





  

    		2022-04-09 02:47:44.426791

    		1.3 ms

  





  

    		2022-04-09 03:47:47.678386

    		-0.1 ms

  





  

    		2022-04-09 04:47:49.274471

    		-0.6 ms

  





  

    		2022-04-09 05:47:51.138417

    		-0.5 ms

  





  

    		2022-04-09 06:47:52.770627

    		0.7 ms

  





  

    		2022-04-09 07:47:54.612772

    		0.2 ms

  





  

    		2022-04-09 08:47:56.509633

    		-0.2 ms

  





  

    		2022-04-09 09:47:59.117849

    		-0.9 ms

  





  

    		2022-04-09 10:48:02.106934

    		-0.8 ms

  





  

    		2022-04-09 11:48:03.948525

    		-2.4 ms

  





  

    		2022-04-09 12:48:05.643252

    		-1.1 ms

  





  

    		2022-04-09 13:48:07.359085

    		0.1 ms

  





  

    		2022-04-09 14:48:09.444821

    		0.2 ms

  





  

    		2022-04-09 15:48:11.325358

    		-0.8 ms

  





  

    		2022-04-09 16:48:13.896059

    		-0.1 ms

  





  

    		2022-04-09 17:48:15.709002

    		-1.5 ms

  





  

    		2022-04-09 18:48:17.861847

    		-0.4 ms

  





  

    		2022-04-09 19:48:21.296539

    		-1.4 ms

  





  

    		2022-04-09 20:48:23.352876

    		-1.8 ms

  





  

    		2022-04-09 21:48:25.564319

    		-0.4 ms

  





  

    		2022-04-09 22:48:27.336916

    		0.1 ms

  





  

    		2022-04-09 23:48:29.288552

    		0.9 ms

  





  

    		2022-04-10 00:48:31.50019

    		1.3 ms

  





  

    		2022-04-10 01:48:33.307946

    		-0.9 ms

  





  

    		2022-04-10 02:48:36.214153

    		0.5 ms

  





  

    		2022-04-10 03:48:39.287113

    		0.9 ms

  





  

    		2022-04-10 04:48:40.988163

    		0.6 ms

  





  

    		2022-04-10 05:48:43.841522

    		0.1 ms

  





  

    		2022-04-10 06:48:46.034764

    		0.6 ms

  





  

    		2022-04-10 07:48:48.356666

    		-2.4 ms

  





  

    		2022-04-10 08:48:50.88123

    		-1.2 ms

  





  

    		2022-04-10 09:48:52.612017

    		-3.3 ms

  





  

    		2022-04-10 10:48:54.136623

    		-0.9 ms

  





  

    		2022-04-10 11:48:55.786184

    		-1.1 ms

  





  

    		2022-04-10 12:48:58.587549

    		-0.2 ms

  





  

    		2022-04-10 13:49:00.226067

    		-1.0 ms

  





  

    		2022-04-10 14:49:02.196004

    		-0.9 ms

  





  

    		2022-04-10 15:49:04.446544

    		-1.0 ms

  





  

    		2022-04-10 16:49:06.404645

    		-1.0 ms

  





  

    		2022-04-10 17:49:08.168297

    		0.3 ms

  





  

    		2022-04-10 18:49:10.080429

    		0.1 ms

  





  

    		2022-04-10 19:49:11.69572

    		-0.1 ms

  





  

    		2022-04-10 20:49:13.495848

    		0.2 ms

  





  

    		2022-04-10 21:49:15.110034

    		-0.6 ms

  





  

    		2022-04-10 22:49:16.674008

    		-0.4 ms

  





  

    		2022-04-10 23:49:18.778796

    		0.2 ms

  





  

    		2022-04-11 00:49:21.866229

    		-0.9 ms

  





  

    		2022-04-11 01:49:23.447272

    		-0.4 ms

  





  

    		2022-04-11 02:49:25.048093

    		-0.1 ms

  





  

    		2022-04-11 03:49:28.178098

    		0.4 ms

  





  

    		2022-04-11 04:49:32.026018

    		-1.0 ms

  





  

    		2022-04-11 05:49:33.673521

    		-0.6 ms

  





  

    		2022-04-11 06:49:36.210363

    		0.6 ms

  





  

    		2022-04-11 07:49:38.174011

    		0.1 ms

  





  

    		2022-04-11 08:49:40.750931

    		0.3 ms

  





  

    		2022-04-11 09:49:42.912051

    		-2.3 ms

  





  

    		2022-04-11 10:49:45.218791

    		-2.6 ms

  





  

    		2022-04-11 11:49:47.599857

    		-0.9 ms

  





  

    		2022-04-11 12:49:50.082125

    		1.6 ms

  





  

    		2022-04-11 13:49:52.088146

    		0.5 ms

  





  

    		2022-04-11 14:49:54.045555

    		1.1 ms

  





  

    		2022-04-11 15:49:56.465566

    		-0.5 ms

  





  

    		2022-04-11 16:49:59.112967

    		-0.2 ms

  





  

    		2022-04-11 17:50:00.984461

    		0.8 ms

  





  

    		2022-04-11 18:50:02.646753

    		0.4 ms

  





  

    		2022-04-11 19:50:04.570255

    		1.1 ms

  





  

    		2022-04-11 20:50:06.650078

    		-0.3 ms

  





  

    		2022-04-11 21:50:08.641795

    		0.6 ms

  





  

    		2022-04-11 22:50:10.800627

    		-1.2 ms

  





  

    		2022-04-11 23:50:12.559225

    		-2.6 ms

  





  

    		2022-04-12 00:50:14.212012

    		-1.4 ms

  





  

    		2022-04-12 01:50:15.877455

    		-1.7 ms

  





  

    		2022-04-12 02:50:18.054757

    		0.4 ms

  





  

    		2022-04-12 03:50:19.604149

    		0.4 ms

  





  

    		2022-04-12 04:50:23.156662

    		-1.4 ms

  





  

    		2022-04-12 05:50:24.849157

    		-1.0 ms

  





  

    		2022-04-12 06:50:26.428045

    		-0.4 ms

  





  

    		2022-04-12 07:50:28.589548

    		0.7 ms

  





  

    		2022-04-12 08:50:31.069106

    		0.7 ms

  





  

    		2022-04-12 09:50:33.095499

    		0.0 ms

  





  

    		2022-04-12 10:50:35.058198

    		0.2 ms

  





  

    		2022-04-12 11:50:37.981642

    		-0.9 ms

  





  

    		2022-04-12 12:50:40.323802

    		-0.8 ms

  





  

    		2022-04-12 13:50:42.028056

    		-1.1 ms

  





  

    		2022-04-12 14:50:43.806161

    		-0.9 ms

  





  

    		2022-04-12 15:50:45.677961

    		0.6 ms

  





  

    		2022-04-12 16:50:47.950145

    		0.3 ms

  





  

    		2022-04-12 17:50:49.630867

    		-0.7 ms

  





  

    		2022-04-12 18:50:51.558387

    		-0.6 ms

  





  

    		2022-04-12 19:50:53.638192

    		-0.9 ms

  





  

    		2022-04-12 20:50:55.102871

    		-0.6 ms

  





  

    		2022-04-12 21:50:57.11353

    		-0.1 ms

  





  

    		2022-04-12 22:50:59.029526

    		-1.8 ms

  





  

    		2022-04-12 23:51:01.604952

    		-1.4 ms

  





  

    		2022-04-13 00:51:03.423331

    		-1.9 ms

  





  

    		2022-04-13 01:51:05.36846

    		-0.3 ms

  





  

    		2022-04-13 02:51:06.957041

    		0.0 ms

  





  

    		2022-04-13 03:51:11.532297

    		1.4 ms

  





  

    		2022-04-13 04:51:14.943368

    		1.1 ms

  





  

    		2022-04-13 05:51:16.492027

    		0.9 ms

  





  

    		2022-04-13 06:51:19.651987

    		0.1 ms

  





  

    		2022-04-13 07:51:21.826058

    		-0.1 ms

  





  

    		2022-04-13 08:51:23.57681

    		-1.2 ms

  





  

    		2022-04-13 09:51:25.140613

    		-2.0 ms

  





  

    		2022-04-13 10:51:27.594725

    		-1.1 ms

  





  

    		2022-04-13 11:51:29.26126

    		-1.6 ms

  





  

    		2022-04-13 12:51:31.134721

    		0.2 ms

  





  

    		2022-04-13 13:51:33.525211

    		-0.8 ms

  





  

    		2022-04-13 14:51:38.631702

    		1.3 ms

  





  

    		2022-04-13 15:51:40.705119

    		0.8 ms

  





  

    		2022-04-13 16:51:42.27347

    		0.4 ms

  





  

    		2022-04-13 17:51:44.35939

    		0.0 ms

  





  

    		2022-04-13 18:51:46.05546

    		0.1 ms

  





  

    		2022-04-13 19:51:47.960002

    		0.6 ms

  





  

    		2022-04-13 20:51:49.98398

    		-0.2 ms

  





  

    		2022-04-13 21:51:52.202478

    		-0.8 ms

  





  

    		2022-04-13 22:51:53.879669

    		-0.6 ms

  





  

    		2022-04-13 23:51:55.387609

    		-1.4 ms

  





  

    		2022-04-14 00:51:57.502132

    		-0.8 ms

  





  

    		2022-04-14 01:51:59.229789

    		0.1 ms

  





  

    		2022-04-14 02:52:01.02548

    		-0.4 ms

  





  

    		2022-04-14 03:52:03.662356

    		-0.4 ms

  





  

    		2022-04-14 04:52:05.467383

    		-0.1 ms

  





  

    		2022-04-14 05:52:07.21174

    		0.1 ms

  





  

    		2022-04-14 06:52:09.421467

    		-0.1 ms

  





  

    		2022-04-14 07:52:12.080282

    		0.4 ms

  





  

    		2022-04-14 08:52:13.873798

    		-0.2 ms

  





  

    		2022-04-14 09:52:15.899824

    		-1.2 ms

  





  

    		2022-04-14 10:52:17.526963

    		-0.6 ms

  





  

    		2022-04-14 11:52:19.17104

    		0.3 ms

  





  

    		2022-04-14 12:52:20.901505

    		0.4 ms

  





  

    		2022-04-14 13:52:22.577755

    		-0.9 ms

  





  

    		2022-04-14 14:52:25.008486

    		0.5 ms

  





  

    		2022-04-14 15:52:28.672071

    		1.3 ms

  





  

    		2022-04-14 16:52:31.13447

    		0.3 ms

  





  

    		2022-04-14 17:52:32.99773

    		-0.8 ms

  





  

    		2022-04-14 18:52:34.801656

    		0.5 ms

  





  

    		2022-04-14 19:52:36.299764

    		-0.3 ms

  





  

    		2022-04-14 20:52:38.316245

    		-0.7 ms

  





  

    		2022-04-14 21:52:39.997519

    		0.2 ms

  





  

    		2022-04-14 22:52:41.557452

    		-0.5 ms

  





  

    		2022-04-14 23:52:43.159082

    		0.0 ms

  





  

    		2022-04-15 00:52:44.778546

    		0.3 ms

  





  

    		2022-04-15 01:52:46.584169

    		-0.3 ms

  





  

    		2022-04-15 02:52:48.234267

    		-0.7 ms

  





  

    		2022-04-15 03:52:53.660878

    		-0.7 ms

  





  

    		2022-04-15 04:52:57.449628

    		-1.3 ms

  





  

    		2022-04-15 05:52:59.445948

    		-1.5 ms

  





  

    		2022-04-15 06:53:01.610503

    		-0.9 ms

  





  

    		2022-04-15 07:53:03.495891

    		-0.2 ms

  





  

    		2022-04-15 08:53:05.519297

    		0.0 ms

  





  

    		2022-04-15 09:53:07.120325

    		-0.3 ms

  





  

    		2022-04-15 10:53:08.924216

    		0.1 ms

  





  

    		2022-04-15 11:53:11.082486

    		-2.1 ms

  





  

    		2022-04-15 12:53:12.88637

    		-1.0 ms

  





  

    		2022-04-15 13:53:14.96266

    		-1.6 ms

  





  

    		2022-04-15 14:53:17.21002

    		0.1 ms

  





  

    		2022-04-15 15:53:18.939962

    		0.1 ms

  





  

    		2022-04-15 16:53:20.545503

    		1.5 ms

  





  

    		2022-04-15 17:53:22.248432

    		0.2 ms

  





  

    		2022-04-15 18:53:23.932821

    		0.0 ms

  





  

    		2022-04-15 19:53:25.462902

    		-0.7 ms

  





  

    		2022-04-15 20:53:27.992897

    		-0.6 ms

  





  

    		2022-04-15 21:53:29.684297

    		-0.8 ms

  





  

    		2022-04-15 22:53:31.387274

    		-1.3 ms

  





  

    		2022-04-15 23:53:33.411359

    		-0.6 ms

  





  

    		2022-04-16 00:53:35.518062

    		-0.8 ms

  





  

    		2022-04-16 01:53:37.114565

    		-1.8 ms

  





  

    		2022-04-16 02:53:38.739483

    		-0.8 ms

  





  

    		2022-04-16 03:53:42.075829

    		-1.3 ms

  





  

    		2022-04-16 04:53:46.530984

    		-2.0 ms

  





  

    		2022-04-16 05:53:48.971656

    		-1.2 ms

  





  

    		2022-04-16 06:53:51.350584

    		-2.0 ms

  





  

    		2022-04-16 07:53:53.891391

    		-1.1 ms

  





  

    		2022-04-16 08:53:55.443512

    		-1.1 ms

  





  

    		2022-04-16 09:53:58.345803

    		0.7 ms

  





  

    		2022-04-16 10:53:59.901773

    		2.3 ms

  





  

    		2022-04-16 11:54:01.56757

    		-0.2 ms

  





  

    		2022-04-16 12:54:03.456046

    		1.4 ms

  





  

    		2022-04-16 13:54:05.506694

    		1.1 ms

  





  

    		2022-04-16 14:54:06.984937

    		0.5 ms

  





  

    		2022-04-16 15:54:08.853094

    		-0.5 ms

  





  

    		2022-04-16 16:54:10.955736

    		-0.8 ms

  





  

    		2022-04-16 17:54:13.611187

    		-0.4 ms

  





  

    		2022-04-16 18:54:15.161266

    		0.6 ms

  





  

    		2022-04-16 19:54:17.458964

    		-0.1 ms

  





  

    		2022-04-16 20:54:19.371853

    		0.1 ms

  





  

    		2022-04-16 21:54:21.294694

    		-0.9 ms

  





  

    		2022-04-16 22:54:23.759032

    		0.3 ms

  





  

    		2022-04-16 23:54:25.812338

    		0.5 ms

  





  

    		2022-04-17 00:54:27.487519

    		-0.3 ms

  





  

    		2022-04-17 01:54:30.124865

    		-0.9 ms

  





  

    		2022-04-17 02:54:32.525972

    		-0.7 ms

  





  

    		2022-04-17 03:54:36.422993

    		-0.2 ms

  





  

    		2022-04-17 04:54:39.216933

    		0.0 ms

  





  

    		2022-04-17 05:54:41.158431

    		0.1 ms

  





  

    		2022-04-17 06:54:43.639252

    		-0.6 ms

  





  

    		2022-04-17 07:54:45.490018

    		1.0 ms

  





  

    		2022-04-17 08:54:47.35882

    		-0.1 ms

  





  

    		2022-04-17 09:54:48.982808

    		-0.1 ms

  





  

    		2022-04-17 10:54:51.412828

    		-1.4 ms

  





  

    		2022-04-17 11:54:53.495417

    		-0.8 ms

  





  

    		2022-04-17 12:54:55.436778

    		-1.2 ms

  





  

    		2022-04-17 13:54:57.4632

    		-0.7 ms

  





  

    		2022-04-17 14:54:59.373913

    		-1.7 ms

  





  

    		2022-04-17 15:55:01.374734

    		-0.8 ms

  





  

    		2022-04-17 16:55:03.649808

    		-1.4 ms

  





  

    		2022-04-17 17:55:05.398373

    		-1.3 ms

  





  

    		2022-04-17 18:55:07.194908

    		-0.9 ms

  





  

    		2022-04-17 19:55:09.397159

    		-0.6 ms

  





  

    		2022-04-17 20:55:11.1816

    		0.0 ms

  





  

    		2022-04-17 21:55:13.117735

    		-1.4 ms

  





  

    		2022-04-17 22:55:14.601098

    		-0.1 ms

  





  

    		2022-04-17 23:55:16.219421

    		-0.8 ms

  





  

    		2022-04-18 00:55:18.531926

    		0.1 ms

  





  

    		2022-04-18 01:55:20.390491

    		-0.3 ms

  





  

    		2022-04-18 02:55:21.982794

    		0.2 ms

  





  

    		2022-04-18 03:55:23.91719

    		0.7 ms

  





  

    		2022-04-18 04:55:27.523935

    		-0.6 ms

  





  

    		2022-04-18 05:55:29.474767

    		0.4 ms

  





  

    		2022-04-18 06:55:31.699354

    		-0.9 ms

  





  

    		2022-04-18 07:55:33.478392

    		-1.8 ms

  





  

    		2022-04-18 08:55:35.192709

    		-1.4 ms

  





  

    		2022-04-18 09:55:37.325244

    		0.7 ms

  





  

    		2022-04-18 10:55:39.260421

    		-1.0 ms

  





  

    		2022-04-18 11:55:41.05773

    		-0.6 ms

  





  

    		2022-04-18 12:55:42.84429

    		-0.6 ms

  





  

    		2022-04-18 13:55:44.542019

    		-1.6 ms

  





  

    		2022-04-18 14:55:46.963111

    		-1.2 ms

  





  

    		2022-04-18 15:55:48.564301

    		-1.8 ms

  





  

    		2022-04-18 16:55:51.401453

    		-1.2 ms

  





  

    		2022-04-18 17:55:54.336155

    		-1.7 ms

  





  

    		2022-04-18 18:55:55.892815

    		-1.3 ms

  





  

    		2022-04-18 19:55:57.787511

    		-1.6 ms

  





  

    		2022-04-18 20:56:00.497841

    		-2.0 ms

  





  

    		2022-04-18 21:56:02.749683

    		-1.3 ms

  





  

    		2022-04-18 22:56:04.469122

    		-0.8 ms

  





  

    		2022-04-18 23:56:06.818338

    		0.6 ms

  





  

    		2022-04-19 00:56:08.992638

    		1.0 ms

  





  

    		2022-04-19 01:56:10.884627

    		2.1 ms

  





  

    		2022-04-19 02:56:13.998671

    		2.6 ms

  





  

    		2022-04-19 03:56:16.51459

    		0.3 ms

  





  

    		2022-04-19 04:56:18.865783

    		-0.8 ms

  





  

    		2022-04-19 05:56:21.064107

    		-1.8 ms

  





  

    		2022-04-19 06:56:22.760929

    		0.5 ms

  





  

    		2022-04-19 07:56:24.373309

    		0.4 ms

  





  

    		2022-04-19 08:56:25.999483

    		1.4 ms

  





  

    		2022-04-19 09:56:28.038713

    		1.5 ms

  





  

    		2022-04-19 10:56:30.412152

    		1.2 ms

  





  

    		2022-04-19 11:56:32.269555

    		-0.1 ms

  





  

    		2022-04-19 12:56:34.049828

    		-0.1 ms

  





  

    		2022-04-19 13:56:35.926178

    		0.1 ms

  





  

    		2022-04-19 14:56:37.700448

    		-0.4 ms

  





  

    		2022-04-19 15:56:39.830808

    		-0.3 ms

  





  

    		2022-04-19 16:56:41.809687

    		-0.2 ms

  





  

    		2022-04-19 17:56:43.395746

    		-0.8 ms

  





  

    		2022-04-19 18:56:45.658582

    		-2.6 ms

  





  

    		2022-04-19 19:56:47.488201

    		-1.1 ms

  





  

    		2022-04-19 20:56:49.09873

    		-1.9 ms

  





  

    		2022-04-19 21:56:51.005206

    		-1.2 ms

  





  

    		2022-04-19 22:56:53.050323

    		-1.5 ms

  





  

    		2022-04-19 23:56:55.239684

    		-0.7 ms

  





  

    		2022-04-20 00:56:56.785124

    		-0.1 ms

  





  

    		2022-04-20 01:56:58.460154

    		-0.7 ms

  





  

    		2022-04-20 02:57:00.413155

    		-0.7 ms

  





  

    		2022-04-20 03:57:02.08876

    		-1.6 ms

  





  

    		2022-04-20 04:57:04.778394

    		-0.7 ms

  





  

    		2022-04-20 05:57:07.083069

    		0.0 ms

  





  

    		2022-04-20 06:57:09.0405

    		0.2 ms

  





  

    		2022-04-20 07:57:10.894021

    		0.9 ms

  





  

    		2022-04-20 08:57:12.883805

    		0.4 ms

  





  

    		2022-04-20 09:57:14.554664

    		0.3 ms

  





  

    		2022-04-20 10:57:17.344476

    		1.3 ms

  





  

    		2022-04-20 11:57:19.212196

    		0.5 ms

  





  

    		2022-04-20 12:57:21.654172

    		0.4 ms

  





  

    		2022-04-20 13:57:23.388945

    		-0.7 ms

  





  

    		2022-04-20 14:57:25.124745

    		-0.4 ms

  





  

    		2022-04-20 15:57:27.809161

    		0.3 ms

  





  

    		2022-04-20 16:57:29.905207

    		1.8 ms

  





  

    		2022-04-20 17:57:31.961814

    		0.4 ms

  





  

    		2022-04-20 18:57:34.461397

    		-0.3 ms

  





  

    		2022-04-20 19:57:36.229307

    		-0.4 ms

  





  

    		2022-04-20 20:57:38.483231

    		-0.6 ms

  





  

    		2022-04-20 21:57:40.048578

    		-0.4 ms

  





  

    		2022-04-20 22:57:41.902819

    		-0.6 ms

  





  

    		2022-04-20 23:57:44.240351

    		0.0 ms

  





  

    		2022-04-21 00:57:45.945009

    		0.0 ms

  





  

    		2022-04-21 01:57:47.788456

    		-1.3 ms

  





  

    		2022-04-21 02:57:49.829599

    		-0.8 ms

  





  

    		2022-04-21 03:57:53.350748

    		-0.9 ms

  





  

    		2022-04-21 04:57:56.650433

    		0.7 ms

  





  

    		2022-04-21 05:57:58.427478

    		-0.6 ms

  





  

    		2022-04-21 06:58:00.207507

    		0.4 ms

  





  

    		2022-04-21 07:58:02.689467

    		0.5 ms

  





  

    		2022-04-21 08:58:04.491507

    		0.2 ms

  





  

    		2022-04-21 09:58:06.338443

    		0.0 ms

  





  

    		2022-04-21 10:58:08.845514

    		1.0 ms

  





  

    		2022-04-21 11:58:10.836362

    		0.2 ms

  





  

    		2022-04-21 12:58:12.542602

    		0.0 ms

  





  

    		2022-04-21 13:58:15.317752

    		-0.2 ms

  





  

    		2022-04-21 14:58:18.341095

    		-0.3 ms

  





  

    		2022-04-21 15:58:20.378005

    		0.1 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2022-04-21 14:19:27.598 UTC

    		213.67.234.154

    		Claes Kalborg (CK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-04-21 14:19:41.455 UTC

    		213.67.234.154

    		Claes Kalborg (CK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-31 11:59:46 UTC.

  

  

    		2022-04-21 14:27:17.534 UTC

    		81.227.242.175

    		Staffan Eklöw (SE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-04-21 14:27:23.235 UTC

    		81.227.242.175

    		Staffan Eklöw (SE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-31 11:59:46 UTC.

  

  

    		2022-04-21 14:38:31.746 UTC

    		86.139.192.53

    		Jason Williams (JW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-04-21 14:38:36.254 UTC

    		86.139.192.53

    		Jason Williams (JW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-31 11:59:46 UTC.

  

  

    		2022-04-21 14:41:40.919 UTC

    		104.132.27.80

    		Rikard Herlitz (RH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-04-21 14:41:46.089 UTC

    		104.132.27.80

    		Rikard Herlitz (RH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-31 11:59:46 UTC.

  

  

    		2022-04-21 15:10:28.322 UTC

    		217.213.134.188

    		Örjan Frid (ÖF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-04-21 15:10:37.035 UTC

    		217.213.134.188

    		Örjan Frid (ÖF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-31 11:59:46 UTC.

  

  

    		2022-04-21 15:30:42.009 UTC

    		82.209.129.86

    		Rickard Riblom (RR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-04-21 15:30:59.504 UTC

    		82.209.129.86

    		Rickard Riblom (RR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-31 11:59:46 UTC.

  

  

    		2022-04-21 16:35:16.353 UTC

    		188.149.237.149

    		Mattias Kjellman (MK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-04-21 16:35:25.771 UTC

    		188.149.237.149

    		Mattias Kjellman (MK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-31 11:59:46 UTC.

  









