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Revisionsberattelse

Till bolagsstamman i Bonzun AB (publ)
Org.nr 556884-9920

Rapport om arsredovisningen och koncernredovisningen

Uttalanden
Jag har utfort en revision av arsredovisningen och koncernredovisningen for Bonzun AB (publ) for ar 2021.

Enligt min uppfattning har arsredovisningen och koncernredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vésentliga avseenden réttvisande bild av moderbolagets och koncernens finansiella stéllning per den
2021-12-31 och av dessas finansiella resultat och kassaflode for aret enligt arsredovisningslagen.
Forvaltningsberattelsen ar forenlig med arsredovisningens och koncernredovisningens ovriga delar.

Jag tillstyrker darfor att bolagsstdmman faststéller resultatrakningen och balansrékningen for moderbolaget och
koncernen.

Grund for uttalanden

Jag har utfort revisionen enligt International Standards on Auditing (ISA) och god revisionssed i Sverige. Mitt ansvar
enligt dessa standarder beskrivs narmare i avsnittet Revisorns ansvar. Jag ar oberoende i forhallande till moderbolaget
och koncernen enligt god revisorssed i Sverige och har i 6vrigt fullgjort mitt yrkesetiska ansvar enligt dessa krav.

Jag anser att de revisionsbevis jag har inhamtat ar tillrackliga och andamélsenliga som grund fér mina uttalanden.

Ovriga upplysningar
Utan att det paverkar mina uttalanden ovan anger bolaget i Forvaltningsberattelsen under rubriken Vasentliga risker och
osékerhetsfaktorer att osékerhet rader om bolagets kassaflode racker for bolagets fortsatta utveckling.

Styrelsens och verkstallande direktérens ansvar

Det ar styrelsen och verkstallande direktdren som har ansvaret for att arsredovisningen och koncernredovisningen
uppréttas och att de ger en rattvisande bild enligt arsredovisningslagen. Styrelsen och verkstéllande direktoren ansvarar
aven for den interna kontroll som de bedémer &r nddvéndig for att uppratta en arsredovisning och koncernredovisning
som inte innehaller nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller misstag.

Vid uppréattandet av arsredovisningen och koncernredovisningen ansvarar styrelsen och verkstallande direktoren for
beddmningen av bolagets och koncernens formaga att fortsatta verksamheten. De upplyser, nar sa ar tillampligt, om
forhallanden som kan paverka formagan att fortsitta verksamheten och att anvinda antagandet om fortsatt drift.
Antagandet om fortsatt drift tilldmpas dock inte om styrelsen och verkstallande direktdren avser att likvidera bolaget,
upphara med verksamheten eller inte har nagot realistiskt alternativ till att gora nagot av detta.

Revisorns ansvar

Mina mal &r att uppna en rimlig grad av sakerhet om huruvida arsredovisningen och koncernredovisningen som helhet
inte innehaller négra vésentliga felaktigheter, vare sig dessa beror pé& oegentligheter eller misstag, och att lamna en
revisionsberattelse som innehaller mina uttalanden. Rimlig sékerhet ar en hog grad av sakerhet, men ar ingen garanti for
att en revision som utfors enligt ISA och god revisionssed i Sverige alltid kommer att upptacka en vésentlig felaktighet
om en s&dan finns. Felaktigheter kan uppsta pa grund av oegentligheter eller misstag och anses vara vésentliga om de
enskilt eller tillsammans rimligen kan forvantas paverka de ekonomiska beslut som anvéndare fattar med grund i
arsredovisningen och koncernredovisningen.

En ytterligare beskrivning av mitt ansvar for revisionen av arsredovisningen finns pa Revisorsinspektionens webbplats:
www.revisorsinspektionen.se/revisornsansvar. Denna beskrivning &r en del av revisionsberattelsen.

Bonzun AB (publ),Qrg.nr 556884-9920
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Rapport om andra krav enligt lagar och andra forfattningar

Uttalanden

Utdver min revision av arsredovisningen och koncernredovisningen har jag dven utfort en revision av styrelsens och
verkstallande direktorens forvaltning for Bonzun AB (publ) for rakenskapsaret 2021 samt av forslaget till dispositioner
betraffande bolagets vinst eller férlust.

Jag tillstyrker att bolagsstimman behandlar forlusten enligt forslaget i forvaltningsberdttelsen och beviljar styrelsens
ledamoter och verkstallande direktoren ansvarsfrihet for rakenskapsaret.

Grund for uttalanden

Jag har utfort revisionen enligt god revisionssed i Sverige. Mitt ansvar enligt denna beskrivs ndrmare i avsnittet
Revisorns ansvar. Jag dr oberoende i forhallande till moderbolaget och koncernen enligt god revisorssed i Sverige och
har i 6vrigt fullgjort mitt yrkesetiska ansvar enligt dessa krav.

Jag anser att de revisionsbevis jag har inhamtat ar tillrackliga och andamalsenliga som grund fér mina uttalanden.

Styrelsens och verkstallande direktérens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betréffande bolagets vinst eller forlust. Vid forslag till
utdelning innefattar detta bland annat en bedémning av om utdelningen &r férsvarlig med héansyn till de krav som
bolagets och koncernens verksamhetsart, omfattning och risker staller pa storleken av moderbolagets och koncernens
egna kapital, konsolideringsbehov, likviditet och stallning i 6vrigt.

Styrelsen ansvarar for bolagets organisation och férvaltningen av bolagets angeldgenheter. Detta innefattar bland annat
att fortldpande bedéma bolagets och koncernens ekonomiska situation och att tillse att bolagets organisation &r
utformad s att bokforingen, medelsforvaltningen och bolagets ekonomiska angelagenheter i 6vrigt kontrolleras pa ett
betryggande satt. Verkstallande direktoren ska skdta den I6pande forvaltningen enligt styrelsens riktlinjer och
anvisningar och bland annat vidta de atgédrder som ar nédvandiga for att bolagets bokforing ska fullgoras i
overensstimmelse med lag och for att medelsforvaltningen ska skotas pa ett betryggande satt.

Revisorns ansvar

Mitt mal betraffande revisionen av férvaltningen, och darmed mitt uttalande om ansvarsfrihet, ar att inhamta
revisionsbevis for att med en rimlig grad av séakerhet kunna bedoma om nagon styrelseledamot eller verkstallande
direktoren i nagot véasentligt avseende:

- foretagit ndgon atgérd eller gjort sig skyldig till ndgon forsummelse som kan foranleda ersattningsskyldighet mot
bolaget, eller

- pa ndgot annat satt handlat i strid med aktiebolagslagen, arsredovisningslagen eller bolagsordningen.

Mitt mal betraffande revisionen av forslaget till dispositioner av bolagets vinst eller forlust, och darmed mitt uttalande
om detta, &r att med rimlig grad av sakerhet bedéma om forslaget ar forenligt med aktiebolagslagen.

Rimlig sékerhet &r en hog grad av sékerhet, men ingen garanti for att en revision som utfors enligt god revisionssed i
Sverige alltid kommer att upptacka atgarder eller forsummelser som kan foranleda ersattningsskyldighet mot bolaget,
eller att ett forslag till dispositioner av bolagets vinst eller forlust inte &r forenligt med aktiebolagslagen.

En ytterligare beskrivning av mitt ansvar for revisionen av forvaltningen finns p& Revisorsinspektionens webbplats:

www.revisorsinspektionen.se/revisornsansvar. Denna beskrivning &r en del av revisionsberattelsen.

Stockholm

Johan Kaijser

Bonzun AB (publ),Qrg.nr 556884-9920
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Bonzun AB 1 (31)
Org.nr 556884-9920

Styrelsen och verkstéllande direktoren for Bonzun AB avger foljande arsredovisning och
koncernredovisning for rdkenskapsaret 2021.

Arsredovisningen ir upprittad i svenska kronor, SEK. Om inte annat sérskilt anges, redovisas alla belopp
i hela kronor (kr). Uppgifter inom parentes avser foregaende &r.

Forvaltningsberattelse

Information om verksamheten

Bonzun AB (publ) med org. nr 556884-9920 ir ett aktiebolag registrerat i Sverige med séte i
Stockholm. Bonzun har som afférsidé att utveckla och tillgdngliggora evidensbaserad
information med hjélp av digitala tjdnster for att forebygga ohélsa och oka individers
vialméende. Bonzuns vision ér att vara svensk forebild och ledare globalt for evidensbaserade
tjénster inom digital hélsa. Bonzun vill bidra till en vérld dér individer tar faktabaserade beslut
och far det stod de behover. Vardgivare ska i sin tur fA mojlighet att fokusera pa det man &ar bést
pa; sin kdrnverksamhet och att bedriva vard.

Inom koncernen finns tre digitala tjédnster: Bonzun evolve, Bonzun IVF och Kou Dai Yun Yu.

Bonzun evolve ir ett iKBT-program som motverkar negativa effekter av stress. Det édr framtaget
av ledande stressforskare vid Karolinska Institutet och baserat pd en KBT-metod som kallas
Acceptance and Commitment Therapy (ACT). ACT har anvénts i generationer av KBT-
terapeuter och ér en forskningsbaserad metod for att bygga upp motstdndskraft for negativ
stress. Bonzun evolve ér ett av vérldens forsta initiativ dér detta gors helt digitalt. Bonzun
evolve siljs i dagsliget framst till svenska foretag och finns tillgdnglig pa svenska och engelska.

Bonzun IVF ar ett digitalt patientstod for fertilitetsbehandlingar (sasom IVF, dggfrysning, och
ICSI). Programmet sparar tid for kliniken och hjélper kliniken att stdtta sina patienter och syftar
till att minska patientens stress och oro samt dka sannolikheten for att lyckas med en
behandling. Tjénsten finns tillgénglig pé kinesiska, engelska och svenska och laddas ner via
AppStore och Google Play Store.

Kou Dai Yun Yu ér en prisbelont applikation for gravida kvinnor pa den kinesiska marknaden.
Den lanserades 2014 som ett av vérldens fOrsta initiativ till digital hilsa via mobilen.
Applikationen ir en virtuell barnmorska som hjélper gravida kvinnor att f6lja sin graviditet och
kénna igen symptom som kan leda till komplikationer.

Koncernen bestar av moderbolaget Bonzun AB (publ), org. nr 556884-9920 med séte i
Stockholm, dotterbolaget Bonzun Evolve AB f.d. Stressklubben AB, org.nr. 556884-9912, med
séte 1 Stockholm, dotterbolaget Bonzun Health Information AB, org. nr. 556326-8514, med site
i Stockholm, som 1 sin tur har tva helédgda dotterbolag, Bonzun Ltd med séte i Hongkong samt
Beichun WOFE i fastlandet Kina med tillhérande tjanst Kou Dai Yun Yu.
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Bonzun AB
Org.nr 556884-9920

Visentliga hindelser under rikenskapsaret

Aret 2021 har i allt vésentligt priglats av det omvinda forvirvet mellan f.d. Papilly AB och
Bonzun Health Information AB. Under forsta kvartalet 2021 i mars avbrdts tidigare
avsiktsforklaring om forvéarv av My E-Health. Den 16 april 2021 ingicks en avsiktsforklaring
om forvérv av samtliga aktier i Bonzun Health Information AB, innebérande ett s. k. omvént
forvirv. Den 7 juni 2021 slots avtal om att fullfolja forvirvet givet godkdnnande frén Nasdag.

Bonnie Roupé utségs till ny verkstillande direktor i Papilly den 6 juli 2021.

Bolaget erholl villkorat godkdnnande for fortsatt handel av Bonzun pé Nasdaq First North
Growth Market den 31 augusti 2021.

En extra bolagsstimma beslutade den 30 september 2021:

- att fullf6lja forvérvet i enlighet med det villkorade avtal om omvént forvérv som ingick
den 7 juni 2021.

- att dndra firma frén Papilly AB (publ) till Bonzun AB (publ).

- att vdlja en delvis ny styrelse med Hakan Johansson som ny ordférande samt Josefine Bin
Jung som ny ledamot.

- en sammanldggning av aktier dir 100 gamla aktier blir 1 ny.

Forsta handelsdagen pad Nasdaq under namnet Bonzun var den 13 oktober 2021.

Sista dagen for handel for i Bonzuns aktie innan sammanlédggning var den 22 oktober 2021 och
forsta dagen for handel i Bonzuns aktie efter ssmmanléggningen var den 25 oktober 2021.

I slutet av fjarde kvartalet ingick Bolaget en icke-bindande avsiktsforklaring om ett forvarv av
en amerikansk “menstruations- och dgglossningsapp”.

Lan samt lanel6ften 1 koncernen har erhallits pa totalt 10,5 Mkr under rdkenskapséret.

Visentliga hindelser under rikenskapséret avseende tjéinsten Bonzun IVF

Forsiljningen av produkten Bonzun IVF har fokuserats till konsumentforsiljning via Appstore
och Google Play. Forséljningen mot konsument har under verksamhetséret vuxit enligt
forvintan. Den genomsnittliga tillvéxttakten for ménatliga aterkommande intékter (Monthly
Recurring Revenue) pé arsbasis uppgick till 24,6 % vilket kan jidmforas med 6,9% foregéende
verksamhetsar. Den genomsnittliga tillvaxttakten for nya betalande prenumeranter pé arsbasis
uppgick till 12,6 % jamfort med 7,1% foregédende verksamhetsar. Under forsta tre kvartalen har
produktutvecklingen av Bonzun IVF fokuserat pa att lansera funktionaliteter i syfte att driva
trafik till appen och att minska bortfallet av kunder som slutar att prenumerera pa appen. Detta
har lett till resultatet att det genomsnittliga bortfallet av kunder (Customer Churn Rate)
minskade med 6,5% under aret jaimfort med foregaende verksamhetsar. Bonzun IVF har under
verksamhetsaret haft anvdndare 1 91 lédnder. Appen erbjuder fem olika behandlingsalternativ for
maélgruppen och finns tillgénglig pé tre sprak: svenska, engelska och kinesiska.

Bonzun har under fjiarde kvartalet &terupptagit forséljningsaktiviteter gentemot IVF-kliniker
vilka tidigare varit begrédnsade pa grund av pandemin. Pandemin péverkade Bonzuns
verksambhet kraftigt negativt under foregaende ar och dven under forsta tva kvartalen. Blickar vi
framét avseende forsiljning av Bonzun IVF gentemot IVF-kliniker dr produkten i en fas for
fortsatt internationell uppskalning.

2 31)

Under fjéarde kvartalet ingick bolaget avtal med influencers i USA och England. Kampanjerna har pagatt

under november och december 2021.
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Bonzun AB
Org.nr 556884-9920

Visentliga hindelser under rikenskapsaret avseende tjéinsten Bonzun evolve

F.d. Papilly slot i forsta kvartalet avtal med HANKEN, Svenska Handelshdgskolan i
Helsingfors. Pilotavtalet har genomforts under forsta kvartalet 2021 hos en grupp doktorander,
med samma upplidgg som genomforandet hos doktorander vid Stockholms universitet under
véren 2020.

I fjarde kvartalet bytte Bolagets iKBT-program, namn frén stressprogrammet
Papilly till Bonzun evolve. I samband med det omvénda forvérvet togs all
programutveckling over internt vilket forbattrar mojligheter till snabbare
produktutveckling.

Under fjérde kvartalet ingick Bolaget avtal med bland annat KTH, IVL Svenska
Miljoinstitutet och Transportforetagen om att ge delar av personalen tillgang till
tjinsten Bonzun evolve.

Under aret har antalet programlicenser sélda till foretag 6kat med 224,9% och
forsaljningsintékterna 6kade med 141% jamfort med foregaende ér.

Finansiering

Bolaget slot i februari ett 1&neavtal pa 2,0 Mkr med Dividend Sweden AB, vilket sedan kom
att utokas med ytterligare 0,5 Mkr i juni. Samtidigt erholl bolaget dven ett 1&n om 0,5 Mkr fran
BGL Consulting AB.

Under juli-augusti erhdll f.d. Papilly tillsammans med Bonzun Health Information AB
ytterligare 1an samt lanel6ften om totalt 8,4 Mkr varav 2,5 miljoner var villkorat av
bolagsstimmans godkidnnande av den foreslagna affaren for fortsatt drift de kommande 12
ménaderna. Detta var ett krav fran Nasdaq for att kunna bli ternoterad. Kvarvarande
outnyttjade lan och laneldften per den 31:a december 2021 uppgick till 1 900 tkr.

Bonzun redovisade per den 31 december ett eget kapital i koncernen om 29 577 tkr och i
moderbolaget 61 248 tkr.

Omsittningsdkningen i moderbolaget beror pa ett storre fokus pa forséljningen mellan augusti
och december under ny VDs regi. Det omvénda forvirvet och noteringsprocessen har inneburit
en hel del extraordinira kostnader.
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Forvirv av Bonzun Health Information AB

Den 30 september 2021 forvirvade Bonzun AB samtliga aktier i Bonzun Health Information AB. Efter
forvarvet dger aktiedgarna i Bonzun Health Information AB 65% av aktierna i Bonzun AB och tidigare
aktiedgare i Bonzun AB &ger 35% av aktierna i bolaget. Efter den genomforda apportemissionen far de
tidigare dgarna i Bonzun Health Information AB kontroll 6ver Bonzun AB. Transaktionen utgor ett
omvént forvarv. Ett omvént forvérv dr ett forvérv dér den legala forvérvaren (d v s Bonzun AB) ér det
forvirvade bolaget och Bonzun Health Information AB betraktas som den redovisningsméssiga
forvirvaren 1 koncernredovisningen.

Bonzun AB forvarvar samtliga aktier i Bonzun Health Information AB genom en apportemission av totalt
1 099 086 470 aktier. Detta motsvarar en kopeskilling om cirka 68 Mkr baserat pé stdngningskursen for
Bonzuns aktie pa Nasdaq First North den 30 september 2021 som var 0,062 SEK. Stingningskursen
0,062 SEK utgdr teckningskurs i apportemissionen.

Koncernredovisningen publiceras i det legala moderbolagets namn, men &r de facto en fortsattning pa
Bonzun Health Information ABs finansiella rapporter och dess jamforelsesiffror. Presenterad information
i koncernredovisningen utgors, fram till forvarvsdagen den 30 september 2021, av siffror kopplade till
Bonzun Health Information ABs. Resultat fran Bonzun AB koncernen medréknas i resultatrakningen
endast frén den 1 oktober 2021. Samtliga upplysningar kopplade till moderbolaget avser det legala
moderbolaget Bonzun AB.

Preliminér forvirvsanalys Bonzun AB
Verkligt virde forvirvade tillgingar och skulder

Immateriella anldggningstillgdngar 133
Materiella anldggningstillgdngar 0
Varulager 0
Ovriga fordringar 999
Likvida medel 1634
Langfristiga skulder 0
Ovriga kortfristiga skulder 7294
Netto identifierbara tillgingar och skulder 4528
Utgivning av nya aktier 36 693
Koncernmiissig goodwill 41 221
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Visentliga hindelser efter rikenskapsarets slut
Den 14 januari 2022 offentliggjordes, godkéndes och registrerades prospekt med anledning av
forestdende foretradesemission hos Finansinspektionen.

Teckningsperioden i foretrddesemissionen avslutades den 31 januari 2021 och det slutliga utfallet visade
att nyemissionen tecknades till cirka 4,6 MSEK med stdd av unitrétter och cirka 1,0 MSEK utan stéd av
unitrétter. Resterande del, motsvarande 8,5 MSEK, tecknades av emissionsgaranter i enlighet med
ingdngna emissionsgarantiavtal. Den genomforda foretradesemissionen tillférde Bonzun cirka 14,1
MSEK f6re emissionskostnader, varav Bonzuns vd Bonnie Roupé, genom Bonz Unlimited AB, samt
marknadschef Emma Wichman tecknade 360 000 respektive 150 000 units, motsvarande sammanlagt ca
1,3 MSEK.

Ny ekonomiansvarig, Jozefa Gronqvist ersétter tidigare konsultande Olof Hermelin.

Bonzun AB godkéndes av Forsakringskassan som anordnare av arbetsplatsinriktat rehabiliteringsstod. Det
ar Forsékringskassans utokade satsning for att forebygga och forkorta sjukfranvaro och dér arbetsgivare
kan f3 tillbaka hélften av kostnaden for olika former av stddinsatser. Insatser ska utforas av en anordnare
som &r godkénd av Forsékringskassan. Bonzuns foretagskunder genom tjansten Bonzun evolve, kan
séledes fa tillbaka som mest 10 000 kr per anstélld och ar samt max 200 000 kr per ar per arbetsplats av
Forséakringskassan.

Visentliga risker och osiikerhetsfaktorer

Bonzuns utbud av digitala tjénster &r beroende av 16pande teknisk utveckling och forddling samtidigt som
dessa ér relativt nya pa health tech-marknaden. Det 4r av vikt att bolagets tekniska 16sningar fortsétter
utvecklas sa att tjansternas funktionalitet motsvarar kundernas krav och 6nskemal. For detta har bolaget
varit beroende av extern finansiering. Bolagets intjaningsforméga och framtida kapitalbehov blir
osékerhetsfaktorer. Styrelsen ser kontinuerligt 6ver bolagets potentiella finansieringsbehov for att
sékerstilla att bolaget har de nddvéandiga finansiella resurserna for att kunna genomfora den beslutade
strategiska inriktningen i bolaget och dess dotterbolag. Bolaget befinner sig i en expansiv fas med fokus
pa séljaktiviteter. For nérvarande genereras dock inte tillrdckligt kassaflode fran verksamheten for att
finansiera den l0pande driften. Som ovan nédmnts har bolaget efter rdkenskapsarets utgéng tillfort kapital
genom foretradesemission.
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Bonzun AB
Org.nr 556884-9920

Agarférhallanden
Agare

Bonz Unlimited AB
Forséakringsaktiebolaget Avanza Pension
Ax:son Johnson, Bo
Finnabukten AB

SEB Life International
Westerinvest AB

Shamon Mukhlis

SEB Pank AS

Lundqvist Karl-Fredrik

BNP Parubas Sec Services Paris
Ovriga dgare

Summa

Flerarsoversikt (Tkr)
Koncernen

Nettoomséttning

Resultat efter finansiella poster
Balansomslutning

Soliditet (%)

Antal anstéllda

Moderbolaget
Nettoomséttning

Resultat efter finansiella poster
Balansomslutning

Soliditet (%)

Antal anstéllda

2021
359
-9576
48 468
61,0

3

2021
896
-9172
71 507
85,6

2

Antal aktier Agarandel
4021310 23,78%
872 163 5,16%
625 984 3,70%
599 175 3,54%
273 616 1,62%
200 896 1,19%
147 777 0,87%
140 052 0,83%
134 851 0,80%
115814 0,68%
9777 388 57,80%
16 909 023 100%
2020 2019
555 1319
-9.435 -12 717
4073 6 746
55,9 5,3
1 3

For definitioner av nyckeltal, se Redovisnings- och vérderingsprinciper.

2018
1088
-11 569
10312
71,4

Koncernredovisningen upprittas for forsta gdngen. Koncernen och moderforetaget tillimpar
BFNAR 2012:1 Arsredovisning och Koncernredovisning (K3).
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Bonzun AB
Org.nr 556884-9920

Forindring av eget kapital (Tkr)

Koncernen

Belopp vid érets ingéng
Disposition enligt beslut av
arets arsstimma:
Kvittningsemission
Nyemission
Apportemission i omvént
forvarv

Omfordelning av
aktiekapital pga omvént
forvarv

Omforing konvertibellan
Arets resultat

Belopp vid rets utging

Moderbolaget

Belopp vid érets ingéng
Disposition enligt beslut av
arets arsstimma:
Balanseras i ny rikning
Nyemission

kostnader

Aktivering av utv.
kostnader

Arets resultat

Belopp vid érets utging

Forslag till vinstdisposition

Aktie-
kapital
208
22

11

5495

2719

8455

Aktie-
kapital

2959

5495

8 454

Pagiende
emission
aktiekapital

11

-11

Fond for
utveckl. utgift

631

-631
16

16

Annat eget

Ovrigt

kapital

tillskjutet inkl. arets

kapital

26 680

7 884

31198

-2719

63 043

Overkurs- Balanserat
fond resultat

53113 -44 990

-9 435
62 648
631

-16

115761 -53 810

Styrelsen foreslar att till forfogande stdende vinstmedel (kronor):

fri 6verkursfond
ansamlad forlust
arets forlust

disponeras sa att
i ny rdkning Gverfores

115 760 824
-53 810 877
-9 172 484
52 777 463

52777 463
52 777 463

resultat

-28 317

-4 028
-9576
-41 921

Arets
resultat

-9 435

9435

-9172
-9172

Koncernens och moderbolagets resultat och stillning i1 ovrigt framgér av efterfoljande resultat- och
balansrékningar samt kassaflodesanalyser med noter.
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Totalt

-1 418

7906

36 693

-4 028
-9 576
29577

Totalt

2277

68 143

9172
61 248
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Koncernens 11‘“”
Resultatrikning
Nettoomséttning 2

Ovriga rorelseintikter

Rorelsens kostnader
Ovriga externa kostnader 3
Personalkostnader 4

Avskrivningar och nedskrivningar av materiella och
immateriella anldggningstillgdngar

Ovriga rérelsekostnader

Rorelseresultat

Resultat fran finansiella poster

Ovriga rinteintikter och liknande resultatposter
Réntekostnader och liknande resultatposter
Resultat efter finansiella poster

Resultat fore skatt

Arets resultat

Transaktion 09222115557468722172

Signerat BR, JK, HJ, JBJ, JD

2021-01-01
-2021-12-31

359 480
148 992
508 472

-5 046 282
-2 117 078

-2 482 967

-35038
-9 681 365
-9 172 893

314 000
=716 742
-402 742

-9 575 635

-9 575 635

-9 575 635
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Koncernens Not 2021-12-31
Balansriakning

TILLGANGAR
Anléiggningstillgangar

Immateriella anliiggningstillgangar
Balanserade utgifter for utvecklingsarbeten och liknande

arbeten 5 4 662 607

Koncessioner, patent, licenser, varumirken samt

liknande réttigheter 6 119 728

Goodwill 7 40 191 000
44 973 335

Finansiella anliggningstillgingar

Andelar 1 intresseforetag och gemensamt styrda foretag 8 0
0
Summa anléiggningstillgdngar 44 973 335

Omsittningstillgingar

Kortfristiga fordringar

Kundfordringar 105 057
Ovriga fordringar 701 432
Forutbetalda kostnader och upplupna intékter 9 2078 942

2 885 431
Kassa och bank 609 231
Summa omsittningstillgingar 3 494 662
SUMMA TILLGANGAR 48 467 997

Transaktion 09222115557468722172
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Koncernens
Balansriakning

EGET KAPITAL OCH SKULDER

Eget kapital

Eget kapital hinforligt till moderforetagets
aktiedgare

Aktiekapital

Annat eget kapital inklusive érets resultat
Eget kapital hinforligt till moderforetagets
aktiedgare

Summa eget kapital
Langfristiga skulder
Skulder till kreditinstitut

Kortfristiga skulder

Leverantorsskulder

Ovriga skulder

Upplupna kostnader och forutbetalda intdkter

SUMMA EGET KAPITAL OCH SKULDER

Transaktion 09222115557468722172

Not 2021-12-31

10

11

Signerat BR, JK, HJ, JBJ, JD

8454 512
21122 042

29 576 554

29 576 554

866 664
866 664

1710013
14 381 650
1933116
18 024 779

48 467 997
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Koncernens
Kassaflodesanalys

Den lopande verksamheten

Resultat efter finansiella poster

Justeringar for poster som inte ingar i kassaflodet m.m
Kassaflode frin den lopande verksamheten fore
forandringar av rorelsekapital

Kassaflode fran foridndringar i rorelsekapital
Foréndring kundfordringar

Foréndring av kortfristiga fordringar
Foréndring leverantdrsskulder

Foréndring av kortfristiga skulder

Kassaflode frin den lopande verksamheten

Investeringsverksamheten
Investeringar i immateriella anldggningstillgangar
Kassaflode frian investeringsverksamheten

Finansieringsverksamheten

Upptagna lan

Amortering av lan

Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel vid arets borjan

Likvida medel vid arets borjan
Likvida medel vid drets slut

Transaktion 09222115557468722172

Not 2021-01-01
1 -2021-12-31

-9 575 635
2482967

-7 092 668

7272
-989 000
52 000
702 652
7319 744

-1 925 025
-1 925 025

11 100 000
-1 428 000
9672000

427 231

182 000
609 231
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Signerat BR, JK, HJ, JBJ, JD



Bonzun AB
Org.nr 556884-9920

Moderbolagets
Resultatrikning

Rorelsens intikter
Nettoomséttning
Ovriga rorelseintikter

Rorelsens kostnader
Ovriga externa kostnader
Personalkostnader

Avskrivningar och nedskrivningar av materiella och
immateriella anldggningstillgdngar

Rorelseresultat

Resultat fran finansiella poster
Resultat fran andelar i koncernforetag
Réntekostnader och liknande resultatposter

Resultat efter finansiella poster

Resultat fore skatt

Arets resultat

Transaktion 09222115557468722172

Signerat BR, JK, HJ, JBJ, JD

Not 2021-01-01
1 -2021-12-31

2 896 121
288
896 409

3 -6 036 408
4 -1 016 628

-2294 670
-9 347 706
-8 451 297

0

-721 187
-721 187
-9172 484

-9172 484

-9172 484

12 (31)

2020-01-01
-2020-12-31

554 884
0
554 884

-4 901 543
-683 739

-3 469 848
-9 055130
-8 500 246

-477 070
-457 881
-934 951
-9 435197

-9 435197

-9 435197
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Moderbolagets 11‘“” 2021-12-31

Balansriakning

TILLGANGAR

Anléiggningstillgangar

Immateriella anliiggningstillgangar

Balanserade utgifter for utvecklingsarbeten och liknande

arbeten 5 16 151

Koncessioner, patent, licenser, varuméirken samt

liknande réttigheter 6 99 636

115 787

Finansiella anliggningstillgingar

Andelar i koncernforetag 12,13 68 193 361

Andelar i intresseforetag och gemensamt styrda foretag 8, 14 0
68 193 361

Summa anliggningstillgdngar 68 309 148

Omsittningstillgingar

Kortfristiga fordringar
Kundfordringar 105 057

Fordringar hos koncernforetag 1 644 838
Ovriga fordringar 550 750
Forutbetalda kostnader och upplupna intékter 9 645 407

2 946 052
Kassa och bank 337 981
Summa omsittningstillgingar 3284033
SUMMA TILLGANGAR 71593 181

Transaktion 09222115557468722172

13 31)

2020-12-31

2270766

123 540
2394 306

50 000

0

50 000
2444 306

126 980
0

241 507
40 725
409 212

1219170
1 628 382

4 072 688
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Moderbolagets Not 2021-12-31 2020-12-31
Balansriakning

EGET KAPITAL OCH SKULDER

Eget kapital 15

Bundet eget kapital

Aktiekapital 8454512 2959079

Fond for utvecklingsutgifter 16 151 630 585

8470 663 3589 664

Fritt eget kapital

Fri 6verkursfond 115 760 824 53112 896

Balanserad vinst eller forlust -53 810 877 -44 990 114

Arets resultat -9172 484 -9435197
52777 463 -1 312 415

Summa eget kapital 61248 126 2277249

Avsittningar

Uppskjuten skatteskuld 16 0 0

Summa avsittningar 0 0

Kortfristiga skulder

Leverantdrsskulder 814 871 451 924

Skulder till koncernforetag 37 185 37 185

Ovriga skulder 8 181 521 789 939

Upplupna kostnader och forutbetalda intdkter 11 1311478 516 391

Summa Kkortfristiga skulder 10 345 055 1795 439

SUMMA EGET KAPITAL OCH SKULDER 71 593 181 4 072 688

Transaktion 09222115557468722172
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Moderbolagets
Kassaflodesanalys

Den lopande verksamheten

Resultat efter finansiella poster

Justeringar for poster som inte ingar i kassaflodet
Kassaflode fran den lopande verksamheten fore
forandring av rorelsekapital

Kassaflode fran foridndring av rorelsekapitalet
Foréndring av kundfordringar

Foréndring av kortfristiga fordringar

Foréndring av leverantdrsskulder

Foréndring av kortfristiga skulder

Kassaflode frin den lopande verksamheten

Investeringsverksamheten
Investeringar i immateriella anldggningstillgangar
Kassaflode frian investeringsverksamheten

Finansieringsverksamheten

Nyemission

Upptagna lan

Amortering av lan

Kassaflode fran finansieringsverksamheten

Arets kassaflode

Likvida medel vid arets borjan
Likvida medel vid érets borjan
Kursdifferens i likvida medel
Kursdifferens 1 likvida medel
Likvida medel vid arets slut

Transaktion 09222115557468722172

Signerat BR, JK, HJ, JBJ, JD

Not 2021-01-01
1 -2021-12-31

-9 172 484
2294 382

-6 878 102

21923

-2 558762
362 947
586 668
-8 465 326

-16 151
-16 151

0

9 640 000

-2 040 000
7 600 000

-881 477

1219170

288
337 981

15 31)

2020-01-01
-2020-12-31

-8 958 128
3469 848

-5 488 280

-22°175
-38 809
-151 698
-627 714
-6 328 676

-163 850
-163 850

11351 767

0
-3 810 000
7 541 767

1 049 241

169 929

0
1219170
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Noter

Not 1 Redovisnings- och virderingsprinciper

Allméinna upplysningar

Arsredovisningen och koncernredovisningen ér upprittad i enlighet med arsredovisningslagen och
BFNAR 2012:1 Arsredovisning och koncernredovisning (K3).

Fordringar och skulder i utlindsk valuta har vérderats till balansdagens kurs. Kursvinster och
kursforluster pa rorelsefordringar och rorelseskulder redovisas i rorelseresultatet medan kursvinster och
kursforluster pé finansiella fordringar och skulder redovisas som finansiella poster.

Redovisningsprinciperna ér ofordndrade jdmfort med foregaende ar.
Moderforetaget och koncernen tillimpar samma redovisningsprinciper om inte annat framgér nedan.
Koncernredovisning upprittas for forsta gangen for ar 2021.

Rorelseforviarv
Rorelseforverv redovisas enligt forvarvsmetoden.

Intiktsredovisning

Intédkter har tagits upp till verkligt virde av vad som erhallits eller kommer att erhallas och redovisas i den
omfattning det dr sannolikt att de ekonomiska fordelarna kommer att tillgodogoras bolaget och intdkterna
kan beréknas pa ett tillforlitligt sétt.

Koncernens intdkter bestar i huvudsak av forsiljning av licenser samt forsiljning av tjanster s som
utbildning och foreldsningar.

Varor-produkter/licenser
Vid forséljning av varor och licenser redovisas normalt inkomsten som intdkt nir de visentliga formaner
och risker som &r forknippade med dgandet av varan har 6verforts frén foretaget till kdparen.

Forséljning av tjanster
Intédkter frén forsédljning av tjénster pé l6pande rikning redovisas som intdkt i den period som arbetet
utfors i och material levereras eller forbrukas.

Koncernredovisning

Konsolideringsmetod

Intresseforetag och gemensamt styrt foretag

Som intresseforetag raknas sddana foretag dir foretaget har ett betydande men inte bestimmande
inflytande. Ett betydande inflytande anses normalt foreligga néir foretaget 4ger minst 20 % men inte mer
dn 50 % av rOsterna i ett annat foretag.

Transaktion 09222115557468722172
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Transaktioner mellan koncernforetag

Goodwill

Goodwill ér den skillnad som uppkommer om anskaffningsvirdet for den forvérvade enheten ar hogre én
vérdet pa den forviarvade enhetens nettotillgangar. Vid forvarvstidpunkten redovisas den uppkomna
goodwillen som en tillgéng i balansridkningen.

Redovisningsprinciper for enskilda balansposter
Immateriella anliiggningstillgangar

Anskaffning genom intern upparbetning

Koncernen tilldmpar aktiveringsmodellen vilket innebér att arbetet med att ta fram en internt upparbetad
immateriell anlédggningstillgang delas upp i en forskningsfas och en utvecklingsfas. Samtliga utgifter som
hérrdr fran koncernens forskningsfas redovisas som kostnad nér de uppkommer. Samtliga utgifter for
utveckling av de internetbaserade hélsotjénsterna redovisas som en tillgdng om samtliga f6ljande villkor
ar uppfyllda:

det ar tekniskt mojligt att fardigstdlla den immateriella anldggningstillgdngen s att den kan anvéndas
eller sdljas, foretagets avsikt dr att fardigstélla den immateriella anldggningstillgangen och att anvénda
eller sdlja den, det finns forutséttningar for att anvénda eller sdlja den immateriella anldggningstillgéngen,
det dr sannolikt att den immateriella anldggningstillgdngen kommer att generera framtida ekonomiska
fordelar, det finns erforderliga och adekvata tekniska, ekonomiska och andra resurser for att fullfolja
utvecklingen och for att anvénda eller sélja den immateriella anléggningstillgangen och de utgifter som é&r
hénforliga till den immateriella anléggningstillgangen under dess utveckling kan berdknas tillforlitligt.

Avskrivning pabdrjas nér tillgangen kan anvéndas. Aktiverade utgifter skrivs av linjart dver en bedémd
nyttjandeperiod om:

Aktiverade utvecklingskostnader 20% per ar
Varumérken 10% per ar
Goodwill 10% per ar

Borttagande frdn balansrdikningen

En immateriell anlédggningstillgang tas bort fran balansrdkningen vid utrangering eller avyttring, eller nir
inte nagra framtida ekonomiska fordelar véntas frén anvidndning eller utrangering/avyttring av tillgdngen.
Den vinst eller forlust som uppkommer nér en immateriell anldggningstillgang tas bort fran
balansrékningen &r skillnaden mellan vad som eventuellt erhalls, efter avdrag for direkta
forsiljningskostnader, och tillgdngens redovisade vérde. Detta redovisas i resultatrdkningen som en 6vrig
rorelseintékt eller 6vrig rorelsekostnad.

Nedskrivningar av materiella anliiggningstillgingar och immateriella tillgangar exklusive goodwill
Vid varje balansdag analyserar koncernen de redovisade virdena for materiella anldggningstillgangar och
immateriella tillgdngar for att faststélla om det finns nagon indikation pé att dessa tillgdngar har minskat i
vérde. Om sé ar fallet, beréknas tillgangens atervinningsvérde for att kunna faststélla virdet av en
eventuell nedskrivning. Dér det inte &r mojligt att berdkna atervinningsvérdet for en enskild tillgang,
berdknar koncernen dtervinningsvérdet for den kassagenererande enhet till vilken tillgdngen hor.

Atervinningsvirdet dr det hdgsta av verkligt viirde med avdrag for forsiljningskostnader och
nyttjandevirdet. Verkligt virde med avdrag for forséljningskostnader &r det pris som koncernen berdknar
kunna erhélla vid en forséljning mellan kunniga, av varandra oberoende parter, och som har ett intresse av
att transaktionen genomfors, med avdrag for sddana kostnader som ar direkt hanforliga till forséljningen.
Vid berdkning av nyttjandevérde diskonteras uppskattat framtida kassafldde till nuvirde med en
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diskonteringsrinta fore skatt som éterspeglar aktuell marknadsbedémning av pengars tidsvirde och de
risker som forknippas med tillgdngen. For att berdkna de framtida kassaflodena har koncernen anvént
budget for de kommande fem é&ren.

Om atervinningsvérdet for en tillgdng (eller kassagenererande enhet) faststills till ett lagre virde dn det
redovisade vérdet, skrivs det redovisade vérdet pa tillgangen (eller den kassagenererande enheten) ned till
atervinningsvérdet. En nedskrivning ska omedelbart kostnadsforas i resultatrikningen. Vid varje
balansdag gor koncernen en beddmning om den tidigare nedskrivningen inte ldngre dr motiverad. Om sé
ar fallet aterfors nedskrivningen delvis eller helt. D& en nedskrivning aterfors, okar tillgdngens (den
kassagenererande enhetens) redovisade virde. Det redovisade virdet efter dterforing av nedskrivning fér
inte Overskrida det redovisade virde som skulle faststéllts om ingen nedskrivning gjorts av tillgdngen
(den kassagenererande enheten) under tidigare ar. En dterforing av en nedskrivning redovisas direkt i
resultatrikningen.

Avskrivning av goodwill

Goodwill som uppkommit vid ett rorelseforvirv utgor skillnaden mellan anskaffningsvérdet for
rorelseforvirvet och det verkliga vérdet av identifierbara nettotillgdngar, 6vertagna skulder samt
redovisade eventualforpliktelser.

Goodwill virderas till anskaffningsvirde minus eventuella ackumulerade nedskrivningar. Goodwill
fordelas pa de kassagenererande enheterna och testas arligen for nedskrivningsbehov under fjarde
kvartalet, eller nér det finns en indikation om nedskrivningsbehov. Nedskrivning av goodwill aterfors
inte. Goodwill som uppkommit vid forvérv av intresseforetag inkluderas i det redovisade vérdet for
andelar i intresseforetag.

Materiella anliggningstillgangar
Materiella anldggningstillgdngar redovisas till anskaffningsvirde efter avdrag for ackumulerade
avskrivningar och eventuella nedskrivningar.

Anskaffningsvirdet bestér av inkopspriset, utgifter som dr direkt hénforliga till forvérvet for att bringa
den pa plats och i skick att anvidndas samt uppskattade utgifter for nedmontering och bortforsling av
tillgangen och éterstéllande av plats dir den finns. Tillkommande utgifter inkluderas endast i tillgangen
eller redovisas som en separat tillgdng, nir det dr sannolikt att framtida ekonomiska fordelar som ar
forknippade med posten kommer att tillfalla koncernen och att anskaffningsvérdet for densamma kan
matas pa ett tillforlitligt sétt. Alla Gvriga kostnader for reparationer och underhall samt tillkommande
utgifter redovisas i resultatrikningen den period dé de uppkommer.

Da skillnaden i forbrukningen av en materiell anlédggningstillgangs betydande komponenter bedoms vara
vésentlig, delas tillgdngen upp pé dessa komponenter.

Avskrivningar pa materiella anldggningstillgangar kostnadsfors sa att tillgdngens anskaffningsvérde,
eventuellt minskat med berdknat restviarde vid nyttjandeperiodens slut, skrivs av linjért 6ver dess
beddémda nyttjandeperiod. Om en tillgang har delats upp pa olika komponenter skrivs respektive
komponent av separat dver dess nyttjandeperiod. Avskrivning paborjas nér den materiella
anlaggningstillgdngen kan tas i bruk.

Materiella anldggningstillgdngars nyttjandeperioder uppskattas till:

Maskiner och andra tekniska anldggningstillgdngar 20% per ar
Inventarier 20% per ar

Beddmda nyttjandeperioder och avskrivningsmetoder omprovas om det finns indikationer pé att forvéntad
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forbrukning har foréndrats vésentligt jimfort med uppskattningen vid foregaende balansdag. Da foretaget
andrar bedomning av nyttjande perioder, omprdvas dven tillgangens eventuella restvirde. Effekten av
dessa dndringar redovisas framatriktat.

Borttagande frdn balansrdkningen

Det redovisade vérdet for en materiell anldggningstillgéng tas bort frén balansrékningen vid utrangering
eller avyttring, eller nér inte nagra framtida ekonomiska fordelar véntas frén anvindning eller
utrangering/avyttring av tillgangen eller komponenten. Den vinst eller forlust som uppkommer néir en
materiell anldggningstillgédng eller en komponent tas bort fran balansrdkningen ar skillnaden mellan vad
som eventuellt erhélls, efter avdrag for direkta forsdljningskostnader, och tillgdngens redovisade vérde.
Den realisationsvinst eller realisationsforlust som uppkommer nér en materiell anldggningstillgang eller
en komponent tas bort fran balansrakningen redovisas i resultatrdkningen som en 6vrig rorelseintikt eller
Ovrig rorelsekostnad.

Léaneutgifter
De laneutgifter som uppkommer da foretaget lanar kapital kostnadsfors i resultatrdkningen i den period de
uppstar.

Finansiella instrument

Finansiella instrument vérderas utifran anskaffningsvérdet. Instrumentet redovisas i balansrdkningen nér
bolaget blir part i instrumentets avtalsmassiga villkor. Finansiella tillgdngar tas bort frdn balansrdkningen
ndr rétten att erhélla kassafloden frén instrumentet har 16pt ut eller dverforts och bolaget har Gverfort i
stort sett alla risker och forméner som ar forknippade med dganderitten. Finansiella skulder tas bort fran
balansrédkningen nér forpliktelserna har reglerats eller p& annat sétt upphort.

Andelar i dotterforetag

Andelar i dotterforetag redovisas till anskaffningsvérde efter avdrag for eventuella nedskrivningar. |
anskaffningsvérdet ingér kopeskillingen som erlagts for aktierna samt forvarvskostnader. Eventuella
kapitaltillskott laggs till anskaftningsvérdet nir de uppkommer.

Kundfordringar/kortfristiga fordringar
Kundfordringar och kortfristiga fordringar redovisas som omséttningstillgéngar till det belopp som
forvintas bli inbetalt efter avdrag for individuellt bedomda osékra fordringar.

Laneskulder och leverantorsskulder

Laneskulder och leverantorsskulder redovisas initialt till anskaftningsvérde efter avdrag for
transaktionskostnader. Skiljer sig det redovisade beloppet fran det belopp som ska éterbetalas vid
forfallotidpunkten periodiseras mellanskillnaden som réntekostnad &ver 1anets 16ptid med hjilp av
instrumentets effektivranta. Harigenom 6verensstimmer vid forfallotidpunkten det redovisade beloppet
och det belopp som ska aterbetalas.

Kvittning av finansiell fordran och finansiell skuld

En finansiell tillgdng och en finansiell skuld kvittas och redovisas med ett nettobelopp i balansrakningen
endast dé legal kvittningsrétt foreligger samt dé en reglering med ett nettobelopp avses ske eller dé en
samtida avyttring av tillgangen och reglering av skulden avses ske.

Nedskrivningsprovning av finansiella anliggningstillgangar

Vid varje balansdag bedoms om det finns indikationer p& nedskrivningsbehov av nagon av de finansiella
anlaggningstillgdngarna. Nedskrivning sker om virdenedgéngen beddms vara bestdende och provas
individuellt.
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Samtliga finansiella instrument vérderas och redovisas utifran verkligt vérde i enlighet med reglerna i
kapitel 12 1 BFNAR 2012:1 (K3).

Inkomstskatter

Total skatt utgdrs av aktuell skatt och uppskjuten skatt. Skatter redovisas i resultatrdkningen, utom da
underliggande transaktion redovisas direkt mot eget kapital varvid tillhorande skatteeffekter redovisas i
eget kapital.

Aktuell skatt

Aktuell skatt avser inkomstskatt for innevarande rdkenskapsar samt den del av tidigare rakenskapsars
inkomstskatt som dnnu inte redovisats. Aktuell skatt berdknas utifran den skattesats som giller per
balansdagen.

Uppskjuten skatt

Uppskjuten skatt dr inkomstskatt som avser framtida rékenskapsar till f6ljd av tidigare héndelser.
Redovisning sker enligt balansrdkningsmetoden. Enligt denna metod redovisas uppskjutna skatteskulder
och uppskjutna skattefordringar pa temporéra skillnader som uppstér mellan bokforda respektive
skatteméssiga virden for tillgdngar och skulder samt for vriga skatteméssiga avdrag eller underskott.

Uppskjutna skattefordringar nettoredovisas mot uppskjutna skatteskulder endast om de kan betalas med
ett nettobelopp. Uppskjuten skatt berdknas utifran géllande skattesats pé balansdagen. Effekter av
forandringar i gillande skattesatser resultatfors i den period fordndringen lagstadgats. Uppskjuten
skattefordran redovisas som finansiell anldggningstillgang och uppskjuten skatteskuld som avséttning.

Uppskjuten skattefordran avseende underskottsavdrag eller andra framtida skatteméssiga avdrag
redovisas i den omfattning det &r sannolikt att avdragen kan avridknas mot framtida skatteméssiga
overskott.

Pé grund av sambandet mellan redovisning och beskattning sérredovisas inte den uppskjutna
skatteskulden som dr hénforlig till obeskattade reserver.

Ersittningar till anstillda

Erséttningar till anstéllda avser alla former av erséttningar som foretaget ldmnar till de anstéllda.
Kortfristiga erséttningar utgdrs av bland annat loner, betald semester, betald franvaro, bonus och
erséttning efter avslutad anstéllning (pension). Kortfristiga ersittningar redovisas som kostnad och en
skuld dé det finns en legal eller informell forpliktelse att betala ut en erséttning till f6ljd av en tidigare
héndelse och en tillforlitlig uppskattning av beloppet kan goras.

Incitamentsprogram

Aktierelaterade ersdttningar som regleras med egetkapitalinstrument vérderas till verkligt virde, exklusive
eventuell inverkan fran icke marknadsrelaterade villkor, vid tilldelandetidpunkten vilken dr den tidpunkt
dé foretaget ingar avtal om aktierelaterade erséttningar. Det verkliga vérdet som faststills vid
tilldelandetidpunkten redovisas som en kostnad med motsvarande justering i eget kapital fordelat over
intjdnandeperioden, baserat pa koncernens uppskattning av det antal aktier som forvéntas bli inlosbara.
Verkligt véirde beréknas genom att tillimpa Black-Scholes vérderingsmodell.

Sociala avgifter hianforliga till de aktierelaterade erséttningarna periodiseras pa samma satt som kostnaden
for de tjanster som erhalls och skulden omvérderas vid varje bokslutstidpunkt fram till dess att den &r
reglerad.
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Kassaflodesanalys
Kassaflodesanalysen upprittas enligt indirekt metod. Det redovisade kassaflodet omfattar endast
transaktioner som medfort in- eller utbetalningar.

Som likvida medel klassificerar foretaget, forutom kassamedel, disponibla tillgodohavanden hos banker
och andra kreditinstitut samt kortfristiga likvida placeringar som ar noterade pa en marknadsplats och har
en kortare 16ptid 4n tre ménader fran anskaftningstidpunkten. Fordndringar i spérrade medel redovisas i
investeringsverksamheten.

Nyckeltalsdefinitioner
Nettoomséttning
Rorelsens huvudintékter, fakturerade kostnader, sidointékter samt intdktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader men fore bokslutsdispositioner och skatter.

Balansomslutning
Foretagets samlade tillgangar.

Soliditet (%)
Justerat eget kapital (eget kapital och obeskattade reserver med avdrag for uppskjuten skatt) i procent av
balansomslutning.

Antal anstéllda
Medelantal anstillda under rdkenskapsaret.

Uppskattningar och bedomningar

Viktiga kdllor till osdkerhet i uppskattningar

Nedan redogors for de viktigaste antagandena om framtiden, och andra viktiga kéllor till osékerhet i
uppskattningar per balansdagen, som innebir en betydande risk for vésentliga justeringar i redovisade
vérden for tillgdngar och skulder under nésta rikenskapsar.

Atervinning av virdet pa aktiverade utgifter for utveckling av det digitala systemet ir beroende av att
finansiering kan erhallas enligt plan for att fardigstélla systemet. Forséljningsintékter kan erhallas forst
ndr systemet lanseras for forséljning.

Viktiga bedomningar vid tillimpning av koncernens redovisningsprinciper

I f6ljande avsnitt beskrivs de viktigaste beddmningarna, forutom de som innefattar uppskattningar (se
ovan), som foretagsledningen har gjort vid tillimpningen av koncernens redovisningsprinciper och som
har den mest betydande effekten pa de redovisade beloppen i de finansiella rapporterna.

Vid periodens utgéng har sérskild hinsyn tagits till vardering av de immateriella tillgdngarna som beddms
som den mest vésentliga posten av bolagets tillgangar. For att beddma om nedskrivningsbehov pé vérdet
av immateriella tillgdngar foreligger krévs en provning av vérde baserat pa fordelning av vérdet pa de
kassagenererande enheternas nyttjandevérde. Provningen innefattar att bolaget beddmer de forvéntade
framtida kassaflodena fran den kassagenererande enheten och en ldmplig diskonteringsrénta for att
berdkna nuvérdet.
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Not 2 Inkop och forsiljningar mellan koncernforetag

Koncernen

Andel av érets totala inkdp som skett fran andra foretag i

koncernen

Andel av érets totala forsiljningar som skett till andra foretag i

koncernen

Moderbolaget

Andel av érets totala inkdp som skett frén andra foretag i

koncernen

Andel av érets totala forséljningar som skett till andra foretag i

koncernen

Not 3 Arvode till revisorer
Koncernen

2021

0,40 %

0,00 %

2021

0,00 %

1,98 %

22 (31)

2020

0,00 %

0,00 %

Med revisionsuppdrag avses granskning av arsredovisningen och bokforingen samt styrelsens forvaltning,
ovriga arbetsuppgifter som det ankommer pa bolagets revisor att utféra samt radgivning eller annat
bitride som foranleds av iakttagelser vid sddan granskning eller genomforandet av sddana dvriga

arbetsuppgifter.

LR Revision & Redovisning Sverige AB
Revisionsuppdrag

Moderbolaget

LR Revision & Redovisning Sverige AB
Revisionsuppdrag

Allians Revision & Redovisning AB
Revisionsuppdrag
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140 000
140 000

2021

100 000
100 000

73 500
73 500

2020

149 500
149 500
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Not 4 Anstiillda och personalkostnader (storre foretag)

Koncernen

Medelantalet anstillda
Kvinnor
Min

Loner och andra erséittningar
Styrelse och verkstéllande direktor
Ovriga anstillda

Sociala kostnader
Ovriga sociala avgifter enligt lag och avtal

Totala loner, ersittningar, sociala kostnader och
pensionskostnader

Konsfordelning bland ledande befattningshavare
Andel kvinnor i styrelsen

Andel mén i styrelsen

Andel kvinnor bland 6vriga ledande befattningshavare
Andel mén bland 6vriga ledande befattningshavare

Moderbolaget

Medelantalet anstillda
Kvinnor
Min

Loner och andra erséittningar
Styrelse och verkstéllande direktor
Ovriga anstillda

Sociala kostnader
Ovriga sociala avgifter enligt lag och avtal

Totala loner, ersittningar, sociala kostnader och
pensionskostnader

Transaktion 09222115557468722172

2021

—

520 000
1101 816
1621 816

489 338
489 338

2111154

50 %
50 %
100 %

0%

2021

(e}

217 500
571770
789 270

224 426
224 426

1013 696

23 (31)

2020

—

292 216
182707
474 923

255023
255 023

729 946
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Forts. not 4

Konsfordelning bland ledande befattningshavare

Andel kvinnor i styrelsen

Andel mén i styrelsen

Andel kvinnor bland 6vriga ledande befattningshavare
Andel mén bland 6vriga ledande befattningshavare

50 %

50 %
100 %
0%

24 (31)

34 %

66 %
100 %
0%

Inga avgéngsvederlag finns avtalade for VD eller 6vriga ledande befattningshavare, utover sedvanliga

formaner under uppsigningstiden.

Inga belopp har avsatts for framtida pensionsataganden.

Not 5 Balanserade utgifter for utvecklingsarbeten och liknande arbeten

Koncernen

Ingéende anskaffningsvirden
Ink6p
Utgdende ackumulerade anskaffningsvirden

Ingéende avskrivningar
Arets avskrivningar

Utgdende ackumulerade avskrivningar

Ingéende nedskrivningar
Utgdende ackumulerade nedskrivningar

Utgdende redovisat virde

Moderbolaget

Ingéende anskaffningsvirden
Ink6p
Utgdende ackumulerade anskaffningsvirden

Ingéende avskrivningar
Arets avskrivningar

Utgdende ackumulerade avskrivningar

Ingéende nedskrivningar
Utgdende ackumulerade nedskrivningar

Utgdende redovisat virde
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2021-12-31

23 806 164
1925026
25731190

-17 159 042
-3 712 041
-20 871 083

-197 500
-197 500

4 662 607

2021-12-31

17 591 063
16 151
17 607 214

-15 122797
-2270 766
-17 393 563

-197 500
-197 500

16 151

2020-12-31

17 427 213
163 850
17 591 063

-11 676 853
-3 445 944
-15 122 797

-197 500
-197 500

2270766
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Not 6 Koncessioner, patent, licenser, varumirken samt liknande rittigheter
Koncernen
2021-12-31
Ingéende anskaffningsvirden 288 900
Utgidende ackumulerade anskaffningsvérden 288 900
Ingéende avskrivningar -140 546
Arets avskrivningar -28 926
Utgidende ackumulerade avskrivningar -169 472
Utgiende redovisat virde 119 428
Moderbolaget
2021-12-31 2020-12-31
Ingéende anskaffningsvirden 238 976 238 976
Utgidende ackumulerade anskaffningsvérden 238 976 238 976
Ingéende avskrivningar -115 436 -91 532
Arets avskrivningar -23 904 -23 904
Utgidende ackumulerade avskrivningar -139 340 -115 436
Utgdende redovisat virde 99 636 123 540
Not 7 Goodwill
Koncernen
2021-12-31
Ink6p 41221 000
Utgidende ackumulerade anskaffningsvérden 41221 000
Arets avskrivningar -1 030 000
Utgidende ackumulerade avskrivningar -1 030 000
Utgdende redovisat virde 40 191 000

Provning av vérdet pa koncernens samtliga immateriella tillgdngar gors &rligen eller nér indikationer pa
vésentliga dndringar i antaganden identifierats. Bolaget har i anslutning till bokslutsarbetet gjort en
noggrann analys av det bokforda virdet pd koncernens rorelsetillgdngar inklusive goodwill, sk
impairment test. Ett impairment test baseras pa ett antal olika antaganden om verksamheternas framtida
utveckling. Detta inneburit att nigon nedskrivning inte &r aktuell i &r.
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Not 8 Andelar i intresseforetag och gemensamt styrda foretag

26 (31)

Koncernen
2021-12-31
Ingéende anskaffningsvirden 477 071
Utgdende ackumulerade anskaffningsvirden 477 071
Ingéende nedskrivningar -477 071
Utgdende ackumulerade nedskrivningar -477 071
Utgdende redovisat virde 0
Moderbolaget
2021-12-31 2020-12-31
Ingéende anskaffningsvirden 477 071 477 071
Utgdende ackumulerade anskaffningsvirden 477 071 477 071
Ingéende nedskrivningar -477 071 -477 071
Utgdende ackumulerade nedskrivningar -477 071 -477 071
Utgdende redovisat virde 0 0

Ovillkorat aktiedgartillskott lamnades 2019 till Kilafors Hotell och Fastighet AB i form av till
verksamheten tidigare inkOpta inventarier. Tillskottet ldimnades i samband med etableringen av bolaget.
Till £6ljd av Corona-pandemin dndrades forutsdttningarna for bada bolagen i Kilafors (se nedan) patagligt
negativt och de redovisade stora forluster. Da huvudédgarna deklarerat att inte driva verksamheterna vidare
beslutades att skriva ned vérdena pa respektive innehav helt vid arsbokslutet 2020.
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Not 9 Forutbetalda kostnader och upplupna intikter
Koncernen

Forutbetalda marknadsforingskostnader

Forutbetalda hyreskostnader

Forutbetalda kostnader relaterade till kapitalanskaffning
Ovriga forutbetalda kostnader

Upplupna intékter

Moderbolaget

Forutbetalda hyreskostnader

Forutbetalda kostnader relaterade till kapitalanskaffning
Ovriga forutbetalda kostnader

Upplupna intékter

Not 10 Langfristiga skulder
Koncernen

Skulder som ska betalas senare &n ett ar efter balansdagen
Skulder som ska betalas senare &n fem ar efter balansdagen
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1417725
90 000
505 610
49 828
15779
2078 942

2021-12-31

90 000
505 610
34018
15779
645 407

2021-12-31

800 016
66 648
866 664

27 31)

2020-12-31

20072
0
20653
0
40 725
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Not 11 Upplupna kostnader och forutbetalda intiikter

Koncernen

Upplupna personalkostnader
Upplupna rinte- och garantikostnader
Upplupna 6vriga kostnader
Forutbetalda intdkter

Moderbolaget

Upplupna personalkostnader
Upplupna rantekostnader
Upplupna 6vriga kostnader
Forutbetalda intdkter

Not 12 Andelar i koncernforetag
Moderbolaget

Ingéende anskaffningsvirden
Ink6p
Utgdende ackumulerade anskaffningsvirden

Ingéende nedskrivningar
Utgdende ackumulerade nedskrivningar

Utgdende redovisat virde
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2021-12-31

782 091
580 945
272174
297 906
1933116

2021-12-31

449 644
350 666
213262
297 906
1311 478

2021-12-31

566 393
68 143 361
68 709 754

-516 393
-516 393

68 193 361
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2020-12-31

115757
51200
349 434
0

516 391

2020-12-31
566 393

0

566 393

-516 393
-516 393

50 000
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Not 13 Specifikation andelar i koncernforetag

Moderbolaget

Namn

Bonzun Evolve AB
Bonzun Health Information
AB

Bonzun Evolve AB
Bonzun Health Information AB

Kapital-

andel
100%

100%

Org.nr
556884-9912
556326-8514

Rostritts- Antal

andel andelar
100% 500

100% 241 149

Sate
Stockholm
Stockholm

Bokfort
virde
50 000

68 143 361
68 193 361

Eget kapital
50 000
1294 562

Not 14 Specifikation andelar i intresseforetag och gemensamt styrda foretag

Koncernen

Namn

Kilafors Herrgérd Rehabilitering
AB

Kilafors Hotell och Fastighet AB

Kilafors Herrgérd Rehabilitering
AB
Kilafors Hotell och Fastighet AB

Moderbolaget

Namn

Kilafors Herrgérd Rehabilitering
AB

Kilafors Hotell och Fastighet AB

Kilafors Herrgérd Rehabilitering
AB
Kilafors Hotell och Fastighet AB

Kapital-
andel

25%
25%

Org.nr

559218-3072
559224-4221

Kapital-
andel

25%
25%

Org.nr

559218-3072
559224-4221

Not 15 Antal aktier och kvotvirde

Moderbolaget

Namn
Antal A-Aktier

Transaktion 09222115557468722172

Rostratts- Antal
andel andelar
25% 125
25% 125
Site Eget kapital
Bollnis kommun -153 093
Bollnis kommun 137 581
Rostratts- Antal
andel andelar
25% 125
25% 125
Site Eget kapital
Bollnis kommun -153 093
Bollnis kommun 137 581
Antal
aktier
16 909 023
16 909 023

Signerat BR, JK, HJ, JBJ, JD

29 (31)

Resultat
-7 009
-6 202 142

Resultat

-203 093
-62 009

Bokfort
virde

12 500
12 500
25000

Resultat

-203 093
-62 009

Kvot-
virde
0,5
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Not 16 Uppskjuten skattefordran och skatteskuld, underskottsavdrag

Moderbolaget

Uppskjutna skattefordringar vérderas till hdgst det belopp som sannolikt kommer att atervinnas baserat pa
innevarande och framtida skattepliktiga resultat. Bolaget har outnyttjade underskottsavdrag uppgéende till
93 768 Tkr (84 602 Tkr) varav 93 768 Tkr (84 602 Tkr) avser ej redovisade underskottsavdrag. Dessa
avser skatteméssiga forluster och foretaget bedomer det osékert om dessa underskottsavdrag kommer att
kunna utnyttjas p.g.a. osékerhet om nér i framtiden tillréckliga skattepliktiga 6verskott kommer att
genereras. Diarmed har upplupna skattefordringar inte redovisats.

Not 17 Stillda sikerheter och eventualforpliktelser

Koncernen
2021-12-31
Garantibelopp for ldneskuld fran Dividend Sweden AB 600 000
Garantibelopp for 1&neskuld fran BGL Management AB 200 000
Garantibelopp for ldneskuld fran LOC AB 100 000
900 000
Moderbolaget
2021-12-31 2020-12-31
Garantibelopp for ldneskuld fran Dividend Sweden AB 600 000 0
Garantibelopp for 1&neskuld fran BGL Management AB 200 000 0
Garantibelopp for 1dneskuld fran LOC AB 100 000 0
900 000 0

Garantibelopp géllande skulder utbetalas och kostnadsfors i samband med &terbetalning av 14n.
Reglering av 1&n sker under forsta kvartalet 2022.
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Not 18 Visentliga hiindelser efter rikenskapsarets slut

Koncernen

Den 14 januari 2022 offentliggjordes, godkédndes och registrerades prospekt med anledning av
forestdende foretrddesemission hos Finansinspektionen.

Teckningsperioden i foretrddesemissionen avslutades den 31 januari 2021 och det slutliga utfallet visade
att nyemissionen tecknades till cirka 4,6 MSEK med stdd av unitrétter och cirka 1,0 MSEK utan stod av
unitritter. Resterande del, motsvarande 8,5 MSEK, tecknades av emissionsgaranter i enlighet med
ingdngna emissionsgarantiavtal. Den genomforda foretradesemissionen tillférde Bonzun cirka 14,1
MSEK f6re emissionskostnader, varav Bonzuns vd Bonnie Roupé, genom Bonz Unlimited AB, samt
marknadschef Emma Wichman tecknade 360 000 respektive 150 000 units, motsvarande sammanlagt ca
1,3 MSEK.

Ny ekonomiansvarig, Jozefa Gronqvist ersétter tidigare konsultande Olof Hermelin.

Bonzun AB godkéndes av Forsakringskassan som anordnare av arbetsplatsinriktat rehabiliteringsstod. Det
ar Forsdkringskassans utokade satsning for att forebygga och forkorta sjukfranvaro och dér arbetsgivare
kan f3 tillbaka hélften av kostnaden for olika former av stddinsatser. Insatser ska utforas av en anordnare
som &r godkénd av Forsékringskassan. Bonzuns foretagskunder genom tjansten Bonzun evolve, kan
saledes f tillbaka 10 000 kr per anstélld och ar samt upp till 200 000 kr per &r per arbetsplats av
Forsékringskassan.

Hakan Johansson Josefine Bin Jung
Ordforande
Jacob Dalborg Bonnie Roupé Geijer

Verkstillande direktor

Min revisionsberittelse har [dmnats den 29 april 2022

Johan Kaijser
Auktoriserad revisor
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pa: https://scrive.com/verify
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 

Index

1. Purpose

2. What is quality digital evidence?

2.1 Integrity

2.2 Accessibility

2.3 Evidence of intent

2.4 Evidence of identity

2.5 Evidence of time

2.6 Event history

2.7 Control

3. Scrive’s solution

3.1 Introduction

3.2 Summary

4. Benchmarking the evidence quality of the Evidence Package

1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)

[image: N2.png],_,—<] {7 1970-01-0100:0000 UTC

Ey 1970-01-01 00:00:01 UTC
NEWSPAPER N
'_rq — | 1970-01-01 00:00:02 UTC

M 1970-01-01 00:00:03 UTC









Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2022-05-06 09:12:27.050036 UTC ±1 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      92.33.163.241

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The initiator Bonnie Roupé (BR) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-08-04 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
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    		2022-05-06 09:10:18.026049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hakan@seagull.se) and SMS (+46704783149) to Håkan Johansson (HJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-06 09:12:27.050036 UTC ±1 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (josefinebinjung@gmail.com) to Josefine Bin Jung (JBJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-06 09:12:27.050036 UTC ±1 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jacob.dalborg@gmail.com) and SMS (+46730464016) to Jacob Dalbog (JD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-06 09:12:28.020225 UTC ±1 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      92.33.163.241

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36

      

    

    		

      

        The signatory Bonnie Roupé (BR) signed the document.

      


    

  



  

  

    		2022-05-06 09:12:33.989989 UTC ±1 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Håkan Johansson (HJ) was delivered.

      


    

  



  

  

    		2022-05-06 09:12:34.010005 UTC ±1 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Josefine Bin Jung (JBJ) was delivered.

      


    

  



  

  

    		2022-05-06 09:12:34.031496 UTC ±1 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jacob Dalbog (JD) was delivered.

      


    

  



  

  

    		2022-05-06 09:12:37.250611 UTC ±1 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Håkan Johansson (HJ) was delivered.

      


    

  



  

  

    		2022-05-06 09:12:42.948373 UTC ±1 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Jacob Dalbog (JD) was delivered.

      


    

  



  

  

    		2022-05-06 09:44:24.998723 UTC ±7 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      80.124.17.61

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Safari/605.1.15

      

    

    		

      

        The party Jacob Dalbog (JD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-06 09:44:26.245782 UTC ±7 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jacob.dalborg@gmail.com was opened.

      


    

  



  

  

    		2022-05-06 09:44:36.944869 UTC ±7 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      80.124.17.61

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Safari/605.1.15

      

    

    		

      

        The signatory Jacob Dalbog (JD) signed the document.

      


    

  



  

  

    		2022-05-06 10:08:45.003363 UTC ±11 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      158.174.187.94

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36

      

    

    		

      

        The party Håkan Johansson (HJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-06 10:09:16.178264 UTC ±11 ms

    		2022-05-06 09:10:18.026049 UTC

    		

      158.174.187.94

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36

      

    

    		

      

        The signatory Håkan Johansson (HJ) signed the document.

      


    

  



  

  

    		2022-05-06 13:06:58.754555 UTC ±10 ms

    		2022-05-06 12:10:23.498485 UTC

    		

      171.6.243.220

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-G9810) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

      

    

    		

      

        The party Josefine Bin Jung (JBJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-06 13:07:01.212252 UTC ±10 ms

    		2022-05-06 12:10:23.498485 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to josefinebinjung@gmail.com was opened.

      


    

  



  

  

    		2022-05-06 13:07:10.318995 UTC ±10 ms

    		2022-05-06 12:10:23.498485 UTC

    		

      171.6.243.220

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-G9810) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

      

    

    		

      

        The signatory Josefine Bin Jung (JBJ) signed the document.

      


    

  



  

  

    		2022-05-06 13:07:10.318995 UTC ±10 ms

    		2022-05-06 12:10:23.498485 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (johan.kaijser@lr-revision.se) to Johan Kaijser (JK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-05-06 13:07:28.818137 UTC ±11 ms

    		2022-05-06 12:10:23.498485 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Kaijser (JK) was delivered.

      


    

  



  

  

    		2022-05-06 15:13:26.935428 UTC ±2 ms

    		2022-05-06 15:10:29.158344 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan.kaijser@lr-revision.se was opened.

      


    

  



  

  

    		2022-05-06 15:47:43.586187 UTC ±18 ms

    		2022-05-06 15:10:29.158344 UTC

    		

      79.6.139.181

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Johan Kaijser (JK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-05-06 15:48:01.823051 UTC ±18 ms

    		2022-05-06 15:10:29.158344 UTC

    		

      79.6.139.181

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Johan Kaijser (JK) signed the document.

      


    

  



  

  

    		2022-05-06 15:48:01.823051 UTC ±18 ms

    		2022-05-06 15:10:29.158344 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.33 ms

		standard deviation: 0.94 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈98.775%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-03-25 23:35:43.953118 UTC and 2022-05-06 15:10:29.158344 UTC:







  		Time collected

  		Clock offset







  

    		2022-03-25 23:35:43.953118

    		-1.1 ms

  





  

    		2022-03-26 00:35:45.774986

    		-1.3 ms

  





  

    		2022-03-26 01:35:47.356099

    		-1.0 ms

  





  

    		2022-03-26 02:35:49.123562

    		0.7 ms

  





  

    		2022-03-26 03:35:52.226291

    		1.2 ms

  





  

    		2022-03-26 04:35:54.88098

    		0.6 ms

  





  

    		2022-03-26 05:35:56.583521

    		0.1 ms

  





  

    		2022-03-26 06:35:58.743159

    		0.2 ms

  





  

    		2022-03-26 07:36:00.738036

    		4.3 ms

  





  

    		2022-03-26 08:36:02.847745

    		3.9 ms

  





  

    		2022-03-26 09:36:05.116987

    		-2.6 ms

  





  

    		2022-03-26 10:36:06.947294

    		-1.5 ms

  





  

    		2022-03-26 11:36:08.705078

    		-1.2 ms

  





  

    		2022-03-26 12:36:10.670317

    		0.7 ms

  





  

    		2022-03-26 13:36:13.571687

    		0.4 ms

  





  

    		2022-03-26 14:36:15.471824

    		1.3 ms

  





  

    		2022-03-26 15:36:17.460537

    		-0.3 ms

  





  

    		2022-03-26 16:36:19.000488

    		-0.8 ms

  





  

    		2022-03-26 17:36:20.803024

    		-1.3 ms

  





  

    		2022-03-26 18:36:22.798523

    		-1.6 ms

  





  

    		2022-03-26 19:36:24.981935

    		-1.2 ms

  





  

    		2022-03-26 20:36:27.234206

    		1.0 ms

  





  

    		2022-03-26 21:36:29.477251

    		0.1 ms

  





  

    		2022-03-26 22:36:32.598553

    		-1.3 ms

  





  

    		2022-03-26 23:36:35.048278

    		-2.4 ms

  





  

    		2022-03-27 00:36:37.266638

    		-1.2 ms

  





  

    		2022-03-27 01:36:38.98641

    		-1.6 ms

  





  

    		2022-03-27 02:36:40.84623

    		-1.2 ms

  





  

    		2022-03-27 03:36:44.574818

    		-0.1 ms

  





  

    		2022-03-27 04:36:48.310265

    		-1.9 ms

  





  

    		2022-03-27 05:36:50.500943

    		-1.4 ms

  





  

    		2022-03-27 06:36:52.837885

    		0.8 ms

  





  

    		2022-03-27 07:36:54.903803

    		1.1 ms

  





  

    		2022-03-27 08:36:56.677384

    		0.5 ms

  





  

    		2022-03-27 09:36:58.265146

    		0.9 ms

  





  

    		2022-03-27 10:37:00.205268

    		0.1 ms

  





  

    		2022-03-27 11:37:01.891268

    		-0.2 ms

  





  

    		2022-03-27 12:37:03.643354

    		-0.3 ms

  





  

    		2022-03-27 13:37:06.113303

    		0.2 ms

  





  

    		2022-03-27 14:37:08.665872

    		0.0 ms

  





  

    		2022-03-27 15:37:11.258752

    		0.1 ms

  





  

    		2022-03-27 16:37:13.647523

    		-0.5 ms

  





  

    		2022-03-27 17:37:15.763672

    		0.3 ms

  





  

    		2022-03-27 18:37:17.646283

    		-0.3 ms

  





  

    		2022-03-27 19:37:19.250065

    		0.2 ms

  





  

    		2022-03-27 20:37:21.231998

    		-0.6 ms

  





  

    		2022-03-27 21:37:22.826408

    		-0.5 ms

  





  

    		2022-03-27 22:37:24.730013

    		-0.9 ms

  





  

    		2022-03-27 23:37:26.694943

    		-0.8 ms

  





  

    		2022-03-28 00:37:28.718007

    		-0.7 ms

  





  

    		2022-03-28 01:37:30.807551

    		-1.6 ms

  





  

    		2022-03-28 02:37:32.733644

    		-1.4 ms

  





  

    		2022-03-28 03:37:35.093501

    		1.3 ms

  





  

    		2022-03-28 04:37:36.914763

    		0.0 ms

  





  

    		2022-03-28 05:37:39.15033

    		-0.2 ms

  





  

    		2022-03-28 06:37:41.332647

    		1.0 ms

  





  

    		2022-03-28 07:37:43.878937

    		-0.8 ms

  





  

    		2022-03-28 08:37:46.33391

    		0.8 ms

  





  

    		2022-03-28 09:37:49.038063

    		-0.9 ms

  





  

    		2022-03-28 10:37:50.767465

    		0.8 ms

  





  

    		2022-03-28 11:37:53.686191

    		0.8 ms

  





  

    		2022-03-28 12:37:56.005066

    		4.6 ms

  





  

    		2022-03-28 13:37:58.64379

    		0.6 ms

  





  

    		2022-03-28 14:38:00.463119

    		4.9 ms

  





  

    		2022-03-28 15:38:02.726812

    		-2.6 ms

  





  

    		2022-03-28 16:38:04.976005

    		2.5 ms

  





  

    		2022-03-28 17:38:06.658452

    		-2.4 ms

  





  

    		2022-03-28 18:38:09.264357

    		0.9 ms

  





  

    		2022-03-28 19:38:11.464465

    		-3.9 ms

  





  

    		2022-03-28 20:38:13.183247

    		-4.9 ms

  





  

    		2022-03-28 21:38:14.918742

    		-4.2 ms

  





  

    		2022-03-28 22:38:16.559708

    		-4.1 ms

  





  

    		2022-03-28 23:38:18.29636

    		-4.0 ms

  





  

    		2022-03-29 00:38:19.953278

    		-0.9 ms

  





  

    		2022-03-29 01:38:21.620554

    		-1.8 ms

  





  

    		2022-03-29 02:38:23.555722

    		2.1 ms

  





  

    		2022-03-29 03:38:27.389462

    		-0.2 ms

  





  

    		2022-03-29 04:38:29.750422

    		1.4 ms

  





  

    		2022-03-29 05:38:32.512184

    		0.5 ms

  





  

    		2022-03-29 06:38:34.290721

    		0.3 ms

  





  

    		2022-03-29 07:38:37.038287

    		0.0 ms

  





  

    		2022-03-29 08:38:38.889036

    		0.1 ms

  





  

    		2022-03-29 09:38:40.753649

    		-0.8 ms

  





  

    		2022-03-29 10:38:42.578386

    		-1.9 ms

  





  

    		2022-03-29 11:38:44.60939

    		-0.9 ms

  





  

    		2022-03-29 12:38:47.057045

    		-1.9 ms

  





  

    		2022-03-29 13:38:49.809741

    		-0.6 ms

  





  

    		2022-03-29 14:38:51.963258

    		0.0 ms

  





  

    		2022-03-29 15:38:53.837277

    		1.4 ms

  





  

    		2022-03-29 16:38:55.406612

    		0.2 ms

  





  

    		2022-03-29 17:38:57.810529

    		0.2 ms

  





  

    		2022-03-29 18:38:59.754375

    		-1.1 ms

  





  

    		2022-03-29 19:39:01.394809

    		-0.4 ms

  





  

    		2022-03-29 20:39:03.84067

    		-0.2 ms

  





  

    		2022-03-29 21:39:06.641477

    		-0.4 ms

  





  

    		2022-03-29 22:39:08.736252

    		-1.6 ms

  





  

    		2022-03-29 23:39:10.674466

    		-1.2 ms

  





  

    		2022-03-30 00:39:13.009539

    		-1.7 ms

  





  

    		2022-03-30 01:39:15.753806

    		-0.6 ms

  





  

    		2022-03-30 02:39:17.797395

    		1.2 ms

  





  

    		2022-03-30 03:39:20.827168

    		0.6 ms

  





  

    		2022-03-30 04:39:24.182674

    		1.0 ms

  





  

    		2022-03-30 05:39:26.133749

    		1.2 ms

  





  

    		2022-03-30 06:39:28.003069

    		0.0 ms

  





  

    		2022-03-30 07:39:29.831402

    		0.7 ms

  





  

    		2022-03-30 08:39:31.705726

    		0.4 ms

  





  

    		2022-03-30 09:39:33.89363

    		-1.2 ms

  





  

    		2022-03-30 10:39:35.614543

    		0.0 ms

  





  

    		2022-03-30 11:39:38.392249

    		-0.8 ms

  





  

    		2022-03-30 12:39:40.421214

    		-2.3 ms

  





  

    		2022-03-30 13:39:42.346469

    		-0.8 ms

  





  

    		2022-03-30 14:39:44.656815

    		-2.1 ms

  





  

    		2022-03-30 15:39:46.888656

    		0.1 ms

  





  

    		2022-03-30 16:39:48.67442

    		-0.2 ms

  





  

    		2022-03-30 17:39:50.957392

    		-0.1 ms

  





  

    		2022-03-30 18:39:53.166875

    		0.9 ms

  





  

    		2022-03-30 19:39:54.875162

    		-0.5 ms

  





  

    		2022-03-30 20:39:56.418647

    		0.0 ms

  





  

    		2022-03-30 21:39:59.733408

    		-1.1 ms

  





  

    		2022-03-30 22:40:02.045794

    		-2.0 ms

  





  

    		2022-03-30 23:40:04.679975

    		-0.3 ms

  





  

    		2022-03-31 00:40:06.258204

    		-0.5 ms

  





  

    		2022-03-31 01:40:07.978249

    		-1.2 ms

  





  

    		2022-03-31 02:40:10.104167

    		0.0 ms

  





  

    		2022-03-31 03:40:12.815035

    		-0.2 ms

  





  

    		2022-03-31 04:40:14.451681

    		-0.6 ms

  





  

    		2022-03-31 05:40:16.02802

    		-1.0 ms

  





  

    		2022-03-31 06:40:18.208073

    		-0.4 ms

  





  

    		2022-03-31 07:40:20.331173

    		-0.6 ms

  





  

    		2022-03-31 08:40:23.316881

    		-0.9 ms

  





  

    		2022-03-31 09:40:25.733107

    		-1.4 ms

  





  

    		2022-03-31 10:40:27.977527

    		-2.1 ms

  





  

    		2022-03-31 11:40:30.144008

    		-1.0 ms

  





  

    		2022-03-31 12:40:32.091743

    		0.0 ms

  





  

    		2022-03-31 13:40:34.233021

    		-0.8 ms

  





  

    		2022-03-31 14:40:36.434107

    		-0.8 ms

  





  

    		2022-03-31 15:40:38.115348

    		1.1 ms

  





  

    		2022-03-31 16:40:40.170496

    		0.3 ms

  





  

    		2022-03-31 17:40:42.025933

    		0.0 ms

  





  

    		2022-03-31 18:40:43.867011

    		0.2 ms

  





  

    		2022-03-31 19:40:45.623816

    		-0.4 ms

  





  

    		2022-03-31 20:40:47.483132

    		-0.3 ms

  





  

    		2022-03-31 21:40:49.103545

    		-1.5 ms

  





  

    		2022-03-31 22:40:51.248592

    		-0.3 ms

  





  

    		2022-03-31 23:40:53.771688

    		-0.9 ms

  





  

    		2022-04-01 00:40:55.320771

    		-1.1 ms

  





  

    		2022-04-01 01:40:57.395566

    		-0.7 ms

  





  

    		2022-04-01 02:41:00.966485

    		-0.4 ms

  





  

    		2022-04-01 03:41:05.100865

    		1.0 ms

  





  

    		2022-04-01 04:41:06.634054

    		-1.6 ms

  





  

    		2022-04-01 05:41:08.682281

    		-0.8 ms

  





  

    		2022-04-01 06:41:10.637382

    		-0.7 ms

  





  

    		2022-04-01 07:41:12.161909

    		-0.4 ms

  





  

    		2022-04-01 08:41:13.74219

    		-1.5 ms

  





  

    		2022-04-01 09:41:16.005154

    		-1.4 ms

  





  

    		2022-04-01 10:41:18.098255

    		-0.1 ms

  





  

    		2022-04-01 11:41:20.9818

    		-0.3 ms

  





  

    		2022-04-01 12:41:23.249427

    		-0.2 ms

  





  

    		2022-04-01 13:41:24.814838

    		-1.1 ms

  





  

    		2022-04-01 14:41:27.076393

    		0.0 ms

  





  

    		2022-04-01 15:41:28.845008

    		0.4 ms

  





  

    		2022-04-01 16:41:30.53529

    		0.9 ms

  





  

    		2022-04-01 17:41:32.145986

    		-0.5 ms

  





  

    		2022-04-01 18:41:34.048426

    		-0.3 ms

  





  

    		2022-04-01 19:41:35.798824

    		-0.3 ms

  





  

    		2022-04-01 20:41:37.469861

    		0.6 ms

  





  

    		2022-04-01 21:41:40.394371

    		-0.2 ms

  





  

    		2022-04-01 22:41:41.993342

    		-0.6 ms

  





  

    		2022-04-01 23:41:44.05602

    		-0.8 ms

  





  

    		2022-04-02 00:41:45.552532

    		-0.5 ms

  





  

    		2022-04-02 01:41:48.263625

    		-0.7 ms

  





  

    		2022-04-02 02:41:51.640411

    		-1.6 ms

  





  

    		2022-04-02 03:41:55.007314

    		0.4 ms

  





  

    		2022-04-02 04:41:57.275549

    		-0.3 ms

  





  

    		2022-04-02 05:41:58.848501

    		-0.9 ms

  





  

    		2022-04-02 06:42:00.560694

    		-1.5 ms

  





  

    		2022-04-02 07:42:02.556

    		-0.6 ms

  





  

    		2022-04-02 08:42:04.503115

    		0.0 ms

  





  

    		2022-04-02 09:42:06.939124

    		-0.1 ms

  





  

    		2022-04-02 10:42:09.371112

    		0.7 ms

  





  

    		2022-04-02 11:42:12.005299

    		1.3 ms

  





  

    		2022-04-02 12:42:13.811831

    		-0.1 ms

  





  

    		2022-04-02 13:42:15.566373

    		0.6 ms

  





  

    		2022-04-02 14:42:17.551481

    		-1.1 ms

  





  

    		2022-04-02 15:42:19.821758

    		-0.4 ms

  





  

    		2022-04-02 16:42:21.349256

    		-0.9 ms

  





  

    		2022-04-02 17:42:23.228768

    		-1.1 ms

  





  

    		2022-04-02 18:42:24.783141

    		0.2 ms

  





  

    		2022-04-02 19:42:26.672965

    		-0.7 ms

  





  

    		2022-04-02 20:42:28.652352

    		-0.2 ms

  





  

    		2022-04-02 21:42:31.288072

    		1.8 ms

  





  

    		2022-04-02 22:42:32.977478

    		-1.0 ms

  





  

    		2022-04-02 23:42:35.688818

    		-0.3 ms

  





  

    		2022-04-03 00:42:37.292551

    		-0.8 ms

  





  

    		2022-04-03 01:42:39.315373

    		-1.1 ms

  





  

    		2022-04-03 02:42:41.655712

    		-2.1 ms

  





  

    		2022-04-03 03:42:45.24652

    		-0.4 ms

  





  

    		2022-04-03 04:42:47.564609

    		-0.8 ms

  





  

    		2022-04-03 05:42:49.648543

    		-0.2 ms

  





  

    		2022-04-03 06:42:51.609202

    		-0.4 ms

  





  

    		2022-04-03 07:42:54.388151

    		-0.2 ms

  





  

    		2022-04-03 08:42:56.487748

    		0.0 ms

  





  

    		2022-04-03 09:42:59.15054

    		-0.2 ms

  





  

    		2022-04-03 10:43:00.822932

    		1.3 ms

  





  

    		2022-04-03 11:43:03.711653

    		0.2 ms

  





  

    		2022-04-03 12:43:05.460912

    		0.3 ms

  





  

    		2022-04-03 13:43:06.98928

    		0.9 ms

  





  

    		2022-04-03 14:43:09.390902

    		-0.3 ms

  





  

    		2022-04-03 15:43:11.334347

    		-0.6 ms

  





  

    		2022-04-03 16:43:13.742126

    		-0.5 ms

  





  

    		2022-04-03 17:43:15.638798

    		-1.4 ms

  





  

    		2022-04-03 18:43:17.668792

    		-1.2 ms

  





  

    		2022-04-03 19:43:19.255887

    		-1.3 ms

  





  

    		2022-04-03 20:43:21.012493

    		0.6 ms

  





  

    		2022-04-03 21:43:23.604079

    		0.2 ms

  





  

    		2022-04-03 22:43:25.298069

    		1.1 ms

  





  

    		2022-04-03 23:43:27.710391

    		0.2 ms

  





  

    		2022-04-04 00:43:29.213607

    		0.1 ms

  





  

    		2022-04-04 01:43:30.654799

    		1.1 ms

  





  

    		2022-04-04 02:43:33.655117

    		0.2 ms

  





  

    		2022-04-04 03:43:36.904402

    		-0.5 ms

  





  

    		2022-04-04 04:43:39.118553

    		-0.1 ms

  





  

    		2022-04-04 05:43:40.868925

    		-1.1 ms

  





  

    		2022-04-04 06:43:42.458606

    		-0.8 ms

  





  

    		2022-04-04 07:43:44.850558

    		-0.9 ms

  





  

    		2022-04-04 08:43:47.570079

    		-0.7 ms

  





  

    		2022-04-04 09:43:49.631853

    		-0.4 ms

  





  

    		2022-04-04 10:43:52.149476

    		-1.7 ms

  





  

    		2022-04-04 11:43:54.311042

    		-0.8 ms

  





  

    		2022-04-04 12:43:57.522571

    		-3.9 ms

  





  

    		2022-04-04 13:44:00.254208

    		0.9 ms

  





  

    		2022-04-04 14:44:02.257313

    		1.3 ms

  





  

    		2022-04-04 15:44:05.060121

    		-0.6 ms

  





  

    		2022-04-04 16:44:07.2513

    		1.1 ms

  





  

    		2022-04-04 17:44:09.087979

    		-0.4 ms

  





  

    		2022-04-04 18:44:10.670989

    		-0.2 ms

  





  

    		2022-04-04 19:44:12.24764

    		-0.2 ms

  





  

    		2022-04-04 20:44:14.358386

    		-0.8 ms

  





  

    		2022-04-04 21:44:16.925494

    		-1.0 ms

  





  

    		2022-04-04 22:44:18.589945

    		-0.9 ms

  





  

    		2022-04-04 23:44:21.083561

    		-1.4 ms

  





  

    		2022-04-05 00:44:22.877853

    		-1.4 ms

  





  

    		2022-04-05 01:44:25.007295

    		-0.8 ms

  





  

    		2022-04-05 02:44:26.662861

    		-0.3 ms

  





  

    		2022-04-05 03:44:28.884803

    		1.1 ms

  





  

    		2022-04-05 04:44:30.513538

    		0.3 ms

  





  

    		2022-04-05 05:44:32.166145

    		-0.9 ms

  





  

    		2022-04-05 06:44:34.570411

    		0.4 ms

  





  

    		2022-04-05 07:44:36.516956

    		-1.9 ms

  





  

    		2022-04-05 08:44:38.65697

    		-0.5 ms

  





  

    		2022-04-05 09:44:40.484912

    		0.8 ms

  





  

    		2022-04-05 10:44:42.667151

    		0.0 ms

  





  

    		2022-04-05 11:44:44.631095

    		-0.3 ms

  





  

    		2022-04-05 12:44:46.483638

    		-3.6 ms

  





  

    		2022-04-05 13:44:48.538066

    		-1.4 ms

  





  

    		2022-04-05 14:44:50.800945

    		-0.2 ms

  





  

    		2022-04-05 15:44:52.672265

    		1.0 ms

  





  

    		2022-04-05 16:44:54.256563

    		-0.8 ms

  





  

    		2022-04-05 17:44:56.301993

    		-0.5 ms

  





  

    		2022-04-05 18:44:58.827077

    		-0.4 ms

  





  

    		2022-04-05 19:45:01.020346

    		0.7 ms

  





  

    		2022-04-05 20:45:02.589886

    		1.6 ms

  





  

    		2022-04-05 21:45:04.441458

    		0.9 ms

  





  

    		2022-04-05 22:45:06.091833

    		1.1 ms

  





  

    		2022-04-05 23:45:09.051454

    		0.8 ms

  





  

    		2022-04-06 00:45:10.907508

    		-1.0 ms

  





  

    		2022-04-06 01:45:13.173653

    		0.8 ms

  





  

    		2022-04-06 02:45:16.070416

    		-0.8 ms

  





  

    		2022-04-06 03:45:19.315158

    		-0.9 ms

  





  

    		2022-04-06 04:45:20.967377

    		-0.6 ms

  





  

    		2022-04-06 05:45:23.253542

    		-0.4 ms

  





  

    		2022-04-06 06:45:25.20938

    		1.0 ms

  





  

    		2022-04-06 07:45:26.950058

    		-0.2 ms

  





  

    		2022-04-06 08:45:29.619487

    		-0.7 ms

  





  

    		2022-04-06 09:45:31.390288

    		-1.4 ms

  





  

    		2022-04-06 10:45:33.615148

    		-0.2 ms

  





  

    		2022-04-06 11:45:35.222393

    		-1.3 ms

  





  

    		2022-04-06 12:45:38.395779

    		-1.3 ms

  





  

    		2022-04-06 13:45:40.31653

    		-1.1 ms

  





  

    		2022-04-06 14:45:42.335893

    		-0.2 ms

  





  

    		2022-04-06 15:45:44.287632

    		-3.4 ms

  





  

    		2022-04-06 16:45:46.353945

    		-0.3 ms

  





  

    		2022-04-06 17:45:49.313882

    		-1.1 ms

  





  

    		2022-04-06 18:45:51.117387

    		-0.9 ms

  





  

    		2022-04-06 19:45:52.807729

    		-0.1 ms

  





  

    		2022-04-06 20:45:54.456376

    		-0.2 ms

  





  

    		2022-04-06 21:45:56.300308

    		-0.2 ms

  





  

    		2022-04-06 22:45:58.48043

    		-0.2 ms

  





  

    		2022-04-06 23:46:00.445655

    		0.4 ms

  





  

    		2022-04-07 00:46:02.371032

    		0.2 ms

  





  

    		2022-04-07 01:46:04.272942

    		-1.1 ms

  





  

    		2022-04-07 02:46:06.798298

    		-0.4 ms

  





  

    		2022-04-07 03:46:08.607371

    		0.5 ms

  





  

    		2022-04-07 04:46:10.592553

    		0.0 ms

  





  

    		2022-04-07 05:46:13.351571

    		0.2 ms

  





  

    		2022-04-07 06:46:15.12906

    		0.4 ms

  





  

    		2022-04-07 07:46:16.80145

    		-0.9 ms

  





  

    		2022-04-07 08:46:19.52413

    		-0.2 ms

  





  

    		2022-04-07 09:46:22.352603

    		-3.4 ms

  





  

    		2022-04-07 10:46:25.693492

    		-0.9 ms

  





  

    		2022-04-07 11:46:27.983932

    		-1.1 ms

  





  

    		2022-04-07 12:46:30.157998

    		-0.1 ms

  





  

    		2022-04-07 13:46:31.777065

    		0.5 ms

  





  

    		2022-04-07 14:46:33.525661

    		-1.8 ms

  





  

    		2022-04-07 15:46:35.354688

    		0.1 ms

  





  

    		2022-04-07 16:46:37.207223

    		-1.2 ms

  





  

    		2022-04-07 17:46:39.0406

    		-0.7 ms

  





  

    		2022-04-07 18:46:40.735293

    		-0.7 ms

  





  

    		2022-04-07 19:46:42.895626

    		0.4 ms

  





  

    		2022-04-07 20:46:44.637283

    		0.3 ms

  





  

    		2022-04-07 21:46:47.056612

    		4.2 ms

  





  

    		2022-04-07 22:46:48.564208

    		4.2 ms

  





  

    		2022-04-07 23:46:50.784346

    		0.3 ms

  





  

    		2022-04-08 00:46:52.458828

    		1.0 ms

  





  

    		2022-04-08 01:46:53.931162

    		-5.1 ms

  





  

    		2022-04-08 02:46:55.532625

    		-4.7 ms

  





  

    		2022-04-08 03:46:57.718856

    		-2.2 ms

  





  

    		2022-04-08 04:46:59.289379

    		0.1 ms

  





  

    		2022-04-08 05:47:01.154437

    		1.5 ms

  





  

    		2022-04-08 06:47:02.69268

    		0.8 ms

  





  

    		2022-04-08 07:47:04.291274

    		0.6 ms

  





  

    		2022-04-08 08:47:06.256398

    		-1.5 ms

  





  

    		2022-04-08 09:47:08.090632

    		-0.2 ms

  





  

    		2022-04-08 10:47:09.871753

    		0.2 ms

  





  

    		2022-04-08 11:47:11.620066

    		0.1 ms

  





  

    		2022-04-08 12:47:13.591602

    		-0.2 ms

  





  

    		2022-04-08 13:47:15.574848

    		-0.8 ms

  





  

    		2022-04-08 14:47:18.306955

    		-0.6 ms

  





  

    		2022-04-08 15:47:20.228918

    		-0.5 ms

  





  

    		2022-04-08 16:47:22.422757

    		-0.9 ms

  





  

    		2022-04-08 17:47:24.649407

    		-0.2 ms

  





  

    		2022-04-08 18:47:26.429403

    		-0.5 ms

  





  

    		2022-04-08 19:47:28.345001

    		-0.4 ms

  





  

    		2022-04-08 20:47:31.397633

    		-2.3 ms

  





  

    		2022-04-08 21:47:33.732982

    		-2.4 ms

  





  

    		2022-04-08 22:47:35.916315

    		-0.5 ms

  





  

    		2022-04-08 23:47:37.985858

    		-1.5 ms

  





  

    		2022-04-09 00:47:39.442766

    		-0.4 ms

  





  

    		2022-04-09 01:47:40.911589

    		0.3 ms

  





  

    		2022-04-09 02:47:44.426791

    		1.3 ms

  





  

    		2022-04-09 03:47:47.678386

    		-0.1 ms

  





  

    		2022-04-09 04:47:49.274471

    		-0.6 ms

  





  

    		2022-04-09 05:47:51.138417

    		-0.5 ms

  





  

    		2022-04-09 06:47:52.770627

    		0.7 ms

  





  

    		2022-04-09 07:47:54.612772

    		0.2 ms

  





  

    		2022-04-09 08:47:56.509633

    		-0.2 ms

  





  

    		2022-04-09 09:47:59.117849

    		-0.9 ms

  





  

    		2022-04-09 10:48:02.106934

    		-0.8 ms

  





  

    		2022-04-09 11:48:03.948525

    		-2.4 ms

  





  

    		2022-04-09 12:48:05.643252

    		-1.1 ms

  





  

    		2022-04-09 13:48:07.359085

    		0.1 ms

  





  

    		2022-04-09 14:48:09.444821

    		0.2 ms

  





  

    		2022-04-09 15:48:11.325358

    		-0.8 ms

  





  

    		2022-04-09 16:48:13.896059

    		-0.1 ms

  





  

    		2022-04-09 17:48:15.709002

    		-1.5 ms

  





  

    		2022-04-09 18:48:17.861847

    		-0.4 ms

  





  

    		2022-04-09 19:48:21.296539

    		-1.4 ms

  





  

    		2022-04-09 20:48:23.352876

    		-1.8 ms

  





  

    		2022-04-09 21:48:25.564319

    		-0.4 ms

  





  

    		2022-04-09 22:48:27.336916

    		0.1 ms

  





  

    		2022-04-09 23:48:29.288552

    		0.9 ms

  





  

    		2022-04-10 00:48:31.50019

    		1.3 ms

  





  

    		2022-04-10 01:48:33.307946

    		-0.9 ms

  





  

    		2022-04-10 02:48:36.214153

    		0.5 ms

  





  

    		2022-04-10 03:48:39.287113

    		0.9 ms

  





  

    		2022-04-10 04:48:40.988163

    		0.6 ms

  





  

    		2022-04-10 05:48:43.841522

    		0.1 ms

  





  

    		2022-04-10 06:48:46.034764

    		0.6 ms

  





  

    		2022-04-10 07:48:48.356666

    		-2.4 ms

  





  

    		2022-04-10 08:48:50.88123

    		-1.2 ms

  





  

    		2022-04-10 09:48:52.612017

    		-3.3 ms

  





  

    		2022-04-10 10:48:54.136623

    		-0.9 ms

  





  

    		2022-04-10 11:48:55.786184

    		-1.1 ms

  





  

    		2022-04-10 12:48:58.587549

    		-0.2 ms

  





  

    		2022-04-10 13:49:00.226067

    		-1.0 ms

  





  

    		2022-04-10 14:49:02.196004

    		-0.9 ms

  





  

    		2022-04-10 15:49:04.446544

    		-1.0 ms

  





  

    		2022-04-10 16:49:06.404645

    		-1.0 ms

  





  

    		2022-04-10 17:49:08.168297

    		0.3 ms

  





  

    		2022-04-10 18:49:10.080429

    		0.1 ms

  





  

    		2022-04-10 19:49:11.69572

    		-0.1 ms

  





  

    		2022-04-10 20:49:13.495848

    		0.2 ms

  





  

    		2022-04-10 21:49:15.110034

    		-0.6 ms

  





  

    		2022-04-10 22:49:16.674008

    		-0.4 ms

  





  

    		2022-04-10 23:49:18.778796

    		0.2 ms

  





  

    		2022-04-11 00:49:21.866229

    		-0.9 ms

  





  

    		2022-04-11 01:49:23.447272

    		-0.4 ms

  





  

    		2022-04-11 02:49:25.048093

    		-0.1 ms

  





  

    		2022-04-11 03:49:28.178098

    		0.4 ms

  





  

    		2022-04-11 04:49:32.026018

    		-1.0 ms

  





  

    		2022-04-11 05:49:33.673521

    		-0.6 ms

  





  

    		2022-04-11 06:49:36.210363

    		0.6 ms

  





  

    		2022-04-11 07:49:38.174011

    		0.1 ms

  





  

    		2022-04-11 08:49:40.750931

    		0.3 ms

  





  

    		2022-04-11 09:49:42.912051

    		-2.3 ms

  





  

    		2022-04-11 10:49:45.218791

    		-2.6 ms

  





  

    		2022-04-11 11:49:47.599857

    		-0.9 ms

  





  

    		2022-04-11 12:49:50.082125

    		1.6 ms

  





  

    		2022-04-11 13:49:52.088146

    		0.5 ms

  





  

    		2022-04-11 14:49:54.045555

    		1.1 ms

  





  

    		2022-04-11 15:49:56.465566

    		-0.5 ms

  





  

    		2022-04-11 16:49:59.112967

    		-0.2 ms

  





  

    		2022-04-11 17:50:00.984461

    		0.8 ms

  





  

    		2022-04-11 18:50:02.646753

    		0.4 ms

  





  

    		2022-04-11 19:50:04.570255

    		1.1 ms

  





  

    		2022-04-11 20:50:06.650078

    		-0.3 ms

  





  

    		2022-04-11 21:50:08.641795

    		0.6 ms

  





  

    		2022-04-11 22:50:10.800627

    		-1.2 ms

  





  

    		2022-04-11 23:50:12.559225

    		-2.6 ms

  





  

    		2022-04-12 00:50:14.212012

    		-1.4 ms

  





  

    		2022-04-12 01:50:15.877455

    		-1.7 ms

  





  

    		2022-04-12 02:50:18.054757

    		0.4 ms

  





  

    		2022-04-12 03:50:19.604149

    		0.4 ms

  





  

    		2022-04-12 04:50:23.156662

    		-1.4 ms

  





  

    		2022-04-12 05:50:24.849157

    		-1.0 ms

  





  

    		2022-04-12 06:50:26.428045

    		-0.4 ms

  





  

    		2022-04-12 07:50:28.589548

    		0.7 ms

  





  

    		2022-04-12 08:50:31.069106

    		0.7 ms

  





  

    		2022-04-12 09:50:33.095499

    		0.0 ms

  





  

    		2022-04-12 10:50:35.058198

    		0.2 ms

  





  

    		2022-04-12 11:50:37.981642

    		-0.9 ms

  





  

    		2022-04-12 12:50:40.323802

    		-0.8 ms

  





  

    		2022-04-12 13:50:42.028056

    		-1.1 ms

  





  

    		2022-04-12 14:50:43.806161

    		-0.9 ms

  





  

    		2022-04-12 15:50:45.677961

    		0.6 ms

  





  

    		2022-04-12 16:50:47.950145

    		0.3 ms

  





  

    		2022-04-12 17:50:49.630867

    		-0.7 ms

  





  

    		2022-04-12 18:50:51.558387

    		-0.6 ms

  





  

    		2022-04-12 19:50:53.638192

    		-0.9 ms

  





  

    		2022-04-12 20:50:55.102871

    		-0.6 ms

  





  

    		2022-04-12 21:50:57.11353

    		-0.1 ms

  





  

    		2022-04-12 22:50:59.029526

    		-1.8 ms

  





  

    		2022-04-12 23:51:01.604952

    		-1.4 ms

  





  

    		2022-04-13 00:51:03.423331

    		-1.9 ms

  





  

    		2022-04-13 01:51:05.36846

    		-0.3 ms

  





  

    		2022-04-13 02:51:06.957041

    		0.0 ms

  





  

    		2022-04-13 03:51:11.532297

    		1.4 ms

  





  

    		2022-04-13 04:51:14.943368

    		1.1 ms

  





  

    		2022-04-13 05:51:16.492027

    		0.9 ms

  





  

    		2022-04-13 06:51:19.651987

    		0.1 ms

  





  

    		2022-04-13 07:51:21.826058

    		-0.1 ms

  





  

    		2022-04-13 08:51:23.57681

    		-1.2 ms

  





  

    		2022-04-13 09:51:25.140613

    		-2.0 ms

  





  

    		2022-04-13 10:51:27.594725

    		-1.1 ms

  





  

    		2022-04-13 11:51:29.26126

    		-1.6 ms

  





  

    		2022-04-13 12:51:31.134721

    		0.2 ms

  





  

    		2022-04-13 13:51:33.525211

    		-0.8 ms

  





  

    		2022-04-13 14:51:38.631702

    		1.3 ms

  





  

    		2022-04-13 15:51:40.705119

    		0.8 ms

  





  

    		2022-04-13 16:51:42.27347

    		0.4 ms

  





  

    		2022-04-13 17:51:44.35939

    		0.0 ms

  





  

    		2022-04-13 18:51:46.05546

    		0.1 ms

  





  

    		2022-04-13 19:51:47.960002

    		0.6 ms

  





  

    		2022-04-13 20:51:49.98398

    		-0.2 ms

  





  

    		2022-04-13 21:51:52.202478

    		-0.8 ms

  





  

    		2022-04-13 22:51:53.879669

    		-0.6 ms

  





  

    		2022-04-13 23:51:55.387609

    		-1.4 ms

  





  

    		2022-04-14 00:51:57.502132

    		-0.8 ms

  





  

    		2022-04-14 01:51:59.229789

    		0.1 ms

  





  

    		2022-04-14 02:52:01.02548

    		-0.4 ms

  





  

    		2022-04-14 03:52:03.662356

    		-0.4 ms

  





  

    		2022-04-14 04:52:05.467383

    		-0.1 ms

  





  

    		2022-04-14 05:52:07.21174

    		0.1 ms

  





  

    		2022-04-14 06:52:09.421467

    		-0.1 ms

  





  

    		2022-04-14 07:52:12.080282

    		0.4 ms

  





  

    		2022-04-14 08:52:13.873798

    		-0.2 ms

  





  

    		2022-04-14 09:52:15.899824

    		-1.2 ms

  





  

    		2022-04-14 10:52:17.526963

    		-0.6 ms

  





  

    		2022-04-14 11:52:19.17104

    		0.3 ms

  





  

    		2022-04-14 12:52:20.901505

    		0.4 ms

  





  

    		2022-04-14 13:52:22.577755

    		-0.9 ms

  





  

    		2022-04-14 14:52:25.008486

    		0.5 ms

  





  

    		2022-04-14 15:52:28.672071

    		1.3 ms

  





  

    		2022-04-14 16:52:31.13447

    		0.3 ms

  





  

    		2022-04-14 17:52:32.99773

    		-0.8 ms

  





  

    		2022-04-14 18:52:34.801656

    		0.5 ms

  





  

    		2022-04-14 19:52:36.299764

    		-0.3 ms

  





  

    		2022-04-14 20:52:38.316245

    		-0.7 ms

  





  

    		2022-04-14 21:52:39.997519

    		0.2 ms

  





  

    		2022-04-14 22:52:41.557452

    		-0.5 ms

  





  

    		2022-04-14 23:52:43.159082

    		0.0 ms

  





  

    		2022-04-15 00:52:44.778546

    		0.3 ms

  





  

    		2022-04-15 01:52:46.584169

    		-0.3 ms

  





  

    		2022-04-15 02:52:48.234267

    		-0.7 ms

  





  

    		2022-04-15 03:52:53.660878

    		-0.7 ms

  





  

    		2022-04-15 04:52:57.449628

    		-1.3 ms

  





  

    		2022-04-15 05:52:59.445948

    		-1.5 ms

  





  

    		2022-04-15 06:53:01.610503

    		-0.9 ms

  





  

    		2022-04-15 07:53:03.495891

    		-0.2 ms

  





  

    		2022-04-15 08:53:05.519297

    		0.0 ms

  





  

    		2022-04-15 09:53:07.120325

    		-0.3 ms

  





  

    		2022-04-15 10:53:08.924216

    		0.1 ms

  





  

    		2022-04-15 11:53:11.082486

    		-2.1 ms

  





  

    		2022-04-15 12:53:12.88637

    		-1.0 ms

  





  

    		2022-04-15 13:53:14.96266

    		-1.6 ms

  





  

    		2022-04-15 14:53:17.21002

    		0.1 ms

  





  

    		2022-04-15 15:53:18.939962

    		0.1 ms

  





  

    		2022-04-15 16:53:20.545503

    		1.5 ms

  





  

    		2022-04-15 17:53:22.248432

    		0.2 ms

  





  

    		2022-04-15 18:53:23.932821

    		0.0 ms

  





  

    		2022-04-15 19:53:25.462902

    		-0.7 ms

  





  

    		2022-04-15 20:53:27.992897

    		-0.6 ms

  





  

    		2022-04-15 21:53:29.684297

    		-0.8 ms

  





  

    		2022-04-15 22:53:31.387274

    		-1.3 ms

  





  

    		2022-04-15 23:53:33.411359

    		-0.6 ms

  





  

    		2022-04-16 00:53:35.518062

    		-0.8 ms

  





  

    		2022-04-16 01:53:37.114565

    		-1.8 ms

  





  

    		2022-04-16 02:53:38.739483

    		-0.8 ms

  





  

    		2022-04-16 03:53:42.075829

    		-1.3 ms

  





  

    		2022-04-16 04:53:46.530984

    		-2.0 ms

  





  

    		2022-04-16 05:53:48.971656

    		-1.2 ms

  





  

    		2022-04-16 06:53:51.350584

    		-2.0 ms

  





  

    		2022-04-16 07:53:53.891391

    		-1.1 ms

  





  

    		2022-04-16 08:53:55.443512

    		-1.1 ms

  





  

    		2022-04-16 09:53:58.345803

    		0.7 ms

  





  

    		2022-04-16 10:53:59.901773

    		2.3 ms

  





  

    		2022-04-16 11:54:01.56757

    		-0.2 ms

  





  

    		2022-04-16 12:54:03.456046

    		1.4 ms

  





  

    		2022-04-16 13:54:05.506694

    		1.1 ms

  





  

    		2022-04-16 14:54:06.984937

    		0.5 ms

  





  

    		2022-04-16 15:54:08.853094

    		-0.5 ms

  





  

    		2022-04-16 16:54:10.955736

    		-0.8 ms

  





  

    		2022-04-16 17:54:13.611187

    		-0.4 ms

  





  

    		2022-04-16 18:54:15.161266

    		0.6 ms

  





  

    		2022-04-16 19:54:17.458964

    		-0.1 ms

  





  

    		2022-04-16 20:54:19.371853

    		0.1 ms

  





  

    		2022-04-16 21:54:21.294694

    		-0.9 ms

  





  

    		2022-04-16 22:54:23.759032

    		0.3 ms

  





  

    		2022-04-16 23:54:25.812338

    		0.5 ms

  





  

    		2022-04-17 00:54:27.487519

    		-0.3 ms

  





  

    		2022-04-17 01:54:30.124865

    		-0.9 ms

  





  

    		2022-04-17 02:54:32.525972

    		-0.7 ms

  





  

    		2022-04-17 03:54:36.422993

    		-0.2 ms

  





  

    		2022-04-17 04:54:39.216933

    		0.0 ms

  





  

    		2022-04-17 05:54:41.158431

    		0.1 ms

  





  

    		2022-04-17 06:54:43.639252

    		-0.6 ms

  





  

    		2022-04-17 07:54:45.490018

    		1.0 ms

  





  

    		2022-04-17 08:54:47.35882

    		-0.1 ms

  





  

    		2022-04-17 09:54:48.982808

    		-0.1 ms

  





  

    		2022-04-17 10:54:51.412828

    		-1.4 ms

  





  

    		2022-04-17 11:54:53.495417

    		-0.8 ms

  





  

    		2022-04-17 12:54:55.436778

    		-1.2 ms

  





  

    		2022-04-17 13:54:57.4632

    		-0.7 ms

  





  

    		2022-04-17 14:54:59.373913

    		-1.7 ms

  





  

    		2022-04-17 15:55:01.374734

    		-0.8 ms

  





  

    		2022-04-17 16:55:03.649808

    		-1.4 ms

  





  

    		2022-04-17 17:55:05.398373

    		-1.3 ms

  





  

    		2022-04-17 18:55:07.194908

    		-0.9 ms

  





  

    		2022-04-17 19:55:09.397159

    		-0.6 ms

  





  

    		2022-04-17 20:55:11.1816

    		0.0 ms

  





  

    		2022-04-17 21:55:13.117735

    		-1.4 ms

  





  

    		2022-04-17 22:55:14.601098

    		-0.1 ms

  





  

    		2022-04-17 23:55:16.219421

    		-0.8 ms

  





  

    		2022-04-18 00:55:18.531926

    		0.1 ms

  





  

    		2022-04-18 01:55:20.390491

    		-0.3 ms

  





  

    		2022-04-18 02:55:21.982794

    		0.2 ms

  





  

    		2022-04-18 03:55:23.91719

    		0.7 ms

  





  

    		2022-04-18 04:55:27.523935

    		-0.6 ms

  





  

    		2022-04-18 05:55:29.474767

    		0.4 ms

  





  

    		2022-04-18 06:55:31.699354

    		-0.9 ms

  





  

    		2022-04-18 07:55:33.478392

    		-1.8 ms

  





  

    		2022-04-18 08:55:35.192709

    		-1.4 ms

  





  

    		2022-04-18 09:55:37.325244

    		0.7 ms

  





  

    		2022-04-18 10:55:39.260421

    		-1.0 ms

  





  

    		2022-04-18 11:55:41.05773

    		-0.6 ms

  





  

    		2022-04-18 12:55:42.84429

    		-0.6 ms

  





  

    		2022-04-18 13:55:44.542019

    		-1.6 ms

  





  

    		2022-04-18 14:55:46.963111

    		-1.2 ms

  





  

    		2022-04-18 15:55:48.564301

    		-1.8 ms

  





  

    		2022-04-18 16:55:51.401453

    		-1.2 ms

  





  

    		2022-04-18 17:55:54.336155

    		-1.7 ms

  





  

    		2022-04-18 18:55:55.892815

    		-1.3 ms

  





  

    		2022-04-18 19:55:57.787511

    		-1.6 ms

  





  

    		2022-04-18 20:56:00.497841

    		-2.0 ms

  





  

    		2022-04-18 21:56:02.749683

    		-1.3 ms

  





  

    		2022-04-18 22:56:04.469122

    		-0.8 ms

  





  

    		2022-04-18 23:56:06.818338

    		0.6 ms

  





  

    		2022-04-19 00:56:08.992638

    		1.0 ms

  





  

    		2022-04-19 01:56:10.884627

    		2.1 ms

  





  

    		2022-04-19 02:56:13.998671

    		2.6 ms

  





  

    		2022-04-19 03:56:16.51459

    		0.3 ms

  





  

    		2022-04-19 04:56:18.865783

    		-0.8 ms

  





  

    		2022-04-19 05:56:21.064107

    		-1.8 ms

  





  

    		2022-04-19 06:56:22.760929

    		0.5 ms

  





  

    		2022-04-19 07:56:24.373309

    		0.4 ms

  





  

    		2022-04-19 08:56:25.999483

    		1.4 ms

  





  

    		2022-04-19 09:56:28.038713

    		1.5 ms

  





  

    		2022-04-19 10:56:30.412152

    		1.2 ms

  





  

    		2022-04-19 11:56:32.269555

    		-0.1 ms

  





  

    		2022-04-19 12:56:34.049828

    		-0.1 ms

  





  

    		2022-04-19 13:56:35.926178

    		0.1 ms

  





  

    		2022-04-19 14:56:37.700448

    		-0.4 ms

  





  

    		2022-04-19 15:56:39.830808

    		-0.3 ms

  





  

    		2022-04-19 16:56:41.809687

    		-0.2 ms

  





  

    		2022-04-19 17:56:43.395746

    		-0.8 ms

  





  

    		2022-04-19 18:56:45.658582

    		-2.6 ms

  





  

    		2022-04-19 19:56:47.488201

    		-1.1 ms

  





  

    		2022-04-19 20:56:49.09873

    		-1.9 ms

  





  

    		2022-04-19 21:56:51.005206

    		-1.2 ms

  





  

    		2022-04-19 22:56:53.050323

    		-1.5 ms

  





  

    		2022-04-19 23:56:55.239684

    		-0.7 ms

  





  

    		2022-04-20 00:56:56.785124

    		-0.1 ms

  





  

    		2022-04-20 01:56:58.460154

    		-0.7 ms

  





  

    		2022-04-20 02:57:00.413155

    		-0.7 ms

  





  

    		2022-04-20 03:57:02.08876

    		-1.6 ms

  





  

    		2022-04-20 04:57:04.778394

    		-0.7 ms

  





  

    		2022-04-20 05:57:07.083069

    		0.0 ms

  





  

    		2022-04-20 06:57:09.0405

    		0.2 ms

  





  

    		2022-04-20 07:57:10.894021

    		0.9 ms

  





  

    		2022-04-20 08:57:12.883805

    		0.4 ms

  





  

    		2022-04-20 09:57:14.554664

    		0.3 ms

  





  

    		2022-04-20 10:57:17.344476

    		1.3 ms

  





  

    		2022-04-20 11:57:19.212196

    		0.5 ms

  





  

    		2022-04-20 12:57:21.654172

    		0.4 ms

  





  

    		2022-04-20 13:57:23.388945

    		-0.7 ms

  





  

    		2022-04-20 14:57:25.124745

    		-0.4 ms

  





  

    		2022-04-20 15:57:27.809161

    		0.3 ms

  





  

    		2022-04-20 16:57:29.905207

    		1.8 ms

  





  

    		2022-04-20 17:57:31.961814

    		0.4 ms

  





  

    		2022-04-20 18:57:34.461397

    		-0.3 ms

  





  

    		2022-04-20 19:57:36.229307

    		-0.4 ms

  





  

    		2022-04-20 20:57:38.483231

    		-0.6 ms

  





  

    		2022-04-20 21:57:40.048578

    		-0.4 ms

  





  

    		2022-04-20 22:57:41.902819

    		-0.6 ms

  





  

    		2022-04-20 23:57:44.240351

    		0.0 ms

  





  

    		2022-04-21 00:57:45.945009

    		0.0 ms

  





  

    		2022-04-21 01:57:47.788456

    		-1.3 ms

  





  

    		2022-04-21 02:57:49.829599

    		-0.8 ms

  





  

    		2022-04-21 03:57:53.350748

    		-0.9 ms

  





  

    		2022-04-21 04:57:56.650433

    		0.7 ms

  





  

    		2022-04-21 05:57:58.427478

    		-0.6 ms

  





  

    		2022-04-21 06:58:00.207507

    		0.4 ms

  





  

    		2022-04-21 07:58:02.689467

    		0.5 ms

  





  

    		2022-04-21 08:58:04.491507

    		0.2 ms

  





  

    		2022-04-21 09:58:06.338443

    		0.0 ms

  





  

    		2022-04-21 10:58:08.845514

    		1.0 ms

  





  

    		2022-04-21 11:58:10.836362

    		0.2 ms

  





  

    		2022-04-21 12:58:12.542602

    		0.0 ms

  





  

    		2022-04-21 13:58:15.317752

    		-0.2 ms

  





  

    		2022-04-21 14:58:18.341095

    		-0.3 ms

  





  

    		2022-04-21 15:58:20.378005

    		0.1 ms

  





  

    		2022-04-21 16:58:22.003104

    		-0.2 ms

  





  

    		2022-04-21 17:58:24.790172

    		-2.3 ms

  





  

    		2022-04-21 18:58:26.171461

    		-1.4 ms

  





  

    		2022-04-21 19:58:27.905172

    		-1.0 ms

  





  

    		2022-04-21 20:58:29.903906

    		-0.5 ms

  





  

    		2022-04-21 21:58:32.219363

    		-0.7 ms

  





  

    		2022-04-21 22:58:34.224598

    		-1.5 ms

  





  

    		2022-04-21 23:58:36.06066

    		-1.5 ms

  





  

    		2022-04-22 00:58:38.129299

    		-0.7 ms

  





  

    		2022-04-22 01:58:39.656909

    		-1.1 ms

  





  

    		2022-04-22 02:58:41.281498

    		-0.9 ms

  





  

    		2022-04-22 03:58:43.635916

    		0.1 ms

  





  

    		2022-04-22 04:58:46.073005

    		0.1 ms

  





  

    		2022-04-22 05:58:48.837753

    		-0.3 ms

  





  

    		2022-04-22 06:58:50.330424

    		-1.8 ms

  





  

    		2022-04-22 07:58:51.9393

    		-0.5 ms

  





  

    		2022-04-22 08:58:53.757649

    		-1.0 ms

  





  

    		2022-04-22 09:58:55.678507

    		1.0 ms

  





  

    		2022-04-22 10:58:57.593783

    		0.2 ms

  





  

    		2022-04-22 11:58:59.605514

    		-0.2 ms

  





  

    		2022-04-22 12:59:01.978916

    		-0.8 ms

  





  

    		2022-04-22 13:59:04.145869

    		0.8 ms

  





  

    		2022-04-22 14:59:06.260337

    		0.9 ms

  





  

    		2022-04-22 15:59:08.371221

    		0.4 ms

  





  

    		2022-04-22 16:59:10.30382

    		1.2 ms

  





  

    		2022-04-22 17:59:12.076578

    		-0.1 ms

  





  

    		2022-04-22 18:59:13.826062

    		-0.1 ms

  





  

    		2022-04-22 19:59:15.7417

    		-1.3 ms

  





  

    		2022-04-22 20:59:17.792809

    		-1.6 ms

  





  

    		2022-04-22 21:59:19.764106

    		-1.2 ms

  





  

    		2022-04-22 22:59:21.275597

    		-1.8 ms

  





  

    		2022-04-22 23:59:23.771138

    		-1.3 ms

  





  

    		2022-04-23 00:59:25.414469

    		-0.9 ms

  





  

    		2022-04-23 01:59:27.544905

    		-1.7 ms

  





  

    		2022-04-23 02:59:29.170375

    		-0.6 ms

  





  

    		2022-04-23 03:59:31.48128

    		-2.0 ms

  





  

    		2022-04-23 04:59:33.959849

    		-0.5 ms

  





  

    		2022-04-23 05:59:35.748987

    		-0.4 ms

  





  

    		2022-04-23 06:59:37.476502

    		0.9 ms

  





  

    		2022-04-23 07:59:38.975124

    		1.7 ms

  





  

    		2022-04-23 08:59:40.57325

    		0.4 ms

  





  

    		2022-04-23 09:59:42.731484

    		1.1 ms

  





  

    		2022-04-23 10:59:44.43662

    		0.2 ms

  





  

    		2022-04-23 11:59:46.88628

    		-3.0 ms

  





  

    		2022-04-23 12:59:48.475775

    		-1.6 ms

  





  

    		2022-04-23 13:59:50.723755

    		-0.9 ms

  





  

    		2022-04-23 14:59:52.544797

    		-0.9 ms

  





  

    		2022-04-23 15:59:54.341521

    		-0.9 ms

  





  

    		2022-04-23 16:59:55.995212

    		0.6 ms

  





  

    		2022-04-23 17:59:59.152323

    		0.3 ms

  





  

    		2022-04-23 19:00:00.815595

    		-0.4 ms

  





  

    		2022-04-23 20:00:03.306245

    		-1.9 ms

  





  

    		2022-04-23 21:00:05.137194

    		1.0 ms

  





  

    		2022-04-23 22:00:06.895273

    		0.3 ms

  





  

    		2022-04-23 23:00:08.452431

    		-1.5 ms

  





  

    		2022-04-24 00:00:09.918026

    		-2.0 ms

  





  

    		2022-04-24 01:00:11.513454

    		-0.7 ms

  





  

    		2022-04-24 02:00:12.976304

    		-1.6 ms

  





  

    		2022-04-24 03:00:14.477128

    		-1.4 ms

  





  

    		2022-04-24 04:00:16.0637

    		-0.9 ms

  





  

    		2022-04-24 05:00:17.796021

    		-1.0 ms

  





  

    		2022-04-24 06:00:19.40915

    		-1.0 ms

  





  

    		2022-04-24 07:00:21.09759

    		0.7 ms

  





  

    		2022-04-24 08:00:22.80486

    		2.0 ms

  





  

    		2022-04-24 09:00:24.353918

    		0.4 ms

  





  

    		2022-04-24 10:00:26.435692

    		0.2 ms

  





  

    		2022-04-24 11:00:28.785598

    		-0.3 ms

  





  

    		2022-04-24 12:00:30.408545

    		-0.2 ms

  





  

    		2022-04-24 13:00:32.027851

    		-0.9 ms

  





  

    		2022-04-24 14:00:34.089717

    		-1.3 ms

  





  

    		2022-04-24 15:00:36.665836

    		0.4 ms

  





  

    		2022-04-24 16:00:38.17128

    		-1.2 ms

  





  

    		2022-04-24 17:00:39.805355

    		0.4 ms

  





  

    		2022-04-24 18:00:41.364769

    		-0.6 ms

  





  

    		2022-04-24 19:00:43.719815

    		-1.5 ms

  





  

    		2022-04-24 20:00:45.441875

    		-1.5 ms

  





  

    		2022-04-24 21:00:47.278072

    		0.2 ms

  





  

    		2022-04-24 22:00:49.212395

    		-1.6 ms

  





  

    		2022-04-24 23:00:50.890914

    		-1.2 ms

  





  

    		2022-04-25 00:00:53.033924

    		-0.5 ms

  





  

    		2022-04-25 01:00:55.037197

    		-2.0 ms

  





  

    		2022-04-25 02:00:56.517476

    		-0.6 ms

  





  

    		2022-04-25 03:00:58.434767

    		-0.8 ms

  





  

    		2022-04-25 04:01:00.23512

    		0.6 ms

  





  

    		2022-04-25 05:01:02.434652

    		-0.4 ms

  





  

    		2022-04-25 06:01:04.297692

    		-1.7 ms

  





  

    		2022-04-25 07:01:05.775567

    		0.2 ms

  





  

    		2022-04-25 08:01:08.743435

    		-0.2 ms

  





  

    		2022-04-25 09:01:10.694346

    		1.3 ms

  





  

    		2022-04-25 10:01:13.064649

    		1.3 ms

  





  

    		2022-04-25 11:01:14.677018

    		-0.3 ms

  





  

    		2022-04-25 12:01:17.339783

    		-2.4 ms

  





  

    		2022-04-25 13:01:19.037472

    		-2.6 ms

  





  

    		2022-04-25 14:01:21.193268

    		-0.1 ms

  





  

    		2022-04-25 15:01:23.243076

    		-1.0 ms

  





  

    		2022-04-25 16:01:25.593398

    		-1.2 ms

  





  

    		2022-04-25 17:01:27.963308

    		-0.3 ms

  





  

    		2022-04-25 18:01:29.949508

    		0.1 ms

  





  

    		2022-04-25 19:01:32.64789

    		-0.3 ms

  





  

    		2022-04-25 20:01:34.587448

    		0.0 ms

  





  

    		2022-04-25 21:01:36.292261

    		-1.4 ms

  





  

    		2022-04-25 22:01:38.042807

    		-2.4 ms

  





  

    		2022-04-25 23:01:39.59715

    		-1.8 ms

  





  

    		2022-04-26 00:01:43.283548

    		-0.6 ms

  





  

    		2022-04-26 01:01:45.332501

    		-0.7 ms

  





  

    		2022-04-26 02:01:47.106562

    		0.1 ms

  





  

    		2022-04-26 03:01:48.775808

    		1.0 ms

  





  

    		2022-04-26 04:01:50.701968

    		0.5 ms

  





  

    		2022-04-26 05:01:52.252629

    		-1.0 ms

  





  

    		2022-04-26 06:01:54.780477

    		-0.3 ms

  





  

    		2022-04-26 07:01:56.612718

    		-0.2 ms

  





  

    		2022-04-26 08:01:58.689581

    		1.0 ms

  





  

    		2022-04-26 09:02:00.754133

    		2.3 ms

  





  

    		2022-04-26 10:02:02.548505

    		1.9 ms

  





  

    		2022-04-26 11:02:04.642452

    		1.1 ms

  





  

    		2022-04-26 12:02:06.755233

    		0.9 ms

  





  

    		2022-04-26 13:02:08.979548

    		0.4 ms

  





  

    		2022-04-26 14:02:11.130174

    		-3.2 ms

  





  

    		2022-04-26 15:02:13.309316

    		0.5 ms

  





  

    		2022-04-26 16:02:15.163585

    		0.0 ms

  





  

    		2022-04-26 17:02:16.837199

    		0.6 ms

  





  

    		2022-04-26 18:02:18.611472

    		-0.9 ms

  





  

    		2022-04-26 19:02:20.618837

    		-1.8 ms

  





  

    		2022-04-26 20:02:22.878942

    		-0.1 ms

  





  

    		2022-04-26 21:02:24.771734

    		-0.2 ms

  





  

    		2022-04-26 22:02:26.559087

    		-0.2 ms

  





  

    		2022-04-26 23:02:28.138693

    		-0.8 ms

  





  

    		2022-04-27 00:02:30.78424

    		-2.7 ms

  





  

    		2022-04-27 01:02:32.253851

    		-1.5 ms

  





  

    		2022-04-27 02:02:35.36632

    		-0.1 ms

  





  

    		2022-04-27 03:02:37.316329

    		0.4 ms

  





  

    		2022-04-27 04:02:39.101914

    		0.1 ms

  





  

    		2022-04-27 05:02:40.774862

    		-0.4 ms

  





  

    		2022-04-27 06:02:42.590478

    		-0.4 ms

  





  

    		2022-04-27 07:02:44.197011

    		1.2 ms

  





  

    		2022-04-27 08:02:46.148574

    		0.2 ms

  





  

    		2022-04-27 09:02:48.653942

    		0.0 ms

  





  

    		2022-04-27 10:02:50.37782

    		-0.6 ms

  





  

    		2022-04-27 11:02:52.103595

    		-1.0 ms

  





  

    		2022-04-27 12:02:53.824804

    		-0.9 ms

  





  

    		2022-04-27 13:02:55.506959

    		-1.3 ms

  





  

    		2022-04-27 14:02:57.98256

    		0.2 ms

  





  

    		2022-04-27 15:03:00.806447

    		-0.3 ms

  





  

    		2022-04-27 16:03:02.626275

    		-1.6 ms

  





  

    		2022-04-27 17:03:04.262496

    		-0.8 ms

  





  

    		2022-04-27 18:03:05.958985

    		-1.9 ms

  





  

    		2022-04-27 19:03:08.15151

    		-0.4 ms

  





  

    		2022-04-27 20:03:10.54025

    		-0.5 ms

  





  

    		2022-04-27 21:03:12.205662

    		-1.7 ms

  





  

    		2022-04-27 22:03:13.716624

    		-1.9 ms

  





  

    		2022-04-27 23:03:15.633412

    		-0.9 ms

  





  

    		2022-04-28 00:03:17.380093

    		-2.3 ms

  





  

    		2022-04-28 01:03:19.537917

    		-2.0 ms

  





  

    		2022-04-28 02:03:22.692439

    		-0.9 ms

  





  

    		2022-04-28 03:03:24.242666

    		0.1 ms

  





  

    		2022-04-28 04:03:25.795837

    		0.6 ms

  





  

    		2022-04-28 05:03:27.859397

    		0.4 ms

  





  

    		2022-04-28 06:03:30.105481

    		0.3 ms

  





  

    		2022-04-28 07:03:32.506715

    		-0.5 ms

  





  

    		2022-04-28 08:03:35.163802

    		0.6 ms

  





  

    		2022-04-28 09:03:36.952033

    		0.4 ms

  





  

    		2022-04-28 10:03:39.189714

    		0.2 ms

  





  

    		2022-04-28 11:03:41.5179

    		0.0 ms

  





  

    		2022-04-28 12:03:43.385739

    		0.4 ms

  





  

    		2022-04-28 13:03:46.043131

    		0.8 ms

  





  

    		2022-04-28 14:03:48.825831

    		-1.1 ms

  





  

    		2022-04-28 15:03:50.789745

    		1.0 ms

  





  

    		2022-04-28 16:03:52.659533

    		-0.4 ms

  





  

    		2022-04-28 17:03:54.795417

    		-0.8 ms

  





  

    		2022-04-28 18:03:56.27864

    		-0.8 ms

  





  

    		2022-04-28 19:03:59.16618

    		-0.2 ms

  





  

    		2022-04-28 20:04:00.757299

    		-2.0 ms

  





  

    		2022-04-28 21:04:02.333326

    		-0.9 ms

  





  

    		2022-04-28 22:04:03.852537

    		-0.9 ms

  





  

    		2022-04-28 23:04:05.800754

    		-0.8 ms

  





  

    		2022-04-29 00:04:07.445142

    		-1.2 ms

  





  

    		2022-04-29 01:04:09.520724

    		0.0 ms

  





  

    		2022-04-29 02:04:11.907854

    		-0.3 ms

  





  

    		2022-04-29 03:04:13.483315

    		0.1 ms

  





  

    		2022-04-29 04:04:15.343766

    		0.2 ms

  





  

    		2022-04-29 05:04:17.93094

    		0.3 ms

  





  

    		2022-04-29 06:04:19.887443

    		-1.9 ms

  





  

    		2022-04-29 07:04:22.155816

    		0.2 ms

  





  

    		2022-04-29 08:04:23.990213

    		0.3 ms

  





  

    		2022-04-29 09:04:25.584199

    		-0.6 ms

  





  

    		2022-04-29 10:04:28.830671

    		-1.0 ms

  





  

    		2022-04-29 11:04:30.845944

    		0.5 ms

  





  

    		2022-04-29 12:04:32.47762

    		-0.9 ms

  





  

    		2022-04-29 13:04:34.232179

    		0.6 ms

  





  

    		2022-04-29 14:04:36.473954

    		0.1 ms

  





  

    		2022-04-29 15:04:39.081351

    		-0.4 ms

  





  

    		2022-04-29 16:04:41.017126

    		0.5 ms

  





  

    		2022-04-29 17:04:42.889831

    		-0.4 ms

  





  

    		2022-04-29 18:04:45.270757

    		-0.5 ms

  





  

    		2022-04-29 19:04:47.156391

    		-0.8 ms

  





  

    		2022-04-29 20:04:49.547855

    		-1.3 ms

  





  

    		2022-04-29 21:04:51.401553

    		-0.5 ms

  





  

    		2022-04-29 22:04:52.980391

    		-2.1 ms

  





  

    		2022-04-29 23:04:54.613701

    		-1.7 ms

  





  

    		2022-04-30 00:04:56.445197

    		-2.4 ms

  





  

    		2022-04-30 01:04:58.095871

    		-0.6 ms

  





  

    		2022-04-30 02:04:59.897354

    		0.3 ms

  





  

    		2022-04-30 03:05:02.253144

    		0.5 ms

  





  

    		2022-04-30 04:05:04.496659

    		0.6 ms

  





  

    		2022-04-30 05:05:06.512327

    		-0.8 ms

  





  

    		2022-04-30 06:05:08.563199

    		-1.0 ms

  





  

    		2022-04-30 07:05:11.72813

    		0.7 ms

  





  

    		2022-04-30 08:05:13.729847

    		-0.1 ms

  





  

    		2022-04-30 09:05:15.466068

    		2.0 ms

  





  

    		2022-04-30 10:05:17.010275

    		0.9 ms

  





  

    		2022-04-30 11:05:18.672006

    		-0.4 ms

  





  

    		2022-04-30 12:05:20.268538

    		-0.2 ms

  





  

    		2022-04-30 13:05:21.743104

    		-1.8 ms

  





  

    		2022-04-30 14:05:23.907032

    		-1.4 ms

  





  

    		2022-04-30 15:05:26.20925

    		-1.2 ms

  





  

    		2022-04-30 16:05:28.092474

    		-2.0 ms

  





  

    		2022-04-30 17:05:29.678218

    		-0.5 ms

  





  

    		2022-04-30 18:05:31.684372

    		-0.4 ms

  





  

    		2022-04-30 19:05:33.681326

    		-0.1 ms

  





  

    		2022-04-30 20:05:35.982844

    		0.2 ms

  





  

    		2022-04-30 21:05:38.069457

    		0.6 ms

  





  

    		2022-04-30 22:05:40.28307

    		1.0 ms

  





  

    		2022-04-30 23:05:41.970582

    		-0.8 ms

  





  

    		2022-05-01 00:05:44.128464

    		-0.6 ms

  





  

    		2022-05-01 01:05:45.996099

    		-0.3 ms

  





  

    		2022-05-01 02:05:47.753289

    		-0.5 ms

  





  

    		2022-05-01 03:05:49.463245

    		-0.2 ms

  





  

    		2022-05-01 04:05:53.910154

    		0.4 ms

  





  

    		2022-05-01 05:05:55.569565

    		-0.1 ms

  





  

    		2022-05-01 06:05:57.210947

    		0.4 ms

  





  

    		2022-05-01 07:05:59.587264

    		-1.6 ms

  





  

    		2022-05-01 08:06:01.401699

    		0.8 ms

  





  

    		2022-05-01 09:06:03.639253

    		-0.1 ms

  





  

    		2022-05-01 10:06:05.517178

    		-0.2 ms

  





  

    		2022-05-01 11:06:06.899584

    		0.9 ms

  





  

    		2022-05-01 12:06:08.799328

    		0.1 ms

  





  

    		2022-05-01 13:06:11.12317

    		-0.2 ms

  





  

    		2022-05-01 14:06:12.810914

    		-1.1 ms

  





  

    		2022-05-01 15:06:14.582643

    		-0.7 ms

  





  

    		2022-05-01 16:06:16.553584

    		-0.3 ms

  





  

    		2022-05-01 17:06:19.001532

    		0.0 ms

  





  

    		2022-05-01 18:06:20.462188

    		0.0 ms

  





  

    		2022-05-01 19:06:22.393639

    		0.2 ms

  





  

    		2022-05-01 20:06:24.811249

    		-1.2 ms

  





  

    		2022-05-01 21:06:27.254402

    		-0.2 ms

  





  

    		2022-05-01 22:06:29.174193

    		-1.2 ms

  





  

    		2022-05-01 23:06:31.813801

    		-0.2 ms

  





  

    		2022-05-02 00:06:33.745931

    		-0.9 ms

  





  

    		2022-05-02 01:06:35.6198

    		-1.7 ms

  





  

    		2022-05-02 02:06:37.775394

    		0.3 ms

  





  

    		2022-05-02 03:06:40.06648

    		0.5 ms

  





  

    		2022-05-02 04:06:42.839258

    		-1.0 ms

  





  

    		2022-05-02 05:06:44.52662

    		0.0 ms

  





  

    		2022-05-02 06:06:47.610972

    		0.4 ms

  





  

    		2022-05-02 07:06:50.25807

    		-0.4 ms

  





  

    		2022-05-02 08:06:52.289751

    		-1.4 ms

  





  

    		2022-05-02 09:06:53.949425

    		-1.0 ms

  





  

    		2022-05-02 10:06:56.046857

    		-1.9 ms

  





  

    		2022-05-02 11:06:58.85087

    		-1.7 ms

  





  

    		2022-05-02 12:07:01.251186

    		-1.0 ms

  





  

    		2022-05-02 13:07:03.342096

    		-0.3 ms

  





  

    		2022-05-02 14:07:05.508391

    		1.0 ms

  





  

    		2022-05-02 15:07:07.62508

    		0.0 ms

  





  

    		2022-05-02 16:07:09.458349

    		0.3 ms

  





  

    		2022-05-02 17:07:11.033077

    		1.2 ms

  





  

    		2022-05-02 18:07:12.762191

    		1.1 ms

  





  

    		2022-05-02 19:07:15.143678

    		-1.1 ms

  





  

    		2022-05-02 20:07:17.199609

    		-0.4 ms

  





  

    		2022-05-02 21:07:18.899254

    		-0.6 ms

  





  

    		2022-05-02 22:07:20.996556

    		-0.3 ms

  





  

    		2022-05-02 23:07:22.643425

    		0.8 ms

  





  

    		2022-05-03 00:07:24.660028

    		0.7 ms

  





  

    		2022-05-03 01:07:26.254819

    		0.4 ms

  





  

    		2022-05-03 02:07:28.038671

    		0.6 ms

  





  

    		2022-05-03 03:07:32.361396

    		0.7 ms

  





  

    		2022-05-03 04:07:35.478827

    		-0.2 ms

  





  

    		2022-05-03 05:07:37.491283

    		0.2 ms

  





  

    		2022-05-03 06:07:39.528812

    		0.8 ms

  





  

    		2022-05-03 07:07:41.412053

    		0.7 ms

  





  

    		2022-05-03 08:07:43.175859

    		0.9 ms

  





  

    		2022-05-03 09:07:44.94875

    		-0.1 ms

  





  

    		2022-05-03 10:07:47.135332

    		-0.1 ms

  





  

    		2022-05-03 11:07:49.432763

    		-1.3 ms

  





  

    		2022-05-03 12:07:51.703541

    		-0.1 ms

  





  

    		2022-05-03 13:07:53.812189

    		-0.6 ms

  





  

    		2022-05-03 14:07:55.653835

    		0.7 ms

  





  

    		2022-05-03 15:07:57.459771

    		0.8 ms

  





  

    		2022-05-03 16:07:59.091362

    		0.1 ms

  





  

    		2022-05-03 17:08:01.08769

    		0.8 ms

  





  

    		2022-05-03 18:08:02.595301

    		-1.8 ms

  





  

    		2022-05-03 19:08:04.308977

    		-0.5 ms

  





  

    		2022-05-03 20:08:06.907728

    		0.1 ms

  





  

    		2022-05-03 21:08:08.615074

    		-0.2 ms

  





  

    		2022-05-03 22:08:10.202561

    		-0.3 ms

  





  

    		2022-05-03 23:08:11.841425

    		-0.5 ms

  





  

    		2022-05-04 00:08:14.145448

    		0.0 ms

  





  

    		2022-05-04 01:08:15.776946

    		-2.0 ms

  





  

    		2022-05-04 02:08:17.425445

    		-1.6 ms

  





  

    		2022-05-04 03:08:20.109266

    		-0.4 ms

  





  

    		2022-05-04 04:08:22.420333

    		-1.0 ms

  





  

    		2022-05-04 05:08:24.394095

    		-0.9 ms

  





  

    		2022-05-04 06:08:26.082407

    		0.1 ms

  





  

    		2022-05-04 07:08:27.84704

    		0.4 ms

  





  

    		2022-05-04 08:08:30.021894

    		-0.2 ms

  





  

    		2022-05-04 09:08:32.32051

    		1.6 ms

  





  

    		2022-05-04 10:08:34.80848

    		0.5 ms

  





  

    		2022-05-04 11:08:36.769634

    		-2.3 ms

  





  

    		2022-05-04 12:08:39.295563

    		0.1 ms

  





  

    		2022-05-04 13:08:41.569602

    		0.5 ms

  





  

    		2022-05-04 14:08:43.161369

    		0.2 ms

  





  

    		2022-05-04 15:08:45.164638

    		0.4 ms

  





  

    		2022-05-04 16:08:47.112059

    		2.3 ms

  





  

    		2022-05-04 17:08:49.833144

    		1.0 ms

  





  

    		2022-05-04 18:08:51.774255

    		0.0 ms

  





  

    		2022-05-04 19:08:54.242909

    		0.3 ms

  





  

    		2022-05-04 20:08:55.903269

    		0.7 ms

  





  

    		2022-05-04 21:08:57.483813

    		0.2 ms

  





  

    		2022-05-04 22:08:59.303361

    		-0.3 ms

  





  

    		2022-05-04 23:09:01.833543

    		0.4 ms

  





  

    		2022-05-05 00:09:03.853651

    		0.2 ms

  





  

    		2022-05-05 01:09:05.561059

    		0.3 ms

  





  

    		2022-05-05 02:09:07.282859

    		-1.2 ms

  





  

    		2022-05-05 03:09:09.959304

    		0.2 ms

  





  

    		2022-05-05 04:09:13.270164

    		-0.7 ms

  





  

    		2022-05-05 05:09:15.002374

    		0.8 ms

  





  

    		2022-05-05 06:09:17.08559

    		-0.2 ms

  





  

    		2022-05-05 07:09:19.646538

    		-0.6 ms

  





  

    		2022-05-05 08:09:21.653642

    		-1.1 ms

  





  

    		2022-05-05 09:09:23.653729

    		-1.0 ms

  





  

    		2022-05-05 10:09:26.170828

    		-0.5 ms

  





  

    		2022-05-05 11:09:28.386744

    		-0.9 ms

  





  

    		2022-05-05 12:09:29.898104

    		0.2 ms

  





  

    		2022-05-05 13:09:32.846144

    		1.0 ms

  





  

    		2022-05-05 14:09:34.924974

    		0.9 ms

  





  

    		2022-05-05 15:09:37.554099

    		0.9 ms

  





  

    		2022-05-05 16:09:39.121681

    		0.7 ms

  





  

    		2022-05-05 17:09:41.388322

    		0.9 ms

  





  

    		2022-05-05 18:09:43.086087

    		0.3 ms

  





  

    		2022-05-05 19:09:44.960588

    		-0.2 ms

  





  

    		2022-05-05 20:09:46.840342

    		1.6 ms

  





  

    		2022-05-05 21:09:48.574715

    		0.6 ms

  





  

    		2022-05-05 22:09:50.398147

    		-0.2 ms

  





  

    		2022-05-05 23:09:53.049187

    		0.5 ms

  





  

    		2022-05-06 00:09:54.670019

    		1.0 ms

  





  

    		2022-05-06 01:09:56.419925

    		-0.7 ms

  





  

    		2022-05-06 02:09:58.506399

    		-0.7 ms

  





  

    		2022-05-06 03:10:00.202355

    		-0.1 ms

  





  

    		2022-05-06 04:10:04.567061

    		-0.3 ms

  





  

    		2022-05-06 05:10:08.755997

    		-0.6 ms

  





  

    		2022-05-06 06:10:11.330198

    		-1.0 ms

  





  

    		2022-05-06 07:10:13.90553

    		-0.3 ms

  





  

    		2022-05-06 08:10:15.943474

    		-0.2 ms

  





  

    		2022-05-06 09:10:18.026049

    		0.2 ms

  





  

    		2022-05-06 10:10:19.557571

    		-0.5 ms

  





  

    		2022-05-06 11:10:21.212016

    		0.4 ms

  





  

    		2022-05-06 12:10:23.498485

    		-0.6 ms

  





  

    		2022-05-06 13:10:25.296752

    		0.1 ms

  





  

    		2022-05-06 14:10:27.535197

    		-0.2 ms

  





  

    		2022-05-06 15:10:29.158344

    		-0.2 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



  

  

    		2022-05-06 09:12:26.579 UTC

    		92.33.163.241

    		Bonnie Roupé (BR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-06 09:44:31.726 UTC

    		80.124.17.61

    		Jacob Dalbog (JD) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-06 09:44:36.61 UTC

    		80.124.17.61

    		Jacob Dalbog (JD) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-06 10:08:56.535 UTC

    		158.174.187.94

    		Håkan Johansson (HJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-06 10:09:16.19 UTC

    		158.174.187.94

    		Håkan Johansson (HJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-06 13:07:05.781 UTC

    		171.6.243.220

    		Josefine Bin Jung (JBJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-06 13:07:09.665 UTC

    		171.6.243.220

    		Josefine Bin Jung (JBJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  

  

    		2022-05-06 15:47:53.248 UTC

    		79.6.139.181

    		Johan Kaijser (JK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-05-06 15:48:01.623 UTC

    		79.6.139.181

    		Johan Kaijser (JK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-04-21 19:13:06 UTC.

  









